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January 25,2011

Mary .. Schapiro

Chairman

Securities and Exchange Commission
100 F Street, NE

Washington, DC 20549-2736

Re: Comments and Legal Guidance Concerning Proposed Rule 240.21F-8 for
Implementing Whistleblower Provisions of the Dodd-Frank Act

Dear Chairman Schapiro:

In a letter dated November 22, 2010, the National Whistleblowers Center expressed our concerns
regarding the Commission’s “Proposed Rules for Implementing the Whistleblower Provisions of
Section 21F of the Securities Exchange Act of 1934, (hereinatter “Proposed Rules™). At that
time, our organization explained that many of the Proposed Rulcs contain provisions that are
inconsistent with Congressional intent or otherwise potentially unlawful. We now write to
provide additional comment and legal guidance concerning Proposed Rule 240.21F-8, both
because the rule impermissibly adds new categories of whistleblowers who are ineligible for an
award and because the Commission has recently received comments from the public which could
result in adding to impermissible exclusions.

The whistleblower provisions of the Dodd-Frank Act were enacted to encourage and reward all
whistleblowers who provide the Commission with information that leads to the recovery of at
least $1,000,000 for the Commission. Section 21F(¢)(2) of the Act sets forth four narrow
categories of whistleblowers who are exceptions to this general rule. Proposed Rule 240.21F-8
impermissibly expands upon these categories by creating several additional exceptions.

Under the familiar tramework of Chevron v. National Resources Defense Council. 467 U.S. 837
(1984), an agency’s action is invalid where it is inconsistent with the “unambiguously expressed
intent of Congress. Chevron at 843. An agency interpretation of a statute is only entitled to
deference on issues where Congressional intcnt is ambiguous. or if the statute is silent on the
matter. in which case the courts may only review the whether the agency’s rule derives from a
“permissible construction of the statute.” /d.

To determine Congressional intent. courts first look to the plain language of the statute and
employ “traditional tools of statutory construction.” Chevron, at n.3; INS v. Cardoza-Fonseca,
480 U.S. 421, 448 (1987); Natural Resources Defense Council v. E.P.A.,489 F.3d 1250 (D.C.
Cir. 2007). When examining a specifically-enumerated list, courts employ a canon of statutory
interpretation known as expressio unius exclusio alterius, meaning that “to express or include
one thing implies the exclusion of the other, or of the alternative.” Black’s Law Dictionary (9th
ed. 2009). Federal courts have recognized and applied this venerable doctrine to invalidate
agency actions on numerous occasions. See, ¢.g., Independent Insurance Agents of Americu, Inc.
v. Hawke. 211 F.3d 638 (D.C. Cir. 2000).



Indeed. the Supreme Court has stated that “[w]here Congress explicitly enumerates certain
exceptions to a general prohibition, additional exceptions are not to be implied. in the absence of
evidence of a contrary legislative intent.” Andrus v. Glover Const. Co., 446 U.S. 608, 617-18
(1980): see also Continental Casualty Co. v. U.S., 314 U.S. 527, 533 (1942). Recently. the D.C.
Circuit employed this precise rationale to invalidate Environmental Protection Agency
regulations that created additional exceptions to a statute requiring the regulation of solid waste
incinerators. National Resources Defense Council v. E.P.A.. 489 F.3d 1259-60 (2007) (citing
Andrus). Thus, any rules promulgated by the SEC that except additional categories of
whistleblowers would be inconsistent with the intent of Congress, and therefore based on an
impermissible interpretation of the statute.

The plain language of Section 21F(c)(2) of the Act, when interpreted using “traditional tools™ of
construction, expresses a clear Congressional intent to reward all whistleblowers who provide
the SEC with information that leads to the recovery of at least $1,000.000 for the agency. unless
the whistleblower: (1) was “a member, officer, or employee” of five specifically-enumerated
types of organizations; (2) was convicted of certain criminal violations; (3) obtained his
information through the performance of legally required audits; or (4) failed to submit
information to the Commission in the required form. Thesc provisions unambiguously express
Congress’ intent to except only these four specific categories of individuals. Consequently.
while the Commission may promulgate rules to implement these categories, it may not except
additional categories of whistleblowers. Had Congress intended to exempt additional categorics
of whistleblowers from receiving an award under section 21F. it would enumerated such
exceptions in the statute. or included an ambiguous catch-all category that the SEC could have
usced as a basis for such rulemaking.

For example, Section 21F(¢c)(2)(B) denies awards “to any whistleblower who is convicted of a
criminal violation related to the judicial or administrative action for which the whistleblower
otherwise would receive an award....” Because this provision unambiguously expresses the
intent of Congress to except whistleblowers who have been convicted of crimes related to their
disclosure, the SEC may not promulgate rules to also except whistleblowers who were indicted.
investigated, convicted of unrelated crimes, or who obtained their information from a convicted
individual. This rule states an entirely new exemption to the statute, which the Supreme Court
has held to be impermissible. Andrus, 446 U.S. at 617-18. [f Congress had intended to exclude
individuals other than those convicted of related crimes, it would have said so.

Accordingly, Proposed Rule 240.21F-8(c)(5) is unquestionably impermissible. Section
21F(c)(2)(C) 1s the only provision that places a limitation on the origin of a whistleblower’s
information, i.e. information obtained through the performance of a required audit. Extending
this limitation to exclude all individuals who obtain some information from someone who is
themselves ineligible for an award is nonsensical and far exceeds the SEC’s rulemaking
authority. as it amounts to an entirely new exempted category. Andrus, 446 U.S. at 617-18.

Furthermore, from a purely policy perspective, Proposed Rule 240.21F-8(c)(5) could easily
disqualify large numbers of whistleblowers who provide the SEC with valuable, original
information, simply because they may have been alerted to the reported problems by an excluded



individual. For example, if an employee learns of illegal accounting practices during a meeting
with the company CFO and promptly discloses these practices to the SEC, the employee should
not be denied an award simply because the CFO is later convicted of fraud. If the SEC is
concerned that excluded individuals will attempt to obtain an award by recruiting non-excluded
individuals to made disclosures on their behalf, then it should make a rule specifically addressing
that concern.

Thank you in advance for your careful attention to this matter. We greatly appreciate the hard
work you and your staff have put in to drafting the regulation and are respectful of the difficult

policy issues the Commission faces.
e /ull{s?mitte .
&/\\

Stephen M. Kohn

Executive Director

National Whistleblowers Center
3238 P StNW

Washington, DC 20007

(202) 342-1903



TEXT OF THE PROPOSED RULES

§ 240.21F-1 General.

Section 21F of the Securities Exchange Act of 1934 (“Exchange Act”) (15 U.S.C. 78u-
6), entitled “Securities Whistleblower Incentives and Protection,” requires the Securities
and Exchange Commission (“Commission”) to pay awards, subject to certain limitations
and conditions, to whistleblowers who provide the Commission with original information
about violations of the federal securities laws. These rules describe the whistleblower
program that the Commission has established to implement the provisions of Section
21F, and explain the procedures you will need to follow in order to be eligible for an
award. You should read these procedures carefully because the failure to take certain
required steps within the time frames described in these rules may disqualify you from
receiving an award for which you otherwise may be eligible. Unless expressly provided
for in these rules, no person is authorized to make any offer or promise, or otherwise to
bind the Commission with respect to the payment of any award or the amount thereof.
The Securities and Exchange Commission’s Whistleblower Office administers our
whistleblower program. Questions about the program or these rules should be directed
to the SEC Whistleblower Office, 100 F Street, N.E., Washington, DC, 20549. Add
email address, fax number and phone number.

§ 240.21F-2 Definition of a Whistleblower.

(a) You are a whistleblower if, alone or jointly with others, you provide the Commission
with information relating to a potential violation of the securities laws, you make a
disclosure required or protected under the Sarbanes Oxley Act or you contact a
federal law enforcement entity and provide that entity with truthful information
concerning a potential violation of federal law as protected under 18 U.S.C. §
1513(e). A whistleblower must be an individual. A company or another entity is not
eligible to be a whistleblower.

(b) The retaliation protections afforded to whistleblowers by the provisions of paragraph
(h)(1) of Section 21F of the Exchange Act (15 U.S.C. 78u-6(h)(1)) apply irrespective of
whether a whistleblower satisfies the procedures and conditions to qualify for an award.
Moreover, for purposes of the anti-retaliation provision of paragraph (h)(1)(A)(i) of
Section 21F, 15 U.S.C. 78u-6(h)(1)(A)(i), the requirement that a whistleblower provide
"information to the Commission in accordance" with Section 21F (15 U.S.C. 78u-6) is
satisfied if an individual provides information to the Commission that relates to a
potential violation of the securities laws.

(c) To be eligible for an award, however, a whistleblower must submit original
information to the Commission in accordance with the procedures and conditions
described in § 240.21F-4, -8, and -9 of this chapter.

§ 240.21F-3 Payment of awards.



(a) Subject to the eligibility requirements described in § 240.21F-2 and § 240.21F-8 of
this chapter, and to § 240.21F-14 of this chapter, the Commission will pay an award or
awards to one or more whistleblowers who:

(1) Voluntarily provide the Commission

(2) With original information

(3) That leads to the successful enforcement by the Commission of a federal court or
administrative action

(4) In which the Commission obtains monetary sanctions totaling more than $1,000,000.
The terms voluntarily, original information, leads to successful enforcement, action, and
monetary sanctions are defined in § 240.21F-4 of this chapter.

(b) The Commission will also pay an award based on amounts collected in certain
“related actions.” A related action is a judicial or administrative action that is brought by:
(1) The Attorney General of the United States;

(2) An appropriate regulatory agency;

(3) A self-regulatory organization; or

(4) A state attorney general in a criminal case and is based on the same original
information that the whistleblower voluntarily provided to the Commission, and that led
the Commission to obtain monetary sanctions totaling more than $1,000,000. The terms
appropriate regulatory agency and self-regulatory organization are defined in §
240.21F-4 of this Chapter.

(c) In order for the Commission to make an award in connection with a related action,
the Commission must determine that the same original information that the
whistleblower gave to the Commission also led to the successful enforcement of the
related action under the same criteria described in these rules for awards made in
connection with Commission actions. The Commission may seek assistance and
confirmation from the authority bringing the related action, and/or from the
whistleblower, in making this determination. If the Commission determines that the
criteria for an award are not satisfied, or if the Commission is unable to obtain sufficient
and reliable information about the related action to make a conclusive determination,
the Commission will deny an award in connection with the related action and will
inform the whistleblower, in writing, of the grounds for any such denial. Additional
procedures apply to the payment of awards in related actions. These are described in §
240.21F-11 and § 240.21F-13.

(d) The Commission will not make an award to you for a related action if you have
already been granted an award by the Commaodity Futures Trading Commission
(“CFTC”) for that same aetion violation pursuant to its whistleblower award program
under sectlon 23 of the Commodlty Exchange Act 7 U S C. 26 S4m#aﬂy—#—the—GEFG

QE?G%demaL However |f the CFTC’s award is Iess then 30%, the Commlssmn
may grant an additional reward, provided that the total amount of the reward for
any one violation does not exceed 30%.



§ 240.21F-4 Other Definitions.

(a) Voluntary submission of information.

(1) Your submission of information is made voluntarily within the meaning of § 240.21F
of this chapter if you provide the Commission with the information before you or anyone
representing you (such as an attorney) responds to a subpoena or otherwise
responds to a mandatory request for information receives-anyrequest-ingquiry,-of
demand from the Commission, the Congress, any other federal, state, or local authority,
any self-regulatory organization, or the Public Company Accounting Oversight Board
about a matter to which the information in your submission is relevant. {-the

(b) Original information

(1) In order for your whistleblower submission to be considered original information, it
must be:

(i) Derived from your independent knowledge or independent analysis;

(ii) Not already known to the Commission from any other source, unless you are the
original source of the information;

(iii) Not exclusively derived from an allegation made in a judicial or administrative
hearing, in a governmental report, hearing, audit, or investigation, or from the news
media, unless you are a source of the |nformat|on and

(2) Independent knowledge means factual information in your possession that is not
exclusively derived from publicly available sources. You may gain independent
knowledge from your experiences, communications and observations in your business
or social interactions.

(3) Independent analysis means your own analysis, whether done alone or in
combination with others. Analysis means your examination and evaluation of
information that may be generally available, but which reveals information that is not
generally known or available to the public.



(4) The Commission wit may not consider information to be derived from your
independent knowledge or independent analysis if you obtained the knowledge or the
information upon which your analysis is based:

(i) Through a communication that was subject to the attorney-client privilege, unless
disclosure of that information is otherwise permitted by § 205.3(d)(2) of this chapter, the
applicable state attorney conduct rules, or otherwise;

(ii) As a result of the legal representation of a client on whose behalf your services, or
the services of your employer or firm, have been retained, and you seek to use the
information to make a whistleblower submission for your own benefit, unless disclosure
is authorized by § 205.3(d)(2) of this chapter, the applicable state attorney conduct
rules or otherwise;

(V|) By a means or in a manner that wolates appllcable federal or state criminal law,
provided you are found guilty of such an offense and the offense was material to
your ablllty to obtaln aII of the mformatlon provided to the Commlssmn oF

(5) The Commission will consider you to be an original source of the same information
that we obtain from another source if the information satisfies the definition of original
information and the other source obtained the information from you or your
representative. In order to be considered an original source of information that the
Commission receives from Congress, any other federal, state, or local authority, any
self-regulatory organization, or the Public Company Accounting Oversight Board, you
must have voluntarily given such authorities the information within the meaning of these
rules. You must establish your status as the original source of information to the
Commission’s satisfaction, but you will be presumed to be an original source
unless the Commission obtains information that indicates you are not such a
source. In determining whether you are the original source of information, the
Commission may seek assistance and confirmation, from one of the other authorities
described above, or from another entity {including-your-employer), in the event that you
claim to be the original source of information that an authority or another entity provided
to the Commission.



(6) If the Commission already knows seme all of the information about a matter from
other sources at the time you make your submission, and the Commission has
opened a civil or criminal case based on t his information prior to the time you
make your submission, and you are not an original source of that information under
paragraph (b)(5) of this section, the Commission will consider you an original source of
any information you provide that is derived from your independent knowledge or
analysis and that materially adds to the information that the Commission already
possesses.

(7) If you provide information to Congress, any other federal, state, or local authority,
any self-regulatory organization, the Public Company Accounting Oversight Board, or to
any of the persons described in paragraphs (b)(4)(iv) and (v) of this section, and you,
within-90-days; submit the same information to the Commission pursuant to § 240.21F-9
of this chapter, as you must do in order for you to be eligible to be considered for an
award, then, for purposes of evaluating your claim to an award under §§ 240.21F-10
and 240.21F-11 of this chapter, the Commission will consider that you provided
information as of the date of your original disclosure, report or submission to one of
these other authorities or persons. You must establish the effective date of any prior
disclosure, report, or submission, to the Commission’s satisfaction. The Commission
may seek assistance and confirmation from the other authority or person in making this
determination.

(c) Information that leads to successful enforcement The Commission will consider that
you provided original information that led to the successful enforcement of a judicial or
administrative action in the following circumstances:

(1) If you gave the Commission original information that caused the staff to commence
an examination, open an investigation, reopen an investigation that the Commission
had closed, or to inquire concerning new or different conduct as part of a current
examination or investigation, and your information sigrificantly contributed to the
success of the action; or

(2) If you gave the Commission original information about conduct that was already
under examination or investigation by the Commission, Congress, any other federal,
state, or local authority, any self-regulatory organization, or the Public Company
Accounting Oversight Board (except in cases where you were an original source of this
information as defined in paragraph (b)(4) of this section), and your information would
not otherwise have been obtained and was-essential contributed or led to the success
of the action.

(d) Action means a single captioned judicial or administrative proceeding or a
collection of judicial or administrative proceedings directly related to your
original information. The technical docketing of an investigation or proceeding
cannot be used as a basis for denying a claim or determining the basis upon
which a reward is based.



(e) Monetary sanctions means any money, including penalties, disgorgement, and
interest, ordered to be paid and any money deposited into a disgorgement fund or other
fund pursuant to Section 308(b) of the Sarbanes-Oxley Act of 2002, 15 U.S.C. 7246(b),
as a result of a Commission action or a related action.

(f) Appropriate regulatory agency means the Commission, the Comptroller of the
Currency, the Board of Governors of the Federal Reserve System, the Federal Deposit
Insurance Corporation, the Office of Thrift Supervision, and any other agencies that may
be defined as appropriate regulatory agencies under Section 3(a)(34) of the Exchange
Act (15 U.S.C. § 78c(a)(34)).

(g) Self-regulatory organization means any national securities exchange, registered
securities association, registered clearing agency, the Municipal Securities Rulemaking
Board, and any other organizations that may be defined as self-regulatory organizations
under Section 3(a)(26) of the Exchange Act (15 U.S.C. § 78c(a)(26)).

§ 240.21F-5 Amount of award.

(a) If all of the conditions are met for a whistleblower award in connection with a
Commission action or a related action, the Commission will then decide the amount of
the award pursuant to the procedures set forth in §§ 240.21F-10 and 240.21F-11 of this
chapter. The amount will be at least 10 percent and no more than 30 percent of the
monetary sanctions that the Commission and the other authorities are able to collect.
The percentage awarded in connection with a Commission action may differ from the
percentage awarded in connection with a related action.

(b) If the Commission makes awards to more than one whistleblower in connection with
the same action or related action, the Commission will determine an individual
percentage award for each whistleblower, but in no event will the total amount awarded
to all whistleblowers as a group be less than 10 percent or greater than 30 percent of
the amount the Commission or the other authorities collect.

§ 240.21F-6 Criteria for determining amount of award. In determining the amount of an
award, the Commission will take into consideration:

(a) The significance of the information provided by a whistleblower to the success of the
Commission action or related action;

(b) The degree of assistance provided by the whistleblower and any legal representative
of the whistleblower in the Commission action or related action;

(c) The programmatic interest of the Commission in deterring violations of the securities
laws by making awards to whistleblowers who provide information that leads to the
successful enforcement of such laws; and



(d) Whether the award otherwise enhances the Commission’s ability to enforce the
federal securities laws, protect investors, and encourage the submission of high quality
information from whistleblowers.

§ 240.21F-7 Confidentiality of submissions.

(a) The law requires that the Commission not disclose information that could reasonably
be expected to reveal the identity of a whistleblower, except that the Commission may
disclose such information in the following circumstances:

(1) When disclosure is required to a defendant or respondent in connection with a
federal court or administrative action that the Commission files or in another public
action or proceeding that is filed by an authority to which we provide the information, as
described below. In any such case, the whistleblower shall be provided
reasonable advance notice of any such actual or potential disclosure, and shall
be provided an opportunity to intervene in the court or administrative action, as a
“John or Jane Doe,” in order to object to the disclosure of his or her identify;

(2) When the Commission determines that it is necessary to accomplish the purposes of
the Exchange Act and to protect investors, it may provide your information to the
Department of Justice, an appropriate regulatory agency, a self regulatory organization,
a state attorney general in connection with a criminal investigation, any appropriate
state regulatory authority, the Public Company Accounting Oversight Board, or foreign
securities and law enforcement authorities. Each of these entities other than foreign
securities and law enforcement authorities is subject to the confidentiality requirements
set forth in Section 21F(h) of the Exchange Act, 15 U.S.C. 78u-6(h). The Commission
may determine what assurances of confidentiality it deems appropriate in providing
such information to foreign securities and law enforcement authorities. In any such
case, the whistleblower shall be provided reasonable advance notice of any such
actual or potential disclosure, and shall be provided an opportunity to intervene
or initiate a court or administrative action, as a “John or Jane Doe,” in order to
object to the disclosure of his or her identify

(8) The Commission may, with the written consent of the whistleblower, make
disclosures in accordance with the Privacy Act of 1974 (5 U.S.C. § 552a).

(b) You may submit information to the Commission anonymously. If you do so, however,
you must also do the following:

(1) You must have an attorney represent you in connection with both your submission of
information and your claim for an award, and your attorney’s name and contact
information must be provided to the Commission at the time you submit your
information;

(2) You and your attorney must follow the procedures set forth in § 240.21F-9 of this
chapter for submitting original information anonymously; and



(3) Before the Commission will pay any award to you, you must disclose your identity
and your identity must be verified as set forth in § 240.21F-10 of this chapter.

§ 240.21F-8 Eligibility.

(a) To be eligible for a whistleblower award, you must give the Commission information
in the form and manner that the Commission requires. The procedures for submitting
information and making a claim for an award are described in § 240.21F-9 to § 240.21F-
11 of this chapter. You should read these procedures carefully because you need to
follow them in order to be eligible for an award, except that the Commission may, in its
sole discretion, waive any of these procedures based upon a showing of extraordinary
circumstances. The Commission shall provide the whistleblower with written
notification of any defect in the method or manner in which the whistleblower
submitted his or her claim, and provide the whistleblower no less then 30 days to
correct his or her filing in order to conform properly to the Commission’s
procedures.

(b) In addition to any forms required by these rules, the Commission may also require
request that you provide certain additional information. If requested by Commission
staff, you may be asked required to:

(1) Provide explanations and other assistance in order that the staff may evaluate and
use the information that you submitted;

(2) Provide all additional information in your possession that is related to the subject
matter of your submission in a complete and truthful manner, through follow-up
meetings, or in other forms that our staff may agree to;

(3) Provide testimony or other evidence acceptable to the staff relating to whether you
are eligible, or otherwise satisfy any of the conditions, for an award; and

(4) Enter into a confidentiality agreement in a form acceptable to the Whistleblower
Office-including-aprovision-that a-viclation-may-lead-toyour-ineligibility-toreceivea
award. The failure to enter into a confidentiality agreement may not be used as a
basis to deny or reduce the amount of a reward.

(c) You are not eligible to be considered for an award if you do not satisfy the
requirements of paragraphs (a) and (b) of this section. In addition, you are not eligible if:

(1) You are, or were at the time you acquired original information, a member, officer, or
employee of the Department of Justice, an appropriate regulatory agency, a self-
regulatory organization, the Public Company Accounting Oversight Board, or any law
enforcement organization;




hor | s defined in-Section-3(a)(52)-of the Exct A\t (15.U.S.C.
F8e{a)s2));

(3) You are convicted of a criminal violation that is related to the Commission action or
to a related action (as defined in § 240.21F-4 of this chapter) for which you otherwise
could receive an award,

(4) You obtained the information that you gave the Commission through an audit of a
company'’s financial statements, and making a whistleblower submission would be
contrary to the requirements of Section 10A of the Exchange Act (15 U.S,C. § 78j-1)); or

(6) You are the spouse, parent, child, or sibling of a member or employee of the
Commission, or you reside in the same household as a member or employee of the
Commission; or

(7) In your whlstleblower submlsswn yeut—etheedeatmgs—wmq—the—eemmtsaen—eeyew

- you knowingly and
W|IIfuIIy make any false, f|ct|t|ous or fraudulent statement or representatlon or use any
false writing or document, knowing that it contains any false, fictitious, or fraudulent
statement or entry.

§ 240.21F-9 Procedures for submitting original information. The submission of original
information to the Commission is a two-step process:

(a) First, you will need to submit your information to us. You may submit your
information:

(1) online, through the Commission’s Electronic Data Collection System, or;

(2) By completing Form TCR (Tip, Complaint or Referral) (referenced in § 249.1800 of
this chapter) and mailing or faxing the form to the SEC Whistleblower Office, 100 F
Street NE, Washington, DC 20549-XXXX, Fax (202) XXX-XXXX.

(b) Second, in addition to submitting your information pursuant to paragraph (a) of this
section, you will also need to complete and provide to the Commission a Form WB-
DEC, Declaration Concerning Original Information Provided Pursuant to §21F of the
Securities Exchange Act of 1934, signed under penalty of perjury. Your Form WBDEC
must be submitted as follows:

(1) If you submit your information online, your FORM WB-DEC (referenced in §
249.1801 of this chapter) must be submitted either:

(a) Electronically (in accordance with the instructions set forth on the Commission’s
website); or



(b) By mailing or faxing the signed form to the SEC Whistleblower Office. Your Form
WB-DEC (referenced in § 249.1801 of this chapter) must be received within thirty (30)
days of the Commission’s receipt of your information in the Electronic Data Collection
System.

(2) If you submit a Form TCR (referenced in § 249.1800 of this chapter), your Form WB-
DEC (referenced in § 249.1801 of this chapter) must be submitted by mail or fax at the
same time as the Form TCR.

(c) Notwithstanding paragraph (b) of this section, if you submitted your original
information to the Commission anonymously, then you must provide your attorney with
the completed and signed Form WB-DEC (referenced in § 249.1801 of this chapter). In
addition, your attorney must also provide the Commission with a separate Form
WBDEC certifying that he or she has verified your identity, has reviewed the form for
completeness and accuracy, and will retain the signed original of your Form WB-DEC in
his or her records. Such certification must be submitted in the manner described in
paragraph (b) of this section.

(d) If you submitted original information in writing to the Commission after July 21, 2010
(the date of enactment of the Dodd-Frank Wall Street Reform and Consumer Protection
Act) but before the effective date of these rules, you will be eligible for an award only if:
(1) In the event that you provided the original information to the Commission in a format
or manner other than that described in paragraph (a) of this section, you either submit
your information online through the Commission’s Electronic Data Collection System or
complete Form TCR (referenced in § 249.1800 of this chapter) within one hundred
twenty (120) days of the effective date of these rules and otherwise follow the
procedures set forth in paragraph (b) of this section; or

(2) In the event that you provided the original information to the Commission in the
format or manner described in paragraph (a) of this section you submit a Form WBDEC
(referenced in § 249.1801 of this chapter) within one hundred twenty (120) days of the
effective date of this section in the manner set forth in paragraph (b) of this section.

§ 240.21F-10 Procedures for making a claim for a whistleblower award in SEC actions
that result in monetary sanctions in excess of $1,000,000.

(a) If a whistleblower files a claim under § 240.21F-9, said claim shall be provided
a docket number and the Whistleblower Office shall keep the whistleblower
informed of the status of the Commission investigation and/or the results of any
compliance or enforcement action. Should monetary sanctions in an amount in
excess of $1,000,000 be obtained by the Commission resulting from the section
240.21F-9 claim (or from any related action), the Whistleblower Office shall
immediately inform the whistleblower of any such sanction.
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(b) The Whistleblower Office shall attempt to reach a settlement agreement with
the whistleblower concerning the whistleblower share of any sanction. Should
the Whistleblower Office and the whistleblower reach such an agreement, said
agreement shall become final and enforceable, unless the Commission, for
exceptionally good cause, overrule the agreement. The Commission must
overrule the agreement within ten days of its execution by representatives of the
whistleblower and the Whistleblower Office, or the agreement shall be considered
a final order of the Commission.

(c) Should the Whistleblower Office make a preliminary determination that a
whistleblower who filed a section 240.21F-9 claim is not entitled to a reward, the
Whistleblower Office shall inform the whistleblower of said determination, and
the basis for said determination, and provide the whistleblower no less then 30

days to flle a response to said Ietter Procedures for submitting original

&) (d) Whenever a Commission action results in monetary sanctions totaling more than
$1,000,000, the Whistleblower Office will cause to be published on the Commission’s
website a “Notice of Covered Action.” Such Notice will be published immediately
subsequent to the entry of a final judgment or order that alone, or collectively with other
judgments or orders previously entered in the Commission action, exceeds $1,000,000;
or, in the absence of such judgment or order, within thirty {306} ten (10) days of the
deposit of monetary sanctions exceeding $1,000,000 into a disgorgement or other fund
pursuant to Section 308(b) of the Sarbanes -Oxley Act of 2002 A—ela+mant—wm—ha¥e—ssety
based—en—that—aetren—e#the—el&m—wﬂ#be—ba#ed— If you belleve that you had flled a
claim, but the Commission had not properly processed the claim pursuant to
section 240.21F-9 and/ or had not properly provided you with a preliminary
determination letter, you must your claim must be filed under this provision shall
be processed as follows:

b} (1) If a whistleblower did not file a section 240.21F-9 claim, or if a person
otherwise believes he or she is entitled to a reward based on the actions of the
Commission related to the publication referenced in subsection (d), said person
must file a written claim for a reward within thirty (30) days of said publication. To
file a claim for a whistleblower award under this provision, you must file Form WB-
APP, Application for Award for Original Information Provided Pursuant to §21F of the
Securities Exchange Act of 1934 (referenced in § 249.1802 of this chapter). You must
sign this form as the claimant and submit it to the Whistleblower Office by mail or fax. All
claim forms, including any attachments, must be received by the Whistleblower Office
within sixty (60) calendar days of the date of the Notice of Covered Action in order to be
considered for an award. (2) However, if you already filed a claim under section
240.21F-9, you are not required to file said claim.
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te) (e) If you provided your original information to the Commission anonymously, you
must disclose your identity on the Form WB-APP (referenced in § 249.1802 of this
chapter), and your identity must be verified in a form and manner that is acceptable to
the Whistleblower Office prior to the payment of any award.

have-been-concluded,the The Whistleblower Office and-designhated-staff (“Claims
Review-Staff) will complete its evaluation of evaluate all timely whistleblower award
claims submitted on Form WB-APP (referenced in § 249.1802 of this chapter) or claims
filed under section 240.21F-9, in accordance with the criteria set forth in these rules.

In connection with this process, the Whistleblower Office may require that you provide
additional information relating to your eligibility for an award or satisfaction of any of the
conditions for an award, as set forth in § 240.21F-(8)(b) of this chapter. Following that
evaluation, the Whistleblower Office will send you a Preliminary Determination setting
forth a preliminary assessment as to whether the claim should be allowed or denied
and, if allowed, setting forth the proposed award percentage amount. The
Whistleblower Office may initiate this review at the earliest possible time, and
shall complete this review process in an expeditious manner. The Whistleblower
Office shall also attempt to reach a settlement agreement or other stipulation with
the eligible applicants at the earliest practical time. The Whistleblower Office
shall make its determination(s) on an award no later then 30 days after the time
for filing any appeal of a Commission’s judicial or administrative action which
resulted in the recovery of penalties by the Commission.

(e) You may contest the Preliminary Determination made by the Claims Review Staff by
submitting a written response to the Whistleblower Office setting forth the grounds for
your objection to either the denial of an award or the proposed amount of an award. You
may also include documentation or other evidentiary support for the grounds advanced
in your response.

(1) Before determining whether to contest a Preliminary Determination, you may:

(i) Within thirty (30) days of the date of the Preliminary Determination, request that the
Whistleblower Office make available for your review the materials that formed the basis
of the Claims Review Staff’'s Preliminary Determination. The Whistleblower Office will
make these materials available to you subject to any redactions necessary to comply
with any statutory restrictions or protect the Commission’s law enforcement and
regulatory functions. The Whistleblower Office may also require you to sign a
confidentiality agreement, as set forth in § 240.21F-(8)(b) of this chapter, prior to
providing these materials.

(ii) Within thirty (30) calendar days of the date of the Preliminary Determination, request

a meeting with the Whistleblower Office; however, such meetings are not required and
the office may in its sole discretion decline the request.
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(2) If you decide to contest the Preliminary Determination, you must submit your written
response and supporting materials within thirty (30) calendar days of the date of the
Preliminary Determination, or if a request to review materials is made pursuant to
paragraph (e)(1) of this section, then within thirty (30) calendar days of the
Whistleblower Office making those materials available for your review.

(f) If you fail to submit a timely response pursuant to paragraph (e) of this section, then
the Preliminary Determination will become the Final Order of the Commission (except
where the Preliminary Determination recommended an award, in which case the
Preliminary Determination will be deemed a Proposed Final Determination for purposes
of paragraph (h) of this section). Your failure to submit a timely response contesting a
Preliminary Determination will constitute a failure to exhaust administrative remedies,
and you will be prohibited from pursuing an appeal pursuant to § 240.21F-12 of this
chapter. Whistleblowers shall be given written notification of these requirements.

(g) If you submit a timely response pursuant to paragraph (e) of this section, then the
Claims Review Staff will consider the issues and grounds advanced in your response,
along with any supporting documentation you provided, and will make its Proposed
Final Determination. The Whistleblower Office shall make a final determination
within 30 days of receiving the response to the Preliminary Determination, or
within 30 days of the expiration of the time period for filing a response to the
Preliminary Determination.

(h) The Whistleblower Office will then notify the Commission of each Proposed Final
Determination. Within ten (10) calendar days thirty-30 days thereafter, any
Commissioner may request that the Proposed Final Determination be reviewed by the
Commission. If no Commissioner requests such a review within the 10- 30-day period,
then the Proposed Final Determination will become the Final Order of the Commission.
In the event a Commissioner requests a review, the Commission will review the record
that the staff relied upon in making its determinations, including your previous
submissions to the Whistleblower Office, and issue its Final Order. Said Final Order
shall be issued within thirty (30) days of the request for review.

(i) The Office of the Secretary of the SEC will provide you with the Final Order of the
Commission.

§ 240.21F-11 Procedures for determining awards based upon a related action.

(a) If you are eligible to receive an award following a Commission action that results in
monetary sanctions totaling more than $1,000,000, you also may be eligible to receive
an award based on the monetary sanctions that are collected from a related action (as
defined in § 240.21F-3 of this chapter).

(b) If you did not previously file a section 240.21F-9 claim, you ¥eu must also use
Form WB-APP (referenced in § 249.1802 of this chapter) to submit a claim for an award
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in a related action. You must sign this form as the claimant and submit it to the
Whistleblower Office by mail or fax as follows:

(1) If a final order imposing monetary sanctions has been entered in a related action at
the time you submit your claim for an award in connection with a Commission action,
you must submit your claim for an award in that related action on the same Form WB-
APP (referenced in § 249.1802 of this chapter) that you use for the Commission action.

(2) If a final order imposing monetary sanctions in a related action has not been entered
at the time you submit your claim for an award in connection with a Commission action,
you must submit your claim on Form WB-APP (referenced in § 249.1802 of this chapter)
within sixty (60) days of the issuance of a final order imposing sanctions in the related
action.

(c) The Whistleblower Office may request additional information from you in connection
with your claim for an award in a related action to demonstrate that you directly (or
through the Commission) voluntarily provided the governmental agency, regulatory
authority or self-regulatory organization the same original information that led to the
Commission’s successful covered action, and that this information led to the successful
enforcement of the related action. The Whistleblower Office may, in its discretion, seek
assistance and confirmation from the other agency in making this determination.

(d) Once the time for filing any appeals of the final judgment or order in a related action
has expired, or if an appeal has been filed, after all appeals in the action have been
concluded, the Claims Review Staff will evaluate all timely whistleblower award claims
submitted on Form WB-APP (referenced in § 249.1802 of this chapter) in connection
with the related action. The evaluation will be undertaken pursuant to the criteria set
forth in these rules. In connection with this process, the Whistleblower Office may
require that you provide additional information relating to your eligibility for an award or
satisfaction of any of the conditions for an award, as set forth in § 240.21F- (8)(b) of this
chapter. Following this evaluation, the Whistleblower Office will send you a Preliminary
Determination setting forth a preliminary assessment as to whether the claim should be
allowed or denied and, if allowed, setting forth the proposed award percentage amount.

(e) You may contest the Preliminary Determination made by the Claims Review Staff by
submitting a written response to the Whistleblower Office setting forth the grounds for
your objection to either the denial of an award or the proposed amount of an award. You
may also include documentation or other evidentiary support for the grounds advanced
in your response.

(1) Before determining whether to contest a Preliminary Determination, you may:
(i) Within thirty (30) days of the date of the Preliminary Determination, request that the
Whistleblower Office make available for your review the materials that formed the basis

of the Claims Review Staff’'s Preliminary Determination. The Whistleblower Office will
make these materials available to you subject to any redactions necessary to comply
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with any statutory restrictions or protect the Commission’s law enforcement and
regulatory functions. The Whistleblower Office may also require you to sign a
confidentiality agreement, as set forth in § 240.21F-(8)(b) of this chapter, prior to
providing these materials.

(ii) Within thirty (30) days of the date of the Preliminary Determination, request a
meeting with the Whistleblower Office; however, such meetings are not required and the
office may in its sole discretion decline the request.

(2) If you decide to contest the Preliminary Determination, you must submit your written
response and supporting materials within thirty (30) calendar days of the date of the
Preliminary Determination, or if a request to review materials is made pursuant to
paragraph (e)(1)(i) of this section, then within thirty (30) calendar days of the
Whistleblower Office making those materials available for your review.

(f) If you fail to submit a timely response pursuant to paragraph (e) of this section, then
the Preliminary Determination will become the Final Order of the Commission (except
where the Preliminary Determination recommended an award, in which case the
Preliminary Determination will be deemed a Proposed Final Determination for purposes
of paragraph (h) of this section). Your failure to submit a timely response contesting a
Preliminary Determination will constitute a failure to exhaust administrative remedies,
and you will be prohibited from pursuing an appeal pursuant to § 240.21F-12 of this
chapter.

(g) If you submit a timely response pursuant to paragraph (e) of this section, then the
Whistleblower Office Claims-Review-Staff will consider the issues and grounds that
you advanced in your response, along with any supporting documentation you provided,
and will make its Proposed Final Determination.

(h) The Whistleblower Office will notify the Commission of each Proposed Final
Determination. Within thirty 30 days thereafter, any Commissioner may request that the
Proposed Final Determination be reviewed by the Commission. If no Commissioner
requests such a review within the 30-day period, then the Proposed Final Determination
will become the Final Order of the Commission. In the event a Commissioner requests a
review, the Commission will review the record that the staff relied upon in making its
determinations, including your previous submissions to the Whistleblower Office, and
issue its Final Order.

(i) The Office of the Secretary of the SEC will provide you with the Final Order of the
Commission.

(i) The time requirements for the Commission to take action on the whistleblower
claim set forth in § 240.21F-10 are applicable to this section.

(k) The requirement that the Whistleblower Office attempt to reach a settlement
with the whistleblower as set forth in § 240.21F-10 are applicable to this section.
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§ 240.21F-12 Appeals.

(a) Section 21F of the Exchange Act, 15 U.S.C. 78u-6, commits determinations of
whether, to whom, and in what amount to make awards to the Commission’s discretion.
A determination of whether or to whom to make an award may be appealed within 30
days after the Commission issues its final decision to the United States Court of
Appeals for the District of Columbia Circuit, or to the circuit where the aggrieved person
resides or has his principal place of business. Where the Commission followed the
statutory mandate that it award not less than 10 percent and not more than 30 percent
of the monetary sanctions collected in the Commission or related action, the
Commission’s determination regarding the amount of an award (ireluding-the-allocation

of-anaward-as-between-multiple-whistleblowers} is not appealable.

(b) The record on appeal shall consist of the Whistleblower Office’s Preliminary
Determination, any materials submitted by the claimant or claimants (including the
claimant's Form TCR (referenced in § 249.1800 of this chapter) or any electronic
submission made by the whistleblower, the Forms WB-DEC (referenced in § 249.1801
of this chapter) and WB-APP (referenced in § 249.1802 of this chapter), and materials
filed in response to the Preliminary Determination), and any other materials that
supported the Final Order of the Commission, with the exception of internal deliberative
process materials that are prepared exclusively to assist the Commission in deciding
the claim (including the staff's Draft Final Determination in the event that the
Commissioners reviewed the claim and issued the Final Order).

§ 240.21F-13 Procedures applicable to the payment of awards.

(a) Any award made pursuant to these rules will be paid from the Securities and
Exchange Commission Investor Protection Fund (the “Fund”).

(b) A recipient of a whistleblower award is entitled to payment on the award only to the
extent that a monetary sanction is collected in the Commission action or in a related
action upon which the award is based.

(c) Payment of a whistleblower award for a monetary sanction collected in a
Commission action or related action shall be made following the later of:

(1) The date on which the monetary sanction is collected; or

(2) The completion of the appeals process for all whistleblower award claims arising
from:

(i) The Notice of Covered Action, in the case of any payment of an award for a monetary
sanction collected in a Commission action; or

(ii) The related action, in the case of any payment of an award for a monetary sanction
collected in a related action.
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(d) If there are insufficient amounts available in the Fund to pay the entire amount of an
award payment within a reasonable period of time from the time for payment specified
by paragraph (c) of this section, then subject to the following terms, the balance of the
payment shall be paid when amounts become available in the Fund, as follows:

(1) Where multiple whistleblowers are owed payments from the Fund based on awards
that do not arise from the same Notice of Covered Action (or related action), priority in
making these payments will be determined based upon the date that the collections for
which the whistleblowers are owed payments occurred. If two or more of these
collections occur on the same date, those whistleblowers owed payments based on
these collections will be paid on a pro rata basis until sufficient amounts become
available in the Fund to pay their entire payments.

(2) Where multiple whistleblowers are owed payments from the Fund based on awards
that arise from the same Notice of Covered Action (or related action), they will share the
same payment priority and will be paid on a pro rata basis until sufficient amounts
become available in the Fund to pay their entire payments.

(e) Interest. Interest shall be paid to the whistleblower effective the date monies
are deposited into the Securities and Exchange Commission Investor Protection
Fund (the “Fund”) related to, or as a result of, the claims filed by the
whistleblower.

§ 240.21F-14 No Amnesty. The Securities Whistleblower Incentives and Protection
provisions do not provide amnesty to individuals who provide information to the
Commission. The fact that you may become a whistleblower and assist in Commission
investigations and enforcement actions does not preclude the Commission from
bringing an action against you based upon your own conduct in connection with
violations of the federal securities laws. If such an action is determined to be
appropriate, however, the Commission will take your cooperation into consideration in
accordance with its Policy Statement Concerning Cooperation by Individuals in [SEC]
Investigations and Related Enforcement Actions (17 CFR § 202.12). However, the
Whistleblower Office shall establish procedures to discuss potential amnesty for
whistleblowers, and may engage in negotiations with the Commission Staff, the
U.S. Department of Justice and/or other appropriate authorities, in order to grant
amnesty or immunity to whistleblowers in appropriate circumstances.

§ 240.21F-15 Awards to Whistleblowers Who Engage in Culpable Conduct. In
determining whether the required $1,000,000 threshold has been satisfied (this
threshold is further explained in § 240.21F-10 of this chapter) for purposes of making
any award, the Commission will not take into account any monetary sanctions that the
whistleblower is ordered to pay, or that are ordered against any entity whose liability is
based substantially on conduct that the whistleblower, without the knowledge or
consent of his or her employer, directed, planned, er and initiated. Similarly, if the
Commission determines that a whistleblower is eligible for an award, any amounts that

17



the whistleblower or such an entity pay in sanctions as a result of the action or related
actions will not be included within the calculation of the amounts collected for purposes
of making payments.

§ 240.21F-16 Staff Communications with Whistleblowers.

(a) No person may take any action to impede a whistleblower from communicating
directly with the Commission staff about a potential securities law violation, including
enforcing, or threatening to enforce, a confidentiality agreement (other than agreements
dealing with information covered by § 240.21F-4(b)(4)(i) & (ii) of this chapter related to
the legal representation of a client) with respect to such communications.

(b) If you are a whistleblower who is a director, officer, member, agent, or employee of
an entity that has counsel, and you have initiated communication with the Commission
relating to a potential securities law violation, the staff is authorized to communicate
directly with you regarding the subject of your communication without seeking the
consent of the entity’s counsel.

§ 240.21F-17 Staff Communications with Other Agencies. The Commission staff
may coordinate whistleblower claims with other agencies responsible for other
claims filed by a whistleblower. This includes, but is not limited to, qui tam
claims filed under the False Claims Act and/or the Internal Revenue Code. The
Whistleblower Office shall develop procedures that will permit the sharing of
information between the Commission and other federal or state agencies
regarding “sealed” or confidential whistleblower proceedings that may be
pending with those agencies or filed under “seal” in state or federal court. The
whistleblower shall be kept reasonably informed of these communications, and
may request the Commission initiate said communications. The Whistleblower
Office or other entities within the Commission may participate in joint task force
investigations with other federal or state agencies related to the information
provided by a whistleblower under section 21F of the Securities Exchange Act.

§ 240.21F-18 Whistleblower Office. The Commission shall establish a
Whistleblower Office. That Office shall publish information the fully explains how
whistleblowers may apply for rewards and shall inform whistleblowers of the
rules and laws that prohibit retaliation against persons who file claims or
otherwise engage in protected activity under section 21F of the Securities
Exchange Act. The Whistleblower Office shall ensure that all procedures utilized
to process claims filed under section 21F are “user friendly,” and shall have an
designated representative(s) to assist whistleblowers in filing claims and/or
ensuring that their claims are properly filed. The Office shall keep
whistleblower’s reasonably appraised of the status of their claims, and shall
ensure that any whistleblower who files a claim obtains written confirmation of
the pendency of the claim and a docket number within 30 days of the filing of the
claim. The Office may meet with the whistleblower and may facilitate meetings
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between the whistleblower and other representatives of the Commission and/or
government and regulatory agencies.

§ 240.21F-18 Interests of Justice. In order to encourage persons to report
violations of law to the Commission, the Commission may waive any rule that is
not explicitly mandated under section 21F of the Securities Exchange Act in order
to pay a reward to a whistleblower who would otherwise be eligible for a reward.
Any person seeking relief under this section must file an appeal with the
Commission within five working days of being informed that his or her
application for a reward has been denied. Granting relief under this provision is
in the sole discretion of the Commission.

§ 240.21F-19 Rights Retained. Nothing in these regulations shall be deemed to
diminish the rights, privileges or remedies of any whistleblower under any other
Federal or State law, or under any collective bargaining agreement.

§ 240.21F-20 No Waiver of Rights. The rights and remedies provided for in
section 21F of the Securities Exchange Act may not be waived by any agreement,
policy, form or as a condition of employment, including, but not limited to, a
mandatory arbitration agreement. No whistleblower may be required to submit
any claim or cause of action arising under or covered under section 21F to
arbitration.
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48-G-F-R—§52-203-13—Contractor Code of Business Ethics and Conduct.

(a) Definitions. As used in this clause—
“Agent Employer’ means any corporation or publicly traded entity (including
sub5|d|ar|es) subject to the requwements of section 21F of the Securities Exchange Act.

“Full cooperation”—

(1) Means disclosure to the Government of the information sufficient for law
enforcement to identify the nature and extent of the offense and the individuals responsible
for the conduct. It includes providing timely and complete response to Government auditors’
and investigators' request for documents and access to employees with information;

(2) Does not foreclose any Geniraster employer rights arising in law, or under the
Securities and Exchange Act the-FAR-orthe-terms-efthe-contrast. It does not require—

(i) A~Gentraster An employer to waive its attorney-client privilege or the protections
afforded by the attorney work product doctrine; or

(ii) Any officer, director, owner, or employee of the Gentracter employer, including
a sole proprietor, to waive his or her attorney client privilege or Fifth Amendment rights; and

(3) Does not restrict a Gentraster employer from—

(i) Conducting an internal investigation; or

(ii) Defending a proceeding or dispute arising under the eentrast Securities
Exchange Act or related to a potential or disclosed violation.

“Principal” means an officer, director, owner, partner, or a person having primary

management or supervisory responsibilities within a business entity (e.g., general manager;
plant manager; head of a subS|d|ary, division, or business segment; and S|m|Iar posmons)

“United States,” means the 50 States, the District of Columbia, and outlying areas.
(b) Code of business ethics and conduct.
(1) Within 30 days after contract award, unless the Gentracting-Officer SEC
Commission establishes a longer time period, the Gentraster employer shall—
(i) Have a written code of business ethics and conduct; and
(ii) Make a copy of the code available to each employee enrgaged-in-perfermance
efthe-contrast.
(2) The Gentraster employer shall—
(i) Exercise due diligence to prevent and detect criminal conduct; and
(ii) Otherwise promote an organizational culture that encourages ethical conduct
and a commitment to compliance with the law.
(3)(i) The Gentraster employer shall timely disclose, in writing, to the SEC Office of
Enforcement ageney-Office-of-the-tspestor-General{OIS), with a copy to the SEC
Whistleblower Offlce Gen#aehag—@#ﬂee;—wheeever—mweeneeﬂe#m%h—the—awwd—

cred|ble ewdence that a employer or any pr|n0|pal employee agent or subcontractor of
the Gentraster employer has committed—

(A) A violation of Federal criminal law involving fraud, conflict of interest, bribery,
or gratuity violations found in Title 18 of the United States Code or any Federal criminal law
enforced by the SEC or for which a violation may result in civil penalties awarded by the
SEC; or

(B) A violation of the Securities Exchange Act, or any other law, rule or
regulation enforced by the SEC eiviH-alse-Glaims-Act-(HY-RERLNK—hitp#
aseede-hedsegovita 1 U S C 372037324

(ii) The Government, to the extent permitted by law and regulation, will safeguard




and treat information obtained pursuant to the Contractor’s disclosure as confidential where
the information has been marked “confidential” or “proprietary” by the company. To the extent
permitted by law and regulation, such information will not be released by the Government to
the public pursuant to a Freedom of Information Act request, HYPERLINK "http://
uscode.house.gov/"5 U.S.C. Section 552, without prior notification to the Contractor. The
Government may transfer documents provided by the Contractor to any department or
agency within the Executive Branch if the information relates to matters within the
organization’s jurisdiction.

76-2-9-2—1—h-t-m-l#-wp44-4-5598—2—19—1- The Gentraster employer shall estabhsh the foIIowmg
within 90 days of the enactment of this rule afiercontract-award—drless-the-Contracting
Officer-establishes-atonrgertimeperiod:

(1) An ongoing business ethics awareness and compliance program.
(i) This program shall include reasonable steps to communicate periodically and in
a practical manner the Gentrasters employer’s standards and procedures and other aspects
of the Gentrasters employer’s business ethics awareness and compliance program and
internal control system, by conducting effective training programs and otherwise
disseminating information appropriate to an individual’s respective roles and responsibilities.
(ii) The training conducted under this program shall be provided to the Employer’s
principals and employees, and as appropriate, the Employer’s agents and subcontractors.
(2) An internal control system.
(i) The Employer’s internal control system shall—

(A) Establish standards and procedures to facilitate timely discovery of improper
conduct in connection with any violation of the Securities and Exchange Act or any other
law, rule or regulation enforced by the SEC Gevernment-centrasts; and

(B) Ensure corrective measures are promptly instituted and carried out.

(ii) At a minimum, the Employer’s internal control system shall provide for the
following:

(A) Assignment of responsibility at a sufficiently high level and adequate
resources to ensure effectiveness of the business ethics awareness and compliance program
and internal control system. The Chief Compliance Officer shall report directly to the
employer’s Chief Executive Officer and/or the employer’s Audit Committee.

(B) Reasonable efforts not to include an individual as a principal, whom due
diligence would have exposed as having engaged in conduct that is in conflict with the
Employer’s code of business ethics and conduct.

(C) Periodic reviews of company business practices, procedures, policies, and
internal controls for compliance with the Employer’s code of business ethics and conduct and
the special requirements of the SEC Gevernment-eentrasting, including—

(1) Monitoring and auditing to detect criminal conduct;

(2) Periodic evaluation of the effectiveness of the business ethics
awareness and compliance program and internal control system, especially if criminal conduct
has been detected; and

(3) Periodic assessment of the risk of criminal conduct, with appropriate
steps to design, implement, or modify the business ethics awareness and compliance
program and the internal control system as necessary to reduce the risk of criminal conduct
identified through this process.



(D) An internal reporting mechanism, such as a hotline, which allows for
anonymity or confidentiality, by which employees may report suspected instances of improper
conduct, and instructions that encourage employees to make such reports.

(E) Disciplinary action for improper conduct or for failing to take reasonable
steps to prevent or detect improper conduct.

(F) Timely disclosure, in writing, to the SEC Office of Enforcement agerey-04G,
W|th a copy to the SEC s Whistleblower Offlce Ge+=\-t-|=e\et-l-lc\»g-Oﬁ-i-e;eir whenever, ir-cerhestion

Em-pleye#e#a—eu-been#aet—me#eaﬂder—the Employer has credlble ewdence that a prlnC|paI

employee, agent, or subcontractor of the Employer has committed a violation of Federal
criminal law involving fraud, conflict of interest, bribery, or gratuity violations found in Title
HYPERLINK "http://uscode.house.gov/"18 U.S.C. any law, rule or regulation enforced by
the SEC, or a violation of the Securities Exchange Act or any civil law, rule or regulation

enforced by the SEC sivi-False-Glaims-AetHHY-RERHNK—hitpHuscode-house-gov—3+

(4) The Government will safeguard such disclosures in accordance with
paragraph (b)(3)(ii) of this clause.
(G) Full cooperation with any Government agencies responsible for audits,
investigations, or corrective actions.

(d) If an employee disclosure resulted in the report identified in subsection (F)
above, the employer shall also report to the SEC Enforcement Division and
Whistleblower Office this fact, and shall provide to the SEC information demonstrating
that the employer has not engaged in any retaliation against the employee based on his
or her disclosures. The employer shall also inform the employee that a disclosure was
made in accordance with subsection (F), and shall inform the employee that the
employee may be entitled to a reward under section 21F of the Securities Exchange Act.
The employer shall provide the SEC Office of Enforcement and Whistleblower Office
proof that the employee was informed of his or her section 21F rights.

(e) Within a reasonable period of time from notification from the employer as set
forth in subsection (d), but not earlier then 240 days after the Whistleblower Office
provides the employee with written notification of his or her potential eligibility for a
reward, or, if no such notification is provided, within 30 days of publication of the fact
that the employer was subject to fines, penalties, disgorgement or other monetary
sanctions, the employee who initially contacted the corporate compliance department
and/or otherwise made the report that resulted in the referral set forth in subsection (F),
may file for a reward under section 21F of the Securities Exchange Act. For purposes of
determining the date of filing the 21F claim, that date shall be the date in which the
employee initially contacted the employer’s compliance program or otherwise made the
report that resulted in the employer’s subsection (F) disclosure.

(f) Nothing in this section shall be interpreted as interfering with the employee’s right
to directly file a 21F claim with the SEC. (d)-Subceniracts-






Employee protection.

(a) Discrimination by & an employer regulated by the Securities and Exchange Commission

(*"Commission™) Heensee, an applicant for a Commission Heense, or a contractor or
subeontractor-of a-Commisstonlicensee-or-appheant against an employee for engaging in certain

protected activities is prohibited. Discrimination includes discharge and other actions that relate
to compensation, terms, conditions, or privileges of employment. The protected activities are
established in section 21F of the Securities Exchange Act 2H-efthe Energy Reorganization
Aetof1974, as amended, and in general are related to the administration or enforcement of a
requirement imposed under the Securities and Exchange Act or any other law, rule or

regulation enforced by the Commission AtemicEnergy-Actor-the Energy ReorganizationAet.

(1) The protected activities include but are not limited to:

(1) Providing the Commission or his or her employer information about alleged violations of
either of the statutes named in paragraph (a) introductory text of this section or possible
violations of requirements imposed under either of those statutes;

(i1) Refusing to engage in any practice made unlawful under either of the statutes named in
paragraph (a) introductory text or under these requirements if the employee has identified the
alleged illegality to the employer;

(1i1) Requesting the Commission to institute action against his or her employer for the
administration or enforcement of these requirements;

(iv) Testifying in any Commission proceeding, or before Congress, or at any Federal or State
proceeding regarding any provision (or proposed provision) of either of the statutes named in
paragraph (a) introductory text:;

(v) Providing information to an employer’s Audit Committee, compliance department or
to an employee’s supervisor concerning information about alleged violations of either of the
statutes named in paragraph (a) introductory text of this section or possible violations of
requirements imposed under either of those statutes;

(vi) Assisting or participating in, or is about to assist or participate in, these activities.

(2) These activities are protected even if no formal proceeding is actually initiated as a result of
the employee assistance or participation.

(3) This section has no application to any employee alleging discrimination prohibited by this
section who, acting without direction from his or her employer (or the employer's agent),
dehberately causes a Vlolatlon of any requlrement of the Securities and Exchange Act Energy
Reorgan ; ; : 054, as amended.




(b) Any employee who believes that he or she has been discharged or otherwise discriminated
against by any person for engaging in protected activities specified in paragraph (a)(1) of this
section may seek a remedy for the discharge or discrimination through an administrative
proceeding in the Department of Labor under the Sarbanes Oxley Act and/or by filing an
actlon in federal court pursuant to sectlon 21F of the Securities and Exchange Act. The

(c) A violation of paragraph (a), (e), or (f) of this section by & an employer regulated by the
Commission or subject to the requirements of section 21F of the Securities Exchange Act,

Licensee;-an-applicantfor-a-Commissionlicense; or a subsidiary, agent, contractor or
subcontractor of an employer a-Cemmissionticensee-or-applicant may be grounds for--

(1) Denial, revocation, or suspension of listing on an exchange the license.

(2) Imposition of a civil penalty on the employer, subsidiary, agent licensee,applicant-ora
contractor or subcontractor efthe-licensee-or-apphicant.

(3) Other enforcement action.

(d) Actions taken by an employer, or others, which adversely affect an employee may be
predicated upon nondiscriminatory grounds. The prohibition applies when the adverse action
occurs because the employee has engaged in protected activities. An employee's engagement in
protected activities does not automatically render him or her immune from discharge or
discipline for legitimate reasons or from adverse action dictated by nonprohibited considerations.

(e)(1) Each employer subject to the requirements of section 21F of the Securities Exchange

Act, including subsidiaries or agents of such employer, licensee-and-each-applicantfora
heense shall prominently post the-revisionof NRE Form 3, "Notice to Employeess."

referenced-1H0-CER19-1{e)- This form must be posted at locations sufficient to permit
employees protected by this section to observe a copy on the way to or from their place of work.
Form shall inform employee’s of their rights under section 21F of the Securities
Exchange Act, and shall include a copy of the text of sectlon 21F. Prem}ses—mus{—be—pes%ed




(f) No agreement affecting the compensation, terms, conditions, or privileges of employment,
including an agreement to settle a complaint filed by an employee under section 21F of the
Securities Exchange Act or with the Department of Labor pursuant to the Sarbanes Oxley Act
seetion2H-of the Energy Reorganization Aet-of 1974 -as-amended, may contain any provision
which would prohibit, restrict, or otherwise discourage an employee from participating in
protected activity as defined in paragraph (a)(1) of this section including, but not limited to,
providing information to the NRE Commision or to his or her employer on potential violations
or other matters within NR€'s Commission’s regulatory responsibilities.
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DEPARTMENT OF DEFENSE

GENERAL SERVICES
ADMINISTRATION

NATIONAL AERONAUTICS AND
SPACE ADMINISTRATION

48 CFR Chapter 1
[Docket FAR 2008-0003, Sequence 3]

Federal Acquisition Regulation;
Federal Acquisition Circular 2005-28;
Introduction

AGENCIES: Department of Defense (DoD),
General Services Administration (GSA),

and National Aeronautlcs and Space
Administration (NASA).

ACTION: Summary presentation of final
rule.

SUMMARY: This document summarizes
the Federal Acquisition Regulation
(FAR) rule agreed to by the Civilian
Agency Acquisition Council and the
Defense Acquisition Regulations
Council in this Federal Acquisition
Circular (FAC) 2005-28. A companion
document, the Small Entity Compliance
Guide (SECG), follows this FAC. The
FAG, including the SECG, is available
via the Internet at http://
www.regulations.gov.

DATES: For effectlve date see the
document following this notice.

FOR FURTHER INFORMATION CONTACT: For
clarification of content, contact the
analyst whose name appears in the table
below in relation to the FAR case.
Please cite FAC 2005-28, FAR Case
2007-006. For information pertaining to
status or publication schedules, contact
the FAR Secretariat at (202) 501—4755.

Rule listed in FAC 2005-28.

Item

Subject

FAR case Analyst

Contractor Business Ethics Compliance Program and Disclosure Requirements

2007-006 | Woodson.

SUPPLEMENTARY INFORMATION: A
summary of the FAR rule follows. For
the actual revisions and/or amendments
to this FAR case, refer to FAR Case
2007-006.

FAC 2005-28 amends the FAR as
specified below: Item [—Contractor
Business Ethics Compliance Program
and Disclosure Requirements (FAR Case
2007-006).

This final rule amends the Federal
Acquisition Regulation to amplify the
requirements for a contractor code of
business ethics and conduct, an internal
control system, and disclosure to the
Government of certain violations of
criminal law, violations of the civil
False Claims Act, or significant
overpayments. The rule provides for the
suspension or debarment of a contractor
for knowing failure by a principal to
timely disclose, in writing, to the agency
Office of the Inspector General, with a
copy to the contracting officer, certain
violations of criminal law, violations of
the civil False Claims Act, or significant
overpayments. The final rule
implements “The Close the Contractor
Fraud Loophole Act,” Public Law 110-
252, Title VI, Chapter 1. The statute
defines a covered contract to mean “‘any
contract in an amount greater than
$5,000,000 and more than 120 days in
duration.” The final rule also provides
that the contractor’s Internal Control
System shall be established within 90
days after contract award, unless the
Contracting Officer establishes a longer
time period (See FAR 52.203-13(c)).
The internal control system is not
required for small businesses or
commercial item contracts.

Dated: November 5, 2008.
Al Matera,
Director, Office of Acquisition Policy.
[FR Doc. E8—26810 Filed 11-10-08; 8:45 am]
BILLING CODE 6820-EP-P

DEPARTMENT OF DEFENSE

GENERAL SERVICES
ADMINISTRATION

NATIONAL AERONAUTICS AND
SPACE ADMINISTRATION

48 CFR Parts 2, 3, 9, 42 and 52

[FAC 2005-28; FAR Case 2007-006;
Item I; Docket 2007-001; Sequence 11]

RIN 9000-AK80

Federal Acquisition Regulation; FAR
Case 2007-006, Contractor Business
Ethics Compliance Program and
Disclosure Requirements

AGENCIES: Department of Defense (DoD),
General Services Administration (GSA),
and National Aeronautics and Space
Administration (NASA).

ACTION: Final rule.

SUMMARY: The Civilian Agency
Acquisition Council and the Defense
Acquisition Regulations Council
(Councils) have agreed on a final rule
amending the Federal Acquisition
Regulation (FAR) to amplify the
requirements for a contractor code of
business ethics and conduct, an internal
control system, and disclosure to the
Government of certain violations of
criminal law, violations of the civil
False Claims Act, or significant
overpayments. This final rule
implements Pub. L. 110-252, Title VI,
Chapter 1.

DATES: Effective Date: December 12,
2008.

Applicability: The Contractor’s
Internal Control System shall be
established within 90 days after contract
award, unless the Contracting Officer
establishes a longer time period (See
FAR 52.203-13(c)). The Internal Control
System is not required for small
businesses or for commercial item
contracts.

FOR FURTHER INFORMATION CONTACT: Mr.
Ernest Woodson, Procurement Analyst,
at (202) 501-3775 for clarification of
content. For information pertaining to
status or publication schedules, contact
the FAR Secretariat at (202) 501—4755.
Please cite FAC 2005-28, FAR case
2007-006.

SUPPLEMENTARY INFORMATION:

Table of Contents

A. Background
B. Discussion and Analysis
1. Interrelationship of previous final rule,
first proposed rule, second proposed
rule, and new statute.
2. Mandatory standards for internal control
system.
. Mandatory disclosure to the OIG.
. Full Cooperation.
. Suspension/Debarment.
. Extend to violation of civil False Claims
Act.
Application to acquisition of commercial
items.
Application to contracts to be performed
outside the United States.
9. Other applicability issues.
10. Additional recommendations.
11. Regulatory Flexibility Act concerns.
12. Paperwork Reduction Act (PRA).
13. E.O. 12866.
C. Regulatory Flexibility Act
D. Paperwork Reduction Act
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A. Background

This case is in response to a request
to the Office of Federal Procurement
Policy from the Department of Justice,
dated May 23, 2007, and the Close the
Contractor Fraud Loophole Act, Public
Law 110-252, Title VI, Chapter 1. This
final rule amends the Federal
Acquisition Regulation to require
Government contractors to—

e Establish and maintain specific
internal controls to detect and prevent
improper conduct in connection with
the award or performance of any
Government contract or subcontract;
and

e Timely disclose to the agency Office
of the Inspector General, with a copy to
the contracting officer, whenever, in
connection with the award,
performance, or closeout of a
Government contract performed by the
contractor or a subcontract awarded
thereunder, the contractor has credible
evidence of a violation of Federal
criminal law involving fraud, conflict of
interest, bribery, or gratuity violations
found in Title 18 of the United States
Code; or a violation of the civil False
Claims Act (31 U.S.C. 3729-3733).

e The rule also provides as cause for
suspension or debarment, knowing
failure by a principal, until 3 years after
final payment on any Government
contract awarded to the contractor, to
timely disclose to the Government, in
connection with the award,
performance, or closeout of the contract
or a subcontract thereunder, credible
evidence of—

A. Violation of Federal criminal law
involving fraud, conflict of interest,
bribery, or gratuity violations found in
Title 18 of the United States Code;

B. Violation of the civil False Claims
Act; or

C. Significant overpayment(s) on the
contract, other than overpayments
resulting from contract financing
payments as defined in FAR 32.001,
Definitions.

DoD, GSA, and NASA published a
proposed rule in the Federal Register at
72 FR 64019, November 14, 2007,
entitled “Contractor Compliance
Program and Integrity Reporting.”” The
public comment period closed on
January 14, 2008. (This was a follow-on
case to the final rule under FAC 2005—
22, FAR case 2006—007 that was
published in the Federal Register at 72
FR 65868, November 23, 2007, effective
December 24, 2007.) A second proposed
rule was published in the Federal
Register at 73 FR 28407, May 16, 2008,
entitled “Contractor Compliance
Program and Integrity Reporting.” The
public comment period on the second
proposed rule closed on July 15, 2008.

On June 30, 2008, the Close the
Contractor Fraud Loophole Act (Pub. L.
110-252, Title VI, Chapter 1) was
enacted as part of the Supplemental
Appropriations Act, 2008. This Act
requires revision to the FAR within 180
days of enactment, pursuant to 2007—
006, “or any follow-on FAR case to
include provisions that require timely
notification by Federal contractors of
violations of Federal criminal law or
overpayments in connection with the
award or performance of covered
contracts or subcontracts, including
those performed outside the United
States and those for commercial items.”
The statute also defines a covered
contract to mean ‘““‘any contract in an
amount greater than $5,000,000 and
more than 120 days in duration.”

First proposed rule. The first
proposed rule, published in the Federal
Register on November 14, 2007,
proposed the following:

1. New causes for suspension/
debarment. A contractor may be
suspended and/or debarred for knowing
failure to timely disclose—

e An overpayment on a Government
contract; or

e A violation of Federal criminal law
in connection with the award or
performance of any Government
contract or subcontract.

2. Changes to the requirement for a
code of business ethics and conduct
(52.203-XX).

o Amplify the requirement to
promote compliance with the code of
business ethics.

¢ Require timely disclosure to the
agency Office of the Inspector General
(OIG), with a copy to the contracting
officer, whenever the contractor has
reasonable grounds to suspect a
violation of criminal law in connection
with the award or performance of the
contract or any subcontract thereunder.

3. Mandatory requirements for
internal control system based on U.S.
Sentencing Guidelines (USSG).

¢ Provide more detail with regard to
the ongoing business ethics awareness
and compliance program (see 52.203—
XX paragraph(c)(1)).

o Make all the stated elements of the
internal control system mandatory,
rather than examples (see 52.203-XX
(c)(2)(ii).

A. Add a new paragraph requiring
assignment of responsibility within the
organization for the ethics awareness
and compliance program and internal
control system.

B. Require reasonable efforts not to
include as principals individuals who
have engaged in illegal conduct or
conduct otherwise in conflict with the

contractor’s code of business ethics and
conduct.

C. Provide additional detail with
regard to the requirement for periodic
reviews.

D. Require that the internal reporting
mechanism or hotline must allow for
anonymity or confidentiality.

E. Provide that disciplinary action
will be taken not only for improper
conduct, but also for failing to take
reasonable steps to prevent or detect
improper conduct.

F. Require timely disclosure, in
writing, to the agency OIG, with a copy
to the contracting officer, whenever the
contractor has reasonable grounds to
believe that a violation of Federal
criminal law has been committed in
connection with the award or
performance of any Government
contract performed by the contractor or
the award or performance of a
subcontract thereunder.

G. Require full cooperation with any
Government agencies responsible for
audit, investigation, or corrective
actions.

Second proposed rule. The second
proposed rule, published in the Federal
Register on May 16, 2008, proposed the
following:

1. Require inclusion of the clause at
FAR 52.203-13 in contracts and
subcontracts that will be performed
outside the United States.

2. Require inclusion of the clause at
FAR 52.203-13 in contracts (and
subcontracts) for all acquisitions of a
commercial item. However, similar to
small businesses, a formal business
ethics awareness and compliance
program and internal control system are
not required in contracts and
subcontracts for the acquisition of
commercial items.

3. Add a new cause for suspension
and/or debarment, i.e., knowing failure
to timely disclose the violation of the
civil False Claims Act (civil FCA) in
connection with the award or
performance of any Government
contract or subcontract.

The first two of these three proposed
changes are now required by statute
(Pub. L. 110-252, Title VI, Chapter 1).
(As pointed out by one of the
respondents, there was an error in the
amendatory language in the Federal
Register. At FAR 3.1004, the
introductory text should have been
deleted, rather than showing 5 asterisks,
indicating that the introductory text is
still present. However, the preamble
made our intent very clear and this will
be clarified in the final rule).

Rule on Contract Debts. DoD, GSA,
and NASA published a proposed rule,
FAR case 2005-018, in the Federal
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Register at 71 FR 62230, October 24,
2006, regarding contract debts. The final
rule was published in the Federal
Register at 73 FR 53997, September 17,
2008, as part of Federal Acquisition
Circular 2005-27. The intent of this rule
is to evaluate existing controls and
procedures for ensuring that contract
debts are identified and recovered in a
timely manner, properly accounted for
in each agency’s books and records, and
properly coordinated with the
appropriate Government officials.

One of the following payment clauses
should be included in each Government
solicitation and contract:

—52.212—4, Contract Terms and
Conditions—Commercial Items, basic
clause and Alternate L.

—52.232-25, Prompt Payment.

—52.232-26, Prompt Payment for
Fixed-Price Architect-Engineer
Contracts.

—52.232-27, Prompt Payment for
Construction Contracts.

These Payment clauses for years have
contained the requirement to
immediately notify the contracting
officer if the contractor becomes aware
of any overpayment on a contract
financing or invoice payment.
Compliance with this requirement
fulfills the statutory requirement of Pub.
L. 110-252 for timely notification of
overpayments.

In addition, under the Contract Debts
rule, these Payment clauses were
modified to require that if the contractor
becomes aware of a duplicate contract
financing or invoice payment or if the
contractor becomes aware that the
Government has otherwise overpaid on
a contract financing or invoice payment,
the contractor shall—

e Remit the overpayment amount to
the payment office cited in the contract
along with a description of the
overpayment; and

e Provide a copy of the remittance
and supporting documentation to the
contracting officer.

Because issues of overpayment were
addressed in FAR case 2005-018, the
Councils did not include additional
coverage on contract debt in the subject
FAR Case, except for adding—

¢ Knowing failure to timely disclose
significant overpayment as a cause for
debarment/suspension as stated at
Subpart 9.4 Debarment, Suspension,
and Ineligibility; and

e A cross reference at 3.1003(a)(3) to
this new cause of suspension/debarment
at Subpart 9.4.

B. Discussion and Analysis

The FAR Secretariat received 43
responses to the first proposed rule. The
FAR Secretariat received comments on

the second proposed rule from 25
respondents of which 15 respondents
had also submitted comments on the
first proposed rule and 10 respondents
were submitting comments for the first
time. Overall, 18 of the 53 respondents
were from Government agencies,
including many responses from agency
Offices of the Inspector General (OIG).

In the second proposed rule the
Councils specifically requested
comments on three issues:

e Elimination of the exemption from
inclusion of the clause FAR 52.203-13
for contracts and subcontracts that will
be performed entirely outside the
United States.

¢ Elimination of the exemption from
inclusion of the clause FAR 52.203-13
for contracts (and subcontracts) for all
acquisitions of a commercial item under
FAR Part 12.

¢ Requirement for mandatory
disclosure of violations of the civil FCA
(31 U.S.C. 3729-3733) (in the clause, in
the internal control system required by
the clause, and as a cause for
suspension or debarment).

Comments on the second proposed
rule that do not relate to these three
issues, unless presenting a new and
pertinent perspective, have not been
separately addressed in this preamble.

1. Interrelationship of Previous Final
Rule, First Proposed Rule, Second
Proposed Rule, and New Statute

a. Previous Final Rule, FAR Case 2006—
007

The first proposed rule under FAR
case 2007—-006 (““first proposed rule”),
proposed increases to the requirements
introduced by final rule, FAR case
2006—007 (“previous final rule”), in the
ways enumerated in the Background
section above. Thirteen respondents
remarked on the relationship to the
previous final rule, some suggesting
changes to the previous final rule as
well as the first proposed rule.

i. Like the previous final rule under
2006-007.

¢ No further change needed. One
respondent expressed the belief that the
previous final rule is adequate to protect
the Government’s interest. Several other
respondents supported the previous
final rule’s voluntary disclosure. One
respondent questioned the need for the
first proposed rule in light of the recent
implementation of “more expansive
contractor compliance standards in the
FAR.”

e The first and second proposed rules
enhance the previous rule. One
Government agency explicitly
supported the major provisions of both
rules as sound business practices,

h1ghhghtmg their contrlbutlon to cost
control as well as mission safety.

Response: No response necessary.

ii. Ethics code. With regard to the
requirement for a code of conduct, one
respondent considered that just having
a code is meaningless. Several other
respondents also objected to the
requirement for a code of business
ethics and conduct in the previous final
rule under FAR case 2006—007, stating
that existing contractor ethics standards
work well and that these contractual
requirements are redundant, add costs
and other burdens, and are likely to
generate additional uncertainties.

Several respondents objected to the
outdated method of communicating the
code, requiring a copy to each employee
engaged in the contract. One respondent
recommended that it may be more
effective to refer employees to Web sites
or provide tutorials in person, on-line,
or through other means. This suggestion
could minimize burdens through the
use of information technology, as
requested in the preamble to the
proposed rule for this case.

Another respondent also objected that
many institutions have more than a
single code of conduct, each addressing
different aspects of conduct that
together cover all aspects of conduct
that the FAR rule requires.

Response: The Councils do not agree
that a code of conduct is meaningless.

It can serve several related purposes.
For a firm’s business partners, including
the Government, it provides a basis for
evaluating the firm’s responsibility,
including special standards of
responsibility when appropriate. It also
provides a basis for internal policy
development, for example human
resources policies. And when something
goes wrong, the code is meaningful for
enforcement and for understanding and
perhaps incorporating lessons learned.

While requiring establishment of a
code will add costs and require effort on
the part of entities that do not have
them already, the Councils agree with
several respondents that those resources
are reasonable and justified to mitigate
other and larger risks to the success and
efficiency of Government projects.
Because many entities already have
made the investment, the rule will level
the playing field in competitive
environments.

The Councils agree that flexibility in
the method of communicating the code
to employees is appropriate, and the
rule has been changed to require that it
be made available to each employee
engaged in performance of the contract.
The Gouncils note that the rule does not
preclude having multiple codes of
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conduct applicable to different segments
of contractors’ business lines.

iii. Training.

e Training requirement is too
burdensome. One respondent was
concerned that the requirements for
training could take substantial time
away from performing on their contracts
to train staff on an unknown scope of
Federal criminal law. The Government
would incur costs from this activity
through delays in the fulfillment of
contracts and increased contractor
expenses that will be passed along to
customers.

Response: The Councils recognize
that contract costs are reflected in
prices, but do not consider schedules to
be impacted by this requirement. By
identifying the scope of violations of the
Federal criminal law as those involving
fraud, conflict of interest, bribery, or
gratuity violations found in Title 18 of
the United States Code, the Councils
believe that the training requirements
have been more clearly defined and the
contractor’s training requirement has
been reduced.

¢ Require training on civil FCA.
Several respondents proposed that
Government contractors be required to
educate their employees about the
protections available under the civil
FCA. The Department of Justice,
Criminal Division (DoJ) suggested that
contractors should also be required to
include in their “business ethics
awareness’’ obligation, reflected in the
proposed rule at FAR 52.203—
13(c)(2)(ii)(F), training on the civil FCA.

Response: The Councils do not agree
that it is necessary under this case to
dictate to contractors what they need to
cover in business ethics training. If we
highlight education on the civil FCA, or
other specific areas, the contractors may
place undue emphasis only on those
areas mentioned in the regulations. The
business ethics training courses may
cover appropriate education on the civil
FCA, as well as many other areas such
as conflict of interest and procurement
integrity and other areas determined to
be appropriate by the contractor,
considering the relevant risks and
controls.

iv. Hotline posters. One respondent
commented that the physical display of
multiple hotline posters in common
work areas is impractical and wasteful.
Another respondent also objects to
using hotline posters on the walls of the
institution as being the most effective
way of communication at every
institution.

Response: The issue of multiple
hotline posters was resolved under the
final rule 2006—007. The requirement

P77 WWWJaSupra.co POSt/do

for hotline posters is outside the scope
of this case.

b. Relationship of Second Proposed
Rule to First Proposed Rule

One respondent questioned whether
certain requirements of the first
proposed rule that did not appear in the
second proposed rule had been deleted.

Response: The preamble of the second
proposed rule specified that it included
only the sections of the rule affected by
the three changes; it was only
addressing three issues, not providing a
completely revised proposed rule.
Therefore, the fact that language in the
first proposed rule that would not be
affected by the 3 issues of concern was
not repeated in the second proposed
rule does not imply that that language
was being deleted.

c. Relationship of Second Proposed Rule
to New Statute

One respondent recommends that any
disclosure requirement be limited to
violations of the types specified in the
“Closing the Contractor Fraud Loophole
Act (Pub. L. 110-252, Title VI, Chapter
1)” (i.e., exclude violations of the civil
FCA). This respondent also states that
the statute does not require the
disclosure to the OIG and the penalties
of debarment/suspension are not
required by the new statute, so should
be eliminated.

Another respondent also makes the
point that since the new law does not
address disclosure of violations of the
civil FCA, that requirement should not
be included in the final rule under this
case.

One respondent notes particularly
that the new law does not require the
“reasonable grounds to believe”
standard, reporting to the Inspector
General, or failure to report as an
independent basis for suspension or
debarment.

Response: This rule was initiated as a
matter of policy. Although the new
statute reinforces and provides a
statutory basis for some aspects of the
rule, the fact that any part of the rule is
not required by statute does not alter the
rationale that provided the
underpinning for those aspects of the
rule. Each aspect of the rule not
required by statute must be considered
on its own merits.

2. Mandatory Standards for Internal
Control System

a. Minimum Requirements for the
Internal Control System

One respondent considered that the
previously recommended, now
mandatory, internal control practices

entViewe PX a=ocuoe4e0-8

will be inadequate if they are
considered to be maximum as well as
minimum requirements. Another
respondent considered the
establishment of an internal control
system that satisfies a laundry list of
mandates will be overly burdensome.
Another respondent would prefer that
contractors be left free to choose to
implement the USSG ““in the prudent
exercise of their business discretion,”
rather than being required to do so.
Likewise, another respondent stated that
contractors may want to consider the
USSG in designing compliance
programs but, absent a statute or
Executive order, they should not be
made mandatory in the regulations.

Response: The rule does reflect
minimum expectations. Competing
firms are free to establish the highest
ethical standards they consider to be
appropriate to the business at hand.
This case establishes a framework for
institutional ethics management and
disclosure and does not prescribe
specific ethical requirements.

b. Relation of Rule to the USSG

i. Rule is consistent with the USSG.
An agency OIG stated that the proposed
rule should benefit Federal contractors.
It provides guidance for contractors
consistent with U.S. Sentencing
Commission guidance on effective
compliance and ethics programs for
organizations. Compliance with the rule
should assist contractors subject to the
Sarbanes-Oxley Act of 2002 in fulfilling
their responsibilities under the Act.

Response: None needed.

ii. USSG should be incorporated by
reference. Several respondents
commented that rather than using the ad
hoc form of the USSG standards for
compliance and ethics program, the
actual USSG standards should simply
be incorporated by reference.
Conformity with the USSG will prevent
contractors unknowingly failing to
comply with all the USSG although
complying with the FAR. Formal
adoption of the USSG will create
uniform criteria. A respondent
recommended that all the descriptive
paragraphs in (ii) be deleted, instead
inserting: “The Contractor’s internal
control system shall provide for a
compliance and ethics program that
meets the standards of the Federal
Organizational Sentencing Guidelines,
as amended from time to time, United
States Sentencing Commission
Guidelines Manual: Sentencing of
Organizations, section 8B2.1.

Response: These respondents would
use the USSG Guidelines, in place of the
FAR spelling out the required elements
of internal control systems. However,

SUPRA
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the Councils prefer to spell out the
elements. This lets the contractors know
what is expected. The USSG are the
source of the FAR text, but the FAR text
is intentionally not adopting them
verbatim. The procurement regulations
are not the USSG; the contractor setting
up an internal control system is in a
different situation than a company
accused of a crime. Some elements of
the USSG are not appropriate for a
procurement regulation. However, by
making the minimum requirements
generally consistent with the USSG, the
Councils believe that a contractor
should be in a better position if accused
of a crime.

iii. Essential parts of the USSG are
missing. One respondent commented
that essential parts of the USSG are
missing. One example is the reference to
the use of an incentive system in
compliance programs that encourages
and rewards companies for
implementing effective programs,
following the model of the
Organizational Sentencing Guidelines.
The respondent recommends modifying
52.203-13(c)(1)(ii)(E) by inserting after
“detect improper conduct” the words
“and appropriate incentives to perform
in accordance with the compliance and
ethics program”.

Another example the respondent uses
is the standard for effectively
responding to violations, and taking
steps to prevent recurrence. Without
these, a company’s program would not
be considered effective under the USSG.

Response: The Councils note that the
respondent must have intended to cite
FAR 52.203-13(c)(2)(ii)(E). The
Councils do not want to require
incentives for employees within
contractors’ internal control systems.
This is within companies’ discretion.
The mitigating factors for debarment
(9.406—1(a)) already include
consideration of remedial action (e.g.,
(6), (7), and (8)) taken by the contractor.

The FAR does cover responding to
violations, and preventing recurrence,
in FAR 52.203-13(c)(2)(i), and
throughout (c)(2)(ii).

c. Principals

Several respondents asked for
interpretation of the clause paragraph
(c)(2)(i1)(B) requirement that the internal
control system provide for reasonable
efforts not to include within the
organization principals whom due
diligence would have exposed as having
engaged in conduct that is illegal or
otherwise in conflict with the
Contractor’s code of business ethics and
conduct.”

P77 WWWJaSupra.co POSt/do

o Is the “organization” the entire
contractor, instead of the organization
responsible for the code?

o Is the code retroactive to catch
criminal behavior in the past?

o Is it only Federal crimes, or state
and local as well?

e What about non-criminal behavior
that did not violate the Contractor’s
code at the time?

o What kind of due diligence is
necessary—a simple pre-employment
questionnaire, or instead a costly
background check with interviews of
friends and neighbors?

Response:

e The Councils have revised the draft
final rule (paragraphs (c)(2)(ii)(A), (B),
and (C) of the clause 52.203-13) to
eliminate use of the term
“organization”. This term was a
carryover from the USSG. This rule is
addressed to the contractor—the entity
that signed the contract, and
subcontractors thereunder.

o The code of conduct is not itself
retroactive. However, it is necessary to
distinguish conduct of an employee
during his/her employment, from past
conduct uncovered during a background
check of a prospective hire. That past
conduct need not be disclosed to the
Government, but should be part of the
decision whether to hire the individual.

e Past criminal behavior of any type,
even criminal behavior unrelated to
contracting, calls into question whether
the individual at the present time has
integrity and is a proper role model for
company staff. This is not a mandate to
fire the individual, but to determine
whether the individual is currently
trustworthy to serve as a principal of the
company.

¢ Behavior that was not criminal and
did not violate a business’s code as it
existed at the time, is not the subject of
this rule. In response to this comment,
the Councils have revised paragraph
(c)(2)(ii)(B) to delete the words ““illegal
or otherwise.” The term ““illegal” is too
broad and could include even a traffic
violation. The Contractor’s code of
business ethics and conduct should
cover the types of behavior that this
requirement is intended to address.

o The level of background check
required depends on the circumstances.
This is a business decision, requiring
judgment by the contractor.

The source of the FAR clause
paragraph (c)(2)(ii)(B) is the USSG
Manual paragraph 8B2.1.(b)(3). The
Commentary on this paragraph includes
this statement: “With respect to the
hiring or promotion of principals, an
organization shall consider the
relatedness of the individual’s illegal
activities and other misconduct (i.e.,
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other conduct inconsistent with an
effective compliance and ethics
program) to the specific responsibilities
the individual is anticipated to be
assigned and other factors such as: (i)
the recency of the individual’s illegal
activities and other misconduct; and (ii)
whether the individual has engaged in
other such illegal activities and other
such misconduct.”

d. Periodic Review

One respondent asked for an
interpretation of the clause paragraph
(c)(2)(ii)(C) requirement for periodic
review of business practices. For
“monitoring and auditing”, is standard
business practice and generally
acceptable accounting principals
sufficient? What system for assessing
the “risk of criminal conduct” would be
sufficient? Is there a Government
program that is an acceptable process?

Response: Standard business practice
for “monitoring and auditing to detect
criminal conduct” which conforms to
generally accepted accounting
principles should be sufficient. The
“monitoring and auditing” is
amplification of the current FAR
requirement for periodic review and
auditing, from the FAR case 2006—-007
published in November 2007.

One respondent stated that annual
audits of research processes may already
review compliance with policies for
ethical conduct of research funded
under Federal contracts. The FAR can
acknowledge, through an Alternate to
the clause, that duplication of review is
not required where reviews under other
rules already cover the necessary
subjects.

Response: The FAR is not requiring
wasted duplication of effort. No change
to the regulation is necessary.

3. Mandatory Disclosure to the OIG

Of the 43 respondents that
commented on the first proposed rule,
36 commented specifically on sub-
paragraph (b)(3) of the clause 52.203-13,
Contractor Code of Business Ethics and
Conduct, which requires mandatory
disclosure, in writing, to the agency
OIG, with a copy to the contracting
officer, whenever the contractor has
reasonable grounds to believe that a
principal, employee, agent, or
subcontractor of the contractor has
committed a violation of Federal
criminal law in connection with the
award or performance of the contract or
any subcontract thereunder.

Six agency OIGs, as well as several
Government agencies all specifically
concurred with the mandatory
disclosure of violations by contractors.

SUPRA
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Other respondents, including agency
OIGs, while concurring with mandatory
disclosure, suggested improvements in
the way this requirement is
implemented in the rule.

The other 17 respondents that
commented specifically on the
mandatory disclosure disagreed with
this approach and recommended
voluntary disclosure.

a. Need for Mandatory Disclosure

Note that the following comments in
this section all preceded the enactment
of the statute that requires mandatory
disclosure, so that the issues are now
primarily moot.

i. Major departure from long-standing
policy. One respondent stated that this
rule is a major departure from long-
standing and proven Federal policies
that encourage voluntary disclosures.
Likewise, another respondent stated that
mandatory disclosure runs counter to
many established Government
processes. One respondent considered
the proposed regulation to be a “sea
change” in the fundamental approach to
compliance followed by the
Government. Another respondent noted
that in 1986 a proposal from DoD to
make fraud disclosures mandatory
foundered on “‘state action” grounds. In
1988, then Secretary of Defense Richard
Cheney withdrew a proposed rule that
would have governed such programs on
the grounds that ‘“‘to be meaningful,
corporate codes of conduct must be
adopted by contractors voluntarily, not
mandated in procurement regulations
(54 FR 30911)”. Another respondent
also cited a 1996 GAO report on the
DoD Voluntary Disclosure Program
(GAO/NSIAD-96-21) in which the GAO
quotes the DoJ as praising the DoD
Voluntary Disclosure Program.

Several respondents cited the DFARS
regulations as being a model for
voluntary disclosure. Several other
respondents stated that many Federal
agencies that have considered
mandatory disclosure rules have
declined to adopt them in favor of
voluntary disclosure programs (e.g.,
Department of Health and Human
Services in 2000 (65 FR 40170) and in
2004 (69 FR 46866)).

Response: There is no doubt that
mandatory disclosure is a ‘‘sea change”
and “major departure” from voluntary
disclosure, but DoJ and the OIGs point
out that the policy of voluntary
disclosure has been largely ignored by
contractors for the past 10 years. In
addition, in that same time period
mandatory disclosure has been adopted
for banks and public companies and
stressed by the U.S. Sentencing

Commission and Do] as further
discussed in the following sections.

ii. Is voluntary disclosure working?
Various respondents stated that the
proposed rule fails to demonstrate that
there is a need for change based on
failure of voluntary disclosure.
According to these respondents, neither
DoJ nor the Councils have cited data
supporting the claim that voluntary
disclosure is not effective. One
respondent stated that a purported
paucity of participants in the DoD IG
Voluntary Disclosure Program does not
establish a decline in contractor
disclosures to the Government sufficient
to justify a mandatory disclosure
requirement. Another respondent stated
that DoJ is comparing the last few years
to data from 20 years ago. One
respondent cited disclosures for FY
2005-2007 that are relatively level.
Another respondent cited the December
2006 issue of Corporate Counsel that
voluntary disclosures are increasing
rather than decreasing, citing Mr. Mark
Mendelssohn of DoJ and a recent report
by Sherman & Sterling. Even if there is
a decline in disclosure under the DoD
Voluntary Disclosure Program, another
respondent found that the leap to
mandatory disclosure ““gives rise to a
perverse implication that justification
for mandating regulations can be
asserted simply because no one has
shown that the activity to be regulated
is not happening.”

One respondent stated that the
assumptions about the reason for the
decrease are misplaced. Another
respondent firmly believed that there is
need for analysis of the reasons for any
decline in voluntary disclosures. Even if
mandatory disclosures to the DoD IG
Voluntary Disclosure Program are
decreasing, several respondents
suggested the following possible
explanations:

e Less emphasis by DoD.

o Fewer reportable violations.

* More instances resolved as contract
matters, with reports to contracting
officers or heads of contracting activities
or to audit agencies like DCAA and
DCMA.

e Perception that the Government is
slow in processing voluntary
disclosures.

¢ Lack of restrictions on use of
disclosure reports in criminal or civil
actions or in administrative actions
against individuals.

One respondent elaborated that there
may be fewer voluntary disclosures
because self-governance is working to
prevent and detect contract formation
and contract performance issues before
they result in criminality or civil fraud.
Reduction in the rate of voluntary
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dlsclosures would be an expected
byproduct of improved internal
processes, enhanced training, better
internal controls, and an improved
culture of ethics and compliance.

One respondent stated that a number
of companies have commented that
delays in processing disclosures to the
OIG are a significant factor in their
decision to report problems to the
contracting officer instead of to the DoD
Voluntary Disclosure Program.

One respondent suggested other
avenues for disclosure that are more
relevant to the kinds of illegal activity
being found these days, such as—

e The DoJ Antitrust Division.
Voluntary disclosures to DoJ have
increased as disclosures to the DoD IG
program have decreased (see http://
www/usdoj.gov/atr/public/speeches/
232716.htm#N 1 );

e The Department of State Directorate
of Defense Trade Controls. This program
has been very successful at inducing
voluntary disclosures (see GAO-05-234
(Feb 2005)); and

e Foreign Corrupt Practices Act.
Enforcement actions for violations of the
FCPA have also grown, again largely
due to voluntary disclosures made by
corporations (see “U.S. Targets Bribery
Overseas Globalization; Reforms Give
Rise to Spike in Prosecutions,” The
Washington Post (Dec 5, 2007)).

One respondent suggested that
mandatory reporting should be replaced
with a strong voluntary disclosure
program modeled after the DoJ Antitrust
Division’s Corporate Leniency
Programs.

Another respondent noted that it is
DoJ, not DoD, that apparently believed
that the mandatory disclosure
provisions were necessary. This
respondent interpreted this to mean that
DoD is satisfied with the number and
types of disclosures being made.

One respondent stated that DoJ
should be required to demonstrate that
there is an upward trend of criminal
prosecutions of the top 100 Government
contractors where it was established
that contractor principals were aware of
violations of the law and made a
conscious decision not to disclose those
violations to the Government. Similarly,
another respondent suggested that DoJ
should offer factual support for its thesis
that crimes are occurring and being
found and yet not being reported
voluntarily. One respondent also
wanted DoJ to explain why other less
burdensome changes, such as improving
the existing voluntary disclosure
programs, cannot be used to achieve the
desired result.

On the other hand, in the Do]J letter of
May 23, 2007, Do]J stated that its
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experience suggests that few
corporations have actually responded to
the invitation of DoD that they report or
voluntarily disclose suspected instances
of fraud. An agency OIG stated that the
vast majority of crimes involving
contractors that it investigates are not
reported by the contractor. Another
agency OIG stated that Government
contractors are coming forward
significantly less frequently with
voluntary disclosures. It considered that
this mandatory requirement may be the
most effective way for the Government
to monitor its vendors.

Response: In the DoJ letter dated May
23, 2007, which requested the
Administrator of the Office of Federal
Procurement Policy, Mr. Paul Denett, to
open this case, DoJ states that its
experience suggests that few companies
have actually responded to the
invitation of DoD to report or
voluntarily disclose suspected instance
of fraud. The respondents do not
dispute that relatively few contractors
are using the DoD Voluntary Disclosure
Program. The contractor groups, in their
public comments on the rule, implicitly
concede that the Voluntary Disclosure
program is not being used and blame
DoJ and the OIG. Some claim that
informal disclosures are being made to
the contracting officers but offer no
specific evidence.

Even if it is true that there are
comparatively fewer violations now
than 20 years ago or that some situations
are resolved administratively, there are
still significant numbers of violations
occurring and being prosecuted that
have not been self-disclosed.

Importantly, the incentive to self-
disclose Antitrust violations is not
applicable. Antitrust deals with the
Sherman Act and the Clayton Act,
which prohibit conspiracy in restraint of
interstate or foreign trade and regulate
practices that may be potentially
detrimental to competition (price
discrimination, exclusive dealing
contracts, etc.). Under the Antitrust
Division’s Corporate Leniency Program,
the first company that reports the
violation receives immunity from
prosecution. That type of circumstance
does not apply here.

iii. Existing legal requirements and
regulations as models for the rule.

In the Do] letter of May 23, 2007, DoJ
stated that—

e Unlike healthcare providers or
financial institutions, there is at present
no general requirement that contractors
alert the Government immediately as a
matter of routine when fraud is
discovered;

e DoJ has been careful not to ask
contractors to do anything that is not

already expected of thelr counterparts in
other industries;

e Our Government’s expectations of
its contractors has not kept pace with
the reforms in self-governance in
industries such as banking, securities,
and healthcare. Several respondents all
considered that for far too long
contractors have played by different
rules than their counterparts in other
industries, such as health care providers
and research grant recipients. A
Government agency commented that
healthcare providers and banks have
had such a requirement for many years.
An agency OIG commented that in the
past 15 years there have been significant
reforms in industries such as banking,
securities, and healthcare, yet we have
not asked the same of Government
contractors.

In the Do]J letter of May 23, 2007, DoJ
stated that the requested changes are
modeled on existing requirements found
in other areas of corporate compliance
such as the Sarbanes-Oxley Act of 2002
and expand slightly on the Contractor
Standards of Conduct in DFARS
203.7000. Do]J also noted that the
National Reconnaissance Office (NRO)
has begun requiring its contractors to
disclose contract fraud and other illegal
activities.

a. More far-reaching. However, one
respondent stated that the proposed rule
imposes substantially more far-reaching
and draconian disclosure obligations on
Government contractors than those
presently made applicable to financial
institutions by submission of Suspicious
Activity Reports (12 CFR 21.11). The
financial institution has to report a
crime if the financial institution is an
actual or potential victim of the criminal
activity. Where a contractor is a victim
of a crime committed by an employee or
another person, the employee’s conduct
is not imputed to the contractor.
Therefore, the corporation does not
incur the risk of criminal liability when
it reports an employee violation and is
not incriminating itself.

According to another respondent, the
current laws and regulations are not
sweeping and burdensome, but are
specific and narrowly focused. The
respondent pointed out that the Anti-
Kickback Act and Foreign Corrupt
Practices Act limit their mandatory
disclosure to a very limited class of
activity. The respondent also pointed
out that Sarbanes-Oxley contemplates
internal reporting mechanisms and
review mechanisms at the highest levels
before any reporting occurs. The other
respondent also addressed the internal
control certification required by the
Sarbanes-Oxley Act of 2002. Sarbanes-
Oxley applies to a contractor that is a

pubhc company. Section 302 of
Sarbanes-Oxley does not require that a
public company disclose to the
Government conduct it believes may be
a violation of criminal law.

Response: Many of the public
comments reveal a basic
misunderstanding of the existing
mandatory disclosure requirements
found in the healthcare, banking, and
securities areas. Each requirement
effectively mandates disclosure of fraud
as broad as the particular regulatory
issue being addressed can reach.
Beyond that limitation, these other
requirements are no more limited than
the proposed rule, particularly with the
further changes in the final rule with
regard to the types of Federal crimes
covered.

In particular, the Councils do not
agree with the interpretation of 12 CFR
21.11. 12 CFR 21.11 requires financial
institutions to report suspicious
activities committed or attempted
against the bank or involving a
transaction or transactions conducted
through the bank, where the bank was
used to facilitate a criminal transaction.

Even though Section 302 of Sarbanes-
Oxley does not require a public
company to disclose to the Government
conduct it believes may be a violation
of criminal law, there are pre-existing
securities laws and regulations that
require disclosure to the SEC. Sarbanes-
Oxley does not provide immunity from
prosecution for wrong-doing but
provides protection against third-party
liability with regard to a lawsuit by the
persons accused of wrongdoing.

b. Conforming the FAR? One
respondent stated that if the FAR
Council is relying on conforming the
FAR to regulations applicable to other
industries as a justification, the Council
should state this explicitly and provide
a detailed analysis of the regulations in
other areas on which it is relying.

Response: The Councils did not rely
on conforming the FAR to regulations
applicable to other industries as a
justification, but merely cited some
parallels. The FAR regulations are
designed to suit the particular
circumstances of acquisition.

c. Particular public need/statutory
basis? One respondent stated that
current disclosure programs are not
instructive. The respondent also stated
that these programs are targeted towards
a particular public need, and in most
cases are the product of legislation that
was enacted in response to a particular
public scandal or important national
need. In enacting statutory schemes,
Congress saw a particular need and
targeted legislation to address the
particular need (Sarbanes-Oxley, the
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Anti-Kickback Act, the Foreign Corrupt
Practices Act, and banking laws).
Several respondents were concerned
that the same justification does not exist
for this proposed rule as the cited
statutes and regulations. One
respondent stated that the Council has
not provided a rational basis to explain
why such a significant change to the
FAR is necessary. The respondent
asserted that the proposed rule could be
challenged under the Administrative
Procedure Act (APA) because the FAR
Council has not provided a “rational
basis” to justify the mandatory
disclosure requirement, nor is there
statutory authority behind the FAR
Council to issue a regulation providing
for mandatory disclosure of criminal
acts. The respondent therefore
concluded that the FAR Council lacks
the authority to issue the regulation (See
AFL/CIO v. Kahn, 472 F. Supp. 99
(D.D.C. 1979), rev’d, 618 F. 2d 784
(D.C.Cir. 1979)). One respondent saw
this as particularly important in light of
DoJ’s reliance upon the example of other
statutorily-mandated disclosure
programs (Sarbanes-Oxley, Foreign
Corrupt Practices Act, etc.) as
justification for this regulatory
initiative. The respondent stated that
the mandatory disclosure provisions in
the proposed rule are neither the
product of specific findings or
legislation, nor any perceived critical
national need, and thus are not
appropriately compared to other
existing mandatory disclosure programs.
Response: The Do] proposed a
mandatory disclosure program in order
to emphasize the critical importance of
integrity in contracting. The public
demands honesty and integrity in
corporations with which the
Government does business. If there is
concern that there is not a current
public need warranting proceeding with
this case, the Councils cite the public
outcry over the overseas exemption in
the first proposed rule and the recent
enactment of the Close the Contractor
Fraud Loophole Act (Pub. L. 110-252,
Title VI, Chapter 1). The Act requires
exactly what the first rule proposed,
except that the overseas and commercial
item exemptions have been eliminated.
However, the rule did not require this
legislation in order to have the authority
to proceed in this case. The Councils
issue rules under the authority of the
Office of Federal Procurement Policy
Act as well as 40 U.S.C. 121(c), 10
U.S.C. chapter 137, and 42 U.S.C.
2473(c). The Administrator for Federal
Procurement Policy may prescribe
Governmentwide procurement policies
to be implemented in the FAR (41
U.S.C. 405). This case was opened at the

request of OFPP. Th1s case is makmg
clear what was already expected. It is
not unreasonable or “capricious” to
require contractors doing business with
the Government to disclose violations of
the civil False Claims Act (civil FCA) or
a violation of Federal criminal law
involving fraud, conflict of interest,
bribery, or gratuity violations found in
Title 18 of the United States Code that
have occurred in connection with the
award, performance, or closeout of any
Government contract performed by the
contractor or a subcontract thereunder.
Existing DoJ guidelines addressing
corporate prosecution standards, while
certainly not providing amnesty, suggest
that if a company discloses such
violations, the prosecution will be of the
individuals responsible for the
violation, not the entire organization.

d. Empirical support that mandatory
disclosure will achieve the Councils’
objective. One respondent stated that
mandating disclosure without empirical
support to show that it will achieve the
Councils’ objectives will be susceptible
to challenge. The APA requires courts to
strike down rules devoid of factual
support. Another respondent also cited
the APA, and that a rule may be set
aside if it is arbitrary or capricious (5
U.S.C. 706).

Response: The Councils point to the
testimony from DoJ and various OIGs
that the experience with the NRO
mandatory disclosure clause has been
positive (see next paragraph). The
Councils further cite the enactment of
the Close the Contractor Fraud Loophole
Act (see prior section), which now
mandates many of these revisions to the
FAR.

e. The NRO requirement. An agency
OIG noted that similar contractually
imposed disclosure requirements have
been successfully implemented by the
NRO. According to DoJ, the NRO reports
that this requirement has improved its
relationships with its contractors and
enhanced its ability to prevent and
detect procurement fraud. Another
agency OIG stated that adoption of the
NRO clause resulted in increased and
earlier disclosure of wrongdoing and
better working relationships built upon
greater sharing of information and trust.
It also led to the conclusion that it is
more effective for a contractor to
mandatorily disclose information
pursuant to a requirement, than it is for
a contractor to be in a position of
offering up information that it could be
criticized, or even sued, for providing.

One respondent, however, stated that
the NRO requirement is not an
appropriate model for all Government
contractors because it requires
disclosure of potential illegal activity

related to the conduct of intelligence
operations in the interest of national
security and thus is not instructive. In
fact, according to another respondent,
the unique nature of the NRO and its
responsibilities are major reasons cited
as justification for its disclosure
program. Similarly, the other
respondent stated that, while the NRO’s
mandatory disclosure program was not
the product of legislation, it was the
direct product of an obvious and public
awareness that we live in a different
world after September 11, 2001.

Furthermore, several respondents
cited problems with the NRO disclosure
program. One respondent stated that “it
is far from clear at this point whether
the NRO mandatory disclosure program
is or will be productive”, citing
anecdotal reports from the contractor
community suggesting that the program
is not as effective as the NRO claims.
One respondent cited problems
experienced by contractors subject to
the NRO OIG reporting clause, claiming
that the NRO OIG has inserted itself in
the administration of contracts by using
the clause as the basis to become
involved in all aspects of the contractor
ethics functions and corporate
investigations. For example, the
respondent stated that the OIG has used
this clause to investigate, as a Federal
offense, matters as mundane as
employees who have been disciplined
for leaving work early while reporting
they were present. The respondent does
not believe that OIG agents should be
routinely involved in company internal
ethics functions and contract
administration. The respondent quoted
Mr. Paul Denett, Administrator of the
Office of Federal Procurement Policy:
“The IG serves a purpose, but it needs
to be limited to core areas.”

However, the response from the
National Procurement Fraud Task Force
(NPFTF), signed by the IG of the NRO,
stated that the requirement for
mandatory reporting has worked very
well at NRO: The reporting of
wrongdoing has increased, comes
earlier, and has led to a good working
relationship. NPFTF considers that this
model can have a similar impact across
the Federal Government, and that the
situation at NRO is not unique.

Response: Almost all the agency OIGs
submitting public comments cite the
success of the clause initiated by the
NRO OIG as a reason for supporting this
rule for their agency procurements.

As to limiting the role of the OIG to
its core area, the core area of the OIG is
to investigate fraud, conflict of interest,
bribery, and gratuity violations. OIG
agents will not be routinely involved in
company internal ethics functions and
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contract administration unless
violations are disclosed. The final rule
has been revised to more closely focus
the situations that must be disclosed by
limiting violations of criminal law to
violations involving fraud, conflict of
interest, bribery, or gratuity violations
found in Title 18 of the United States
Code (see B.3.b.iii.).

iv. Will mandatory disclosure make
reporting easier or better? In the DoJ
letter of May 23, 2007, DoJ stated that
if the FAR were more explicit in
requiring such notification, it would
serve to emphasize the critical
importance of integrity in contracting.
An agency OIG stated that the
requirement will simplify the
contractors’ decision on whether to
disclose suspected violations. Likewise,
another agency OIG stated that the
contractor is in a stronger position when
reporting for the purpose of complying
with a mandatory requirement than if
voluntarily disclosing information, for
which it could be criticized, or even
sued. Another agency OIG commented
that making self-reporting a requirement
gives the honest contractor employees
necessary leverage over those who may
seek to shield the employer when
wrongdoing is noticed or suspected.

On the other hand, some other
respondents believed that if employees
know that everything they report will be
passed on to the Government, this may
result in less reporting up the chain of
the company rather than more. One
respondent saw substantial potential to
decrease rather than enhance
cooperation with company compliance
efforts.

The respondent was concerned that
the likelihood of severe consequences
will necessarily change the relationship
of the company and its employees.
Every interview will have the potential
of resulting in employees being
reported. It may be that investigative
targets may not only be entitled to
counsel, but to Miranda warnings, if the
company is deemed to be acting on
behalf of the Government. Further,
another respondent was concerned that
mandatory reporting may violate
existing contracts with a labor union
and may be an unfair labor practice if
imposed without bargaining, citing
American Elec. Power Co., 302 NLRB
161(1991). Resistance by the employees
can undercut the entire compliance
program. A respondent also believed
that employees may be reluctant to
come forward if they are aware that the
contractor will be required to report
their co-workers, or report the company
itself, to the OIG. This respondent cited
studies by the framers of the USSG who

undertook mgmﬁcant research
addressing these issues.

Response: The Councils believe that
by mandating disclosure, contractor
executives and their counsel will be
more inclined to make the required
disclosure to the OIG, as opposed to
either not disclosing or informally
alerting the contracting officer, who is
not in a position to evaluate the
criminal behavior of individual
employees. By mandating disclosure to
the OIG, the rule will add weight to the
arguments inside a corporation that
good business practices in the long run
favor compliance and disclosure.
Nothing in the proposed rule requires
administration of “Miranda” warnings.
The rule does not place contractors in
the role of law enforcement officers.
With regard to the concerns about labor
agreements, contractors can find ways to
disclose without violating labor union
provisions that protect individual
privacy of workers.

v. Cooperative atmosphere more
effective. According to one respondent,
voluntary disclosure fosters a
cooperative environment and rewards
contractors that adopt effective internal
controls. Another respondent
considered that it is a key principle to
promote self-governance as the
preferred model to ensure compliance.
This respondent quoted the Packard
Commission findings in June 1986 that
self-governance is the most promising
mechanism to foster improved contract
compliance. Self-governance makes the
difference between responsibility for
compliance and a mere facade of
compliance. This respondent concluded
that, based on 20 years of experience,
both scholars and industry leaders
believe that the current system of
voluntary disclosure encourages
companies to develop a stronger culture
while still affording the Government
broad remedies to protect the
Government’s interests. Under
mandatory disclosure, contractors may
focus on the ambiguities of the letter of
the rule rather than the spirit of mutual
commitment. One respondent expressed
long standing support for and
experience with voluntary self-
reporting. It is concerned that
mandatory self-reporting could
discourage partnerships with the
Government. One respondent cited the
“fundamental principle” that contractor
compliance programs resulting from
internal company commitments to
ethical behavior are more likely to be
effective in preventing illegal behavior
than programs imposed by “overbearing
regulations.”
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Response The Councﬂs dlsagree See
“Is voluntary disclosure working?”” at
paragraph B.3.a.ii.

vi. Incentives. Several respondents
contended that existing Government
programs and contractor initiatives offer
ample incentives for contractors to
voluntarily report procurement
violations.

e Several respondents pointed out
that contractors may receive favorable
consideration in debarment proceedings
if they have voluntarily disclosed the
conduct in question.

e Several respondents cited the civil
FCA, which provides contractors with
an incentive to report potentially
fraudulent behavior. Organizations will
voluntarily disclose to avoid lengthy
and costly whistleblower litigation (qui
tam actions). According to several
respondents, voluntary disclosure can
undermine a court’s jurisdiction to
entertain future qui tam cases and can
mean the difference between maximum
and reduced penalties.

e Several respondents also addressed
the reduced penalties under the
guidelines of the USSG, adopted in
1991, which are predicated on a model
of rewarding voluntary reports. Two
respondents stated that the proposed
rule is inconsistent with the favorable
treatment of voluntary disclosures
under the USSG.

¢ Respondents cited the Deputy
Attorney General’s January 20, 2003,
memorandum, “Principles of Federal
Prosecution of Business Organizations,”
which provides to Federal prosecutors
guidance governing charging decisions
with respect to corporations and
sentencing. Several respondents also
cited Deputy Attorney General Paul J.
McNulty’s memorandum of December
12, 2006, which demonstrated that the
DoJ considers an organization’s
voluntary disclosure and cooperation in
determining whether to bring charges.

Various respondents were concerned
that the proposed rule may eliminate
the ability of a contractor to claim the
benefit of “timely and voluntary
disclosure” to the Government. One
respondent recommended that, if the
rule is finalized, a contractor should not
be precluded from seeking and receiving
leniency because a disclosure is made in
compliance with the rule. One
respondent stated that the proposed rule
is not more consistent with the USSG,
but actually contradicts them.

One respondent stated that the
Councils must consider these concerns
and evaluate the extent to which
eliminating incentives to voluntary
disclosure will affect a contractor’s
decision to disclose underlying
behavior. The respondent believed that



eliminating incentives could cause
contractors to adopt a protective posture
in the face of evidence of potential
criminal behavior.

Another respondent suggested that,
instead of mandating compliance and
ethics programs, the Councils should
open a new FAR case to develop an
incentive-based approach. This
respondent was concerned that the logic
of penalizing contractors for failure to
disclose a crime, rather than offering
incentives, will not work. The
disclosure obligation applies only if a
crime has already occurred. If there is
already a crime, then the company is
already subject to punishment. Failure
to disclose will only be an aggravating
factor. So, if a company fails to disclose,
it may escape punishment, but if it
discloses, it will likely still be subject to
punishment for the crime committed.
Therefore, punishment for failure to
disclose may not be sufficient incentive
to disclose.

Response: There is nothing in this
rule that removes any of the existing
incentives. The incentives in the FAR
(FAR 9.406—1(a)) and the USSG are not
limited to “voluntary” disclosures but
to “disclosures.” Even if disclosure is
“mandatory,” incentives will still be
offered to promote compliance.

b. Vagueness of Rule

i. “Reasonable grounds to believe.”
Numerous respondents were concerned
that the rule does not specify what
constitutes “‘reasonable grounds.” One
respondent stated that “‘reasonable
grounds” is subject to varying
interpretations, and may be viewed as
an even lower standard than ‘““probable
cause.” Should the contractor report
based on mere suspicion or based on
evidence that criminal activity has
occurred? Because of this lack of clarity,
several respondents were concerned
that companies may tie up Government
resources with a mountain of
meaningless legal trivia. Numerous
respondents stated that there will be
substantial over-reporting because
contractors may report even remotely
possible criminal conduct out of an
abundance of caution. One respondent
considered that this will raise company
costs through the investigation of
baseless claims and incidents. Several
other respondents stated that there will
be an enormous amount of time spent
sorting out the true criminal activity and
truly significant problems.

One respondent suggested that the
proposed rule will potentially subject an
employer to civil actions brought by an
employee when the reports forwarded
by the employer to the Federal
Government (because conceivably
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“reasonable grounds” existed)
ultimately are determined to lack merit.

Response: The Councils have replaced
“reasonable grounds to believe”” with
“credible evidence.” DoJ Criminal
Division recommended use of this
standard after discussions with industry
representatives. This term indicates a
higher standard, implying that the
contractor will have the opportunity to
take some time for preliminary
examination of the evidence to
determine its credibility before deciding
to disclose to the Government. See also
the following discussion of “timely
disclosure.”

ii. Timely disclosure.

There are 3 aspects of timely
disclosure that are of concern to the
respondents:

¢ To which violations/contracts does
timely disclosure apply?

¢ How much time does a contractor
have to disclose a possible violation
after first hearing something about it?

¢ How do we transition into this rule?
How is timeliness measured for
violations that the contractor may
already know about and did not disclose
prior to becoming subject to this rule?

Further, in analyzing these issues,
there are 3 separate requirements for
timely disclosure in this rule which may
affect the response to the above
questions:

e The contract clause requirement to
disclose (paragraph (b)(3)).

e The contract clause requirement for
an internal control system (paragraph
(c)(2)(iD)(F)).

o Failure to timely disclose as a cause
for suspension/debarment regardless of
requirement for contract clause or
internal control system (Subpart 9.4).

a. To which violations/contracts does
timely disclosure apply?

Various respondents were concerned
about whether the rule can apply to
violations that occurred before the
effective date of the rule, the date of the
bid, or the date the clause is
incorporated into the contract.

o Effective date of the rule. Numerous
respondents recommended that the rule
be made applicable only to conduct
occurring on or after the date the rule is
effective. The respondents argued that
there is presently no requirement in the
FAR for a contractor to disclose to the
Government criminal violations
committed by its employees. The
respondents cited case law to support
the argument that application of the rule
to conduct occurring before the rule
effective date would be impermissible.
One respondent stated that the reporting
requirement should be “prospective
only”. Otherwise this requirement may
impose an unreasonable burden.
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¢ Date the clause is incorporated.
Another respondent questions whether
the rule is meant to cover past acts, or
only acts going forward from the date
the clause is incorporated into a
contract. According to one respondent,
to punish entities for past acts would
violate constitutional ex post facto
prohibitions.

e Date of the bid. One respondent
suggested that the violation would have
to occur after the date of the bid.

Several respondents also looked at the
end of the period during which
violations that occur must be reported.
One respondent suggested that
completion of performance would be
appropriate.

DoJ suggested limiting the mandatory
disclosure of overpayments or criminal
violations to matters discovered by the
contractor within three years after
contract completion.

Response: The first significant point
to remember is that in all cases the
reportable violations are linked to the
performance of Government contracts.
In the case of the contract clause direct
requirement for contractor disclosure,
the reportable violations are limited to
the contract containing the clause. So
the questions raised by the respondents
about occurrence of violations are not
an issue with regard to the contract
clause disclosure requirement, because
violations would necessarily occur
during award or performance of the
contract, through contract closeout,
which would necessarily be after the
effective date of the rule and after
incorporation of the clause. (Note: The
clause will be included in solicitations
and resultant contracts after the
effective date of the rule, in accordance
with FAR 1.108(d)).

However, in the case of internal
control systems and suspension/
debarment, the proposed rule states that
reportable violations could occur in
connection with “any Government
contract.” This could be overly broad in
two regards—

¢ Does it apply to violations on the
contracts of other contractors?

e Does it apply to contracts closed out
20 years ago?

The Councils have made clear in the
final rule that this disclosure
requirement is limited to contracts
awarded to the contractor (or
subcontracts thereunder). It was not the
intent of the proposed rule to require
contractors to report on violations of
other contractors under contracts
unrelated to their own contracts.

The Councils do not agree with the
respondents who think that disclosure
under the internal control system or as
a potential cause for suspension/



debarment should only apply to
conduct occurring after the date the rule
is effective or the clause is included in
the contract, or the internal control
system is established. The laws against
these violations were already in place
before the rule became effective or any
of these other occurrences. This rule is
not establishing a new rule against theft
or embezzlement and making it
retroactive. The only thing that was not
in place was the requirement to disclose
the violation. If violations relating to an
ongoing contract occurred prior to the
effective date of the rule, then the
contractor must disclose such
violations, whether or not the clause is
in the contract and whether or not an
internal control system is in place,
because of the cause for suspension and
debarment in Subpart 9.4.

However, the Councils agree that this
requirement should not stretch back
indefinitely into the past (e.g., contracts
that were closed 20 years ago). At that
point, relevance with regard to present
responsibility has diminished, there is
less availability of evidence to support
an investigation, there is more difficulty
locating the responsible parties (who is
the contracting officer?), and there
should be some reasonable limitation on
a contractor’s liability after contract
closeout.

The Councils considered using
contract closeout as the end point for
the requirement to disclose fraud, but
according to the DoJ, often contract
fraud occurs at the time of closeout, and
cutting off the obligation to disclose at
that point would exempt many of these
violations from the obligation to
disclose. Three years after final payment
is consistent with most of the contractor
record retention requirements (see
Audit and Records clauses at FAR
52.214—-26 and 52.215-2). Therefore, the
Councils concur with the DoJ
recommendation that the mandatory
disclosure of violations should be
limited to a period of three years after
contract completion, using final
payment as the event to mark contract
completion.

Therefore, the Councils have added
the phrase “Until 3 years after final
payment on any Government contract
awarded to the contractor” at 9.406—
2(b)(1)(vi) and 9.407-2(a)(8), and has
added in the clause at paragraph
(c)(2)(ii)(F) the statement that “The
disclosure requirement for an individual
contract continues until at least 3 years
after final payment on the contract.” To
make the applicability during the close-
out phase of a contract clearer, the
Councils have revised the draft final
rule in all applicable places to refer to
“award, performance, or closeout.”
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b. Does “timely” allow sufficient time
between first learning of the allegation
and the disclosure?

One respondent objected that
“timely” is very broad in scope which
could permit contracting officers to have
inconsistent interpretations of what is
timely. One respondent questioned
whether “timely” means upon first
learning of an allegation or only upon
conducting an adequate internal
investigation. The respondent
recommended that the regulations
should include a set period of time (i.e.,
90 days) for any reporting requirement.
Another respondent recommended that
the regulations might allow 60 days to
determine if there are reasonable
grounds to conclude that the contractor
committed a crime. The 60 day period
would start when a principal of the
company suspects that a crime might
have been committed, but lacks
reasonable grounds for concluding that
a crime has been committed. An agency
OIG suggested “timely”’ should be
replaced with “within 30 calendar
days.”

Another respondent was concerned
that when “timely”’ disclosure must
occur is ambiguous because the timing
of a violation is troublesome.
Contractors often settle cases without
any admission of fault or liability. The
rise in deferred and non-prosecution
agreements in criminal cases brought by
the Government against contractors
creates confusion regarding disclosure
of criminal violations.

According to many respondents, the
proposed rule may require premature
reporting. One respondent questioned
the requirement to notify without delay,
whenever the contractor becomes
“aware” of violations of Federal
criminal law. According to this
respondent, the rule does not clarify
what constitutes “awareness.” Several
other respondents were concerned that
the proposed amendment does not
appear to allow a contractor to complete
an internal investigation before
notifying the OIG and contracting
officer. Several respondents considered
that an internal investigation could be
compromised by premature reporting.
One respondent recommended that the
rule should allow the contractor the
opportunity to comply with its ethics
and compliance program and conduct
an internal investigation prior to
disclosure to the Government.
Contractors should be required to report
only actual violations of law, not those
incidents that have not been confirmed
as actual violations.

One respondent pointed out that
existing voluntary disclosure protocols
allow for internal investigation by the
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reporting parties before a disclosure is
made. Another respondent stated that
under the DoD Voluntary Disclosure
Program, if the preliminary
investigation reveals evidence to suggest
that disclosure is warranted, contractors
may disclose information sufficient for
preliminary acceptance into the DoD
Voluntary Disclosure Program, and then
have 60 days to complete a fuller
investigation. This rule provides no
guidance on preliminary steps afforded
to a contractor.

One respondent also recommended
that the contractor be explicitly
provided with a reasonable period of
time to internally investigate a potential
violation.

DoJ suggested that the preamble to the
final rule should make clear that
nothing in the rule is intended to
preclude a contractor from continuing to
investigate after making its initial
disclosure to the Government. DoJ
would expect that the OIG or the
contracting officer will encourage the
contractor to complete its internal
investigation and make full report of its
findings.

In their comment on the second
proposed rule, one respondent
recommends that the preamble should
explain that a contractor, with the
contracting officer’s approval, may tailor
the “timely reporting” provision of its
internal control system in order to make
meaningful reports to the contracting
officer.

Response: First, the Councils note that
the new statute uses the term “timely”
in setting forth disclosure requirements.
The Councils considered, and rejected,
adding a set period of time, e.g., 30
days, to the disclosure requirement. It
was decided that doing so would be
arbitrary and would cause more
problems than it would resolve, e.g.,
how to determine when the 30 days
begins.

Further, the Councils believe that
using the standard of “credible
evidence” rather than ‘“‘reasonable
grounds to believe” will help clarify
“timely” because it implies that the
contractor will have the opportunity to
take some time for preliminary
examination of the evidence to
determine its credibility before deciding
to disclose to the Government. Until the
contractor has determined the evidence
to be credible, there can be no “knowing
failure to timely disclose.” This does
not impose upon the contractor an
obligation to carry out a complex
investigation, but only to take
reasonable steps that the contractor
considers sufficient to determine that
the evidence is credible.

SUPRA
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The Councils note that there is no
rigidness to our proposed requirement
to establish an internal control system.
The rule just sets forth minimum
requirements. The contractor can use its
own judgment in the details of setting
up a system that meets the minimum
requirements. The clause does not
require contracting officer approval of
this system.

c. Transitioning into the rule.
Meaning of “timely”” when the
knowledge of credible evidence pre-
dates the requirements of this rule. One
respondent stated that the reporting
requirement should be “prospective
only”. Otherwise this requirement may
impose an unreasonable burden.

Response: As just discussed, the
disclosure requirement is prospective
only. Although violations on the current
contract might have occurred during the
pre-award phase and violations on other
contracts may have already occurred
prior to establishment of the internal
control system or prior to the effective
date of the rule, timely disclosure of the
violation can only be measured from the
time when the requirement to disclose
the violation came into effect, even if
credible evidence of the violation was
previously known to the contractor.

With regard to the contractual
disclosure requirement, the timely
disclosure would be measured from the
date of determination of credible
evidence or the date of contract award,
whichever event occurs later.

With regard to the disclosure
requirement of the internal control
system, it can only become effective
upon establishment of the internal
control system. The violation can have
occurred with regard to any Government
contract which is still open or for which
final payment was made within the last
3 years, so may predate establishment of
the internal control system. Therefore,
timely disclosure of credible evidence
as required by the internal control
system would be measured from the
date of determination by the contractor
that the evidence is credible, or the date
of establishment of the internal control
system, whichever event occurs later.

With regard to the knowing failure by
a principal to timely disclose credible
evidence of a violation or significant
overpayments as a cause for suspension
or debarment, the violation can have
occurred with regard to any Government
contract, which is still open or for
which final payment was made within
the last 3 years, so may predate the
effective date of the rule. Therefore,
timely disclosure of credible evidence
as required by the rule as a cause for
suspension or debarment would be
measured from the date of

determination by the contractor that the
evidence is credible, or from the
effective date of the rule, whichever
event occurs later.

To some extent, the effective date of
the rule actually trumps the other
events, because the failure to timely
disclose as a cause for suspension/
debarment is independent of the
inclusion of the contract clause in the
contract or the establishment of an
internal control system. At least in those
instances where disclosure was not
timely in regard to effective date of the
rule, but was reported as soon as the
clause was in the contract, or as soon as
the control system was in place, then it
would not be a violation of the contract
or a mark against the control system. It
could still be a cause for suspension or
debarment, although the Councils
consider that suspension or debarment
would be unlikely, if the contractor
came forward as soon as the clause or
the internal control system was in place
(before that, the contractor might have
been unaware of the requirement to
disclose).

iii. “Criminal violation in connection
with contract award or performance.”
Numerous respondents stated that the
rule fails to specify what constitutes a
“criminal violation” “in connection
with contract award or performance”.
Some of these respondents made the
following comments:

e The broad nature of the phrase
“violation of Federal criminal law in
connection with contract award or
performance” places a heavy burden.
The Government is in the best position
to provide specific guidance to
contractors as to the violations that
would be considered covered by this
new requirement. Otherwise, each
contractor will have to develop its own
list and explanations to its employees as
to what constitutes criminal violations.

e If the FAR Council proceeds with
the rule, it should provide a specific list
of the criminal violations that the
contractor is required to disclose.

o The self-reporting requirements
should be revised to provide the specific
circumstances under which self-
reporting is required.

e The provision is vague in regard to
the type of “criminal violation”
covered, leaving open application of the
rule to non-procurement related
offenses. If an employee commits a
criminal violation while driving on
Federal lands in the course of
performing a contract, must the traffic
violation be reported to the agency OIG?
Also, the agency OIGs may receive
reports about violations of Federal tax
law or Occupational Safety and Health
laws that occur in connection with the
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performance of the contract, over which
the OIGs do not have jurisdiction. This
can result in unnecessary or
inappropriate reports.

e The proposed rule does not
elaborate on the nexus between the
perceived criminal conduct and the
Federal contract so as to trigger the
reporting requirement. A contractor’s
silence could be alleged to be a false
statement where the employer had
“reason to believe” that one of its
employees, agents, or subcontractors
had violated criminal law in connection
with a contract.

e The rule should define more clearly
what is reportable and when the
obligation to report is triggered.

One Government agency suggested
adding “potential” to “violation.”

DoJ also suggested tightening the
standard for disclosure by adding the
phrase “involving fraud, conflict of
interest, bribery, or gratuity violations
found in Title 18 of the United States
Code.”

Response: The Councils have adopted
the more specific description of
criminal law suggested by DoJ as
responsive to many of the concerns
expressed by the respondents.

As to nexus with the contract, the
clause stipulates in paragraph 52.203—
13(b)(3)(i) that the violation should have
occurred “in connection with the
award, performance, or closeout of this
contract, or any subcontract
thereunder.” With regard to the internal
control system disclosure required in
paragraph 52.203-13(c)(2)(ii)(F) and the
cause for debarment or suspension in
Subpart 9.4, the violation must be in
connection with the award,
performance, or closeout, of any
Government contract performed by the
contractor, or a subcontract thereunder,
and the obligation to disclose
information lasts until 3 years after final
payment. If there is no connection to a
Government contract performed by the
contractor, or a subcontract thereunder,
then it need not be disclosed.

The Councils do not consider it
necessary to add “potential” to
“violation” because that preceding
language already is in terms of “credible
evidence.” That does not necessarily
mean that a violation has occurred, but
the principals are looking for “credible
evidence” that a violation has occurred.
“Potential violation” would open it
even wider and could result in too many
unnecessary disclosures.

iv. Level of employee with
knowledge. Several respondents wanted
the rule to identify the level of
contractor employee whose knowledge
will be imputed to the contractor, such
that the contractor has the requisite
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knowledge. Absent such identification,
consistent with the doctrine of
respondeat superior applied in Federal
criminal law, a contractor may be
deemed to have requisite knowledge
warranting disclosure if any employee
at any level is aware of conduct which
may constitute a Federal criminal
offense. This could cause a contractor to
be accused of violating the mandatory
disclosure provision before the
contractor’s management becomes
aware of the offense and before the
appropriate steps for disclosure may be
undertaken. One respondent stated that
it is unreasonable to expect all
knowledge to be passed up the chain.
Several respondents recommended
revision of the proposed rule to require
that a contractor principal must have
the requisite knowledge of a Federal
criminal law violation before that
knowledge will be imputed to a
contractor.

Response: The Councils concur that
for debarment and suspension, a
principal must have the requisite
knowledge in order for mandatory
disclosure to be applicable. See
response under the heading
“Suspension/Debarment”, “Who has
knowledge?” at paragraph B.5.e.

c. Disclosure to OIG. One respondent
considered that the proposed rule
would essentially require contractors
and subcontractors to become fraud
detection and reporting entities. Must
contractors become experts in forensic
accounting and private investigation?
This respondent considered that the
proposed rule essentially would
“deputize” contractors and
subcontractors as agents of the OIG. One
respondent also considered that the
company is now acting as an agent of
the Government.

Is “the agency OIG” the OIG for the
agency which awarded the contract
under which the action in question took
place? One respondent was concerned
when contractor is required to disclose
to different inspectors general because
the proposed rule is silent on what
actions and procedural safeguards are to
be implemented in the various offices of
the Inspectors General. A contractor that
deals with a variety of different Federal
agencies will unreasonably be faced
with significantly increased risk and
uncertainty.

Several respondents considered that a
likely outcome of the mandatory
reporting to the agency OIG will be to
remove from a contracting officer or
agency the authority or the ability to
settle and compromise the issues by a
disclosure. One industry association
indicated that member companies report
that in their experience, the vast

majority of potentlal Vlolatlons
disclosed to a contracting officer or
other agency official are quickly
resolved as an administrative matter.
Once a matter is referred to the DoD OIG
as a potential criminal or civil fraud
matter, under the Contract Disputes Act
the contracting officer loses his or her
ability to compromise or settle the issue.
One respondent was also concerned
about the impact of the proposed rule
on the influence and authority of the
contracting officer. The respondent
considered that disclosure to the OIG
passes the leadership role on any
subsequent investigation and review to
the OIG’s office and undercuts the
authority and ability of the contracting
officer to manage contracts.

One respondent noted that under the
DFARS rule, the OIG only needs to be
notified when appropriate. One
respondent considered that mandatory
notification to the OIG defeats the
concept of internal audits and
correction of possible irregularities. The
respondent is concerned that, once the
OIG is brought into the process, both the
contracting officer and the contractor/
subcontractor lose control of the
process.

One respondent was concerned with
the ability of the OIG to handle an
increased level of reports. One
respondent stated that their experience
with the capability of the OIG’s offices
to deal with complicated, sophisticated
and/or fact-intensive issues is very
mixed at best. Current demands have
placed substantial strain in the ability of
the OIG’s offices to support
investigations, and delays are
commonplace. “According to the
respondent, ‘competing demands for
resources to support overseas
investigations and Homeland Security
defense have drained whatever
experienced resources existed” at the
agency OIGs.

An agency OIG suggested replacing
“agency Office of the Inspector General”
with “A President-selected and Senate-
approved Inspector General or
designated Federal entity Inspector
General.” The agency OIG stated that
this better describes the correct agency
to which the contractor should report
potential violations.

Response: There is nothing in the
proposed rule that “deputizes”
contractors. The Councils have
concluded that it is appropriate for
contractors to send the reports directly
to the OIG, with a copy to the
contracting officer, because it is the OIG
that is responsible for investigating the
disclosure.

The disclosure would be to the OIG of
the agency that awarded the subject
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contract. The Counc1ls have added
clarification that if a violation relates to
more than one Government contract, the
Contractor may make the disclosure to
the agency OIG and Contracting Officer
responsible for the largest dollar value
contract impacted by the violation. If
the violation relates to an order against
a Governmentwide acquisition contract,
a multi-agency contract, a multiple-
award schedule contract such as the
Federal Supply Schedule, or any other
procurement instrument intended for
use by multiple agencies, the contractor
shall notify the OIG of the ordering
agency and the IG of the agency
responsible for the basic contract.

Whether OIGs can handle an increase
in the level of reporting depends on the
expected level of increase. The Councils
do not anticipate that companies are
going to flood the OIG with trivialities,
as some respondents fear. The Council
also notes that the agency OIGs were all
strongly in favor of this rule.

The Councils do not agree with the
suggestion of one agency IG that the rule
should specify “A President-selected
and Senate-approved Inspector General
or designated Federal entity Inspector
General.”” Although this is probably
accurate, the Councils consider it too
complicated for some contractors to
determine. It is the opinion of the
Councils that, if a contractor submits a
report to the wrong OIG, that OIG will
forward it to the appropriate OIG.

Throughout the rule, the Councils
have used the words “‘disclose” and
“disclosure” for consistency, rather than
in some places using the word “notify”
or ‘“‘report”.

4. Full Cooperation

The proposed rule states at paragraph
(c)(2)(ii)(G) of FAR 52.203—XX (now
52.203—13) that a contractor Code of
Business Ethics and Conduct shall, at a
minimum, have an internal control
system that provides “full cooperation
with any Government agencies
responsible for audit, investigation, or
corrective actions.”

a. Waiver of Privileges/Protections/
Rights

Many respondents expressed concern
that compliance with the rules requiring
disclosure and full cooperation would
be interpreted to—

¢ Require contractors waive an
otherwise valid claim of attorney-client
privilege or protections afforded by the
attorney work product doctrine, both
protecting attorney-client
communications; or

¢ Interfere with an employee’s right
under the Fifth Amendment of the U.S.
Constitution covering the right of an
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individual not to be compelled to
incriminate itself.

One respondent recommended
addition of strong language to preserve
privilege protections.

DoJ and an agency OIG indicated
awareness of these concerns in their
comments and recommended
clarification in the final rule. DoJ
proposed that the final rule state
explicitly:

“Nothing in this rule is intended to
require that a contractor waive its
attorney-client privilege, or that any
officer, director, owner, or employee of
the contractor, including a sole
proprietor, waive his or her attorney-
client privilege or Fifth Amendment
rights.”

Response: It is doubtful any
regulation or contract clause could
legally compel a contractor or its
employees to forfeit these rights.
However, the Councils have revised the
final rule to provide such assurance. To
address concern that cooperation might
be interpreted to require disclosure of
materials covered by the work product
doctrine, the Councils have added a
definition of “full cooperation” at
52.203—13(a) to make clear that the rule
does not mandate disclosure of
materials covered by the attorney work
product doctrine.

For comparison purposes, it is
instructive to refer to the flexible
approach adopted in the USSG:

Waiver of attorney-client privilege and of
work product protections is not a
prerequisite to a reduction * * * unless such
waiver is necessary in order to provide
timely and thorough disclosure of all
pertinent information known to the
organization.

It also is worth pointing out the DoD
Voluntary Disclosure Program never
required waiver as a condition of
participation. Contractors in that
program routinely found ways to report
wrongdoing without waiving the
attorney-client privilege or providing
their attorney memoranda reflecting
their interviews that normally are
covered by the work product doctrine.

Any limitation in this rule should not
be used as an excuse by a contractor to
avoid disclosing facts required by this
rule. Facts are never protected by the
attorney-client privilege or work
product doctrine. Moreover, the Fifth
Amendment has no application to
corporations, so the only sensitive area
is mandatory disclosure or cooperation
by individuals or sole proprietors,
which is addressed in the clarification.

b. Indemnification of Employees

Several respondents expressed
concern that full cooperation will be

interpreted as prohlbltmg a contractor
from indemnifying its employees or
their individual counsel to the extent
permitted or required by state law or the
contractor’s charter or bylaws. Several
respondents expressed concern that the
Government may view indemnification
of contractor employees as not
cooperating. One respondent asked if
there was a difference between
“cooperation” and ‘““full cooperation”
and, more seriously, whether full
cooperation restricted a contractor’s
ability to make counsel available to its
employees. Several respondents pointed
to the district court opinion in U.S. v.
Stein, 435 F.Supp. 2d 330 (SDNY 2006),
and 440 F.Supp. 2d 315 (SDNY 2006)
that suggests the Government viewed
KPMG’s practice of paying for
employees’ legal costs pursuant to
indemnification rules was not
“cooperation” favored by the
prosecutors in that case.

Response: With regard to
indemnification of employees for legal
costs, State law—not Federal—controls.
Just as full cooperation cannot mean a
company forfeits its attorney-client
privilege, there is no reason to think it
means employees forfeit their right to
indemnification from their employers.
On December 12, 2006, DOJ addressed
this issue in a memorandum sent to all
Do]J attorneys by Deputy Attorney
General Paul McNulty (“McNulty
Memorandum”), stating:

Prosecutors generally should not take into
account whether a corporation is advancing
attorneys’ fees to employees or agents under
investigation and indictment. Many state
indemnification statutes grant corporations
the power to advance the legal fees of officers
under investigation prior to a formal
determination of guilt. As a consequence,
many corporations enter into contractual
obligations to advance attorneys’ fees through
provisions contained in their corporate
charters, bylaws or employment agreements.
Therefore, a corporation’s compliance with
governing state law and its contractual
obligations cannot be considered a failure to
cooperate.

c. Requirement to Fire an Employee

One respondent asked that the rule
clarify that cooperation does not mean
a contractor must fire an employee.

Response: It is inappropriate for the
Government to direct a contractor to fire
an employee, although the Government
may require that an employee be
removed from performance of the
Government contract. However, most
corporate compliance programs assert
that violation of law or company policy
is grounds for dismissal. Also note the
internal control system requirements for
principals at paragraph (c)(2)(ii)(B) of
the clause.
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d. Ablhty To Conduct a Thorough and
Effective Internal Investigation

Several respondents expressed
concern that cooperation or disclosure
will be interpreted to interfere with a
contractor’s ability to conduct a
thorough and effective internal
investigation. Some respondents were
concerned that a contractor continuing
to investigate a matter after reporting
would be deemed not cooperating. One
respondent recommended that the rule
state explicitly that: ““A contractor has a
reasonable time to investigate a
potential investigation * * * and that
nothing in the rule prohibits or restricts
a contractor from conducting an internal
investigation.”

Response: Any interpretation of full
cooperation that would suggest a limit
on contractors conducting internal
investigations would be clearly at odds
with the intent of the rule, which
encourages compliance program
investigations, reporting, and
cooperation.

e. Defending a Proceeding or Dispute
Arising From or Related to Disclosure

Various respondents expressed
concern that full cooperation will be
interpreted to preclude a contractor
from defending itself in a proceeding or
dispute arising from or related to the
disclosure. One respondent raised
concerns that a rule mandating full
cooperation could be interpreted as
prohibiting a contractor from
“vigorously defending its actions.”
Another respondent observed that full
cooperation might require a contractor
to waive its right to appeal the results
of an audit.

Response: Nothing in the rule would
foreclose a contractor from advancing a
defense or an “explanation” for the
alleged fraud or corruption arising in a
Government contract. This includes
being free to use any administrative or
legal rights available to resolve any
dispute between the Government and
the contractor. The rule is intended
simply to require the contractor to be
forthcoming with its customer, the
Government, with regard to credible
evidence relating to alleged fraud or
corruption in its Government contracts.

f. Expansion of Audit Rights and Access
to Records

Various respondents asked to what
extent full cooperation overrode the
limits on Government audit rights and
access to records limitations, giving the
Government “unfettered access” to
individuals to conduct interviews, even
though the current audit access clauses
are limited to documents. Expanding on



that, one respondent also asked if the
rule requires contractors to give the
Government “full access to their
financial and proprietary information,
beyond that required by existing
contract clauses.” Another respondent
also observed that the Government may
invoke the requirement in connection
with disputes before the Board of
Contract Appeals or U.S. Court of
Federal Claims. One respondent
requested clarification that the
cooperation requirement applies only to
agencies affected by the conduct and not
the entire Government.

Response: The proposed rule was not
intended to have any application or
impact on the Government’s exercise of
its audit and access to records rights in
the routine contract administration
context except as the issue arises when
a contractor discloses fraud or
corruption or the Government
independently has evidence sufficient
to open an investigation of fraud and
solicit the contractor’s cooperation. The
issue of contractor cooperation in this
rule arises primarily in the context of
Government investigation of contract
fraud and corruption and any
application of this rule in any other
context by the Government would be
clearly overreaching.

g. Inadvertent Failure as Non-
Cooperation

One respondent feared that an
“inadvertent” failure to provide
documents in a routine DCAA audit
would be deemed non-cooperative.

Response: The rule has no application
to routine DCAA audits.

h. Need for Definition

Many respondents asked for an
expanded definition of “full
cooperation” in order to reduce the
potential for misinterpretation of the
rule, resulting in the concerns addressed
in the preceding paragraphs.

Response: Contractors are not
expected to block Government auditors
and investigators’ access to information
found in documents or through its
employees in furtherance of a contract
fraud or corruption investigation.

Generally speaking, it is also
reasonable for investigators and
prosecutors to expect that compliant
contractors will encourage employees
both to make themselves available and
to cooperate with the Government
investigation.

That also applies to responding to
reasonable Government requests for
documents. Ignoring or offering little
attention to detail in responding to
auditor or investigator requests or
subpoenas for documents or information
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may, in some circumstances, be

obstruction of justice and, if established,

certainly would not be deemed full
cooperation.

According to the USSG, cooperation
must be both timely and thorough:

e To be timely, the cooperation must
begin essentially at the same time as the
organization is officially notified of a
criminal investigation.

e To be thorough, the cooperation
should include the disclosure of all
pertinent information known by the
organization.

—A prime test of whether the
organization has disclosed all
pertinent information is whether the
information is sufficient for law
enforcement personnel to identify—

—The nature and extent of the offense;
and

—The individual(s) responsible for the
criminal conduct.

—However, the cooperation to be
measured is the cooperation of the
organization itself, not the
cooperation of individuals within the
organization. If, because of the lack of
cooperation of particular
individual(s), neither the organization
nor law enforcement personnel are
able to identify the culpable
individual(s) within the organization
despite the organization’s efforts to
cooperate fully, the organization may
still be given credit for full
cooperation.

The DoD Voluntary Disclosure
Program described expected cooperation
in some detail in its standard agreement
(the “XYZ Agreement”), and it may be
a useful reference in this circumstance
where the contractor discloses credible
evidence of fraud or corruption under
this rule. However, the detail found
there goes significantly beyond the
scope of this rule and is best addressed
on a case-by-case basis.

The final rule includes a definition
that incorporates some of the concepts
in the USSG and the general principle
that cooperation must be both timely
and thorough. It is intended to make
clear that cooperation should include all
information requested as well as all
pertinent information known by the
contractor necessary to complete the
investigation, whether the information
helps or hurts the contractor.
Contractors are expected to make their
employees available for Government
investigators and auditors investigating
contract fraud and corruption and
respond in a timely and complete
manner to Government requests for
documents and other information
required to conduct an investigation of
contract fraud and corruption.
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Responding to concerns expressed by
the respondents, the Councils have
incorporated the following definition
into the final rule at 52.203-13(a):

“Full cooperation”—

(1) Means disclosure to the
Government of the information
sufficient for law enforcement to
identify the nature and extent of the
offense and the individuals responsible
for the conduct. It includes providing
timely and complete response to
Government auditors’ and investigators’
requests for documents and access to
employees with information;

(2) Does not foreclose any contractor
rights arising in law, the FAR, or the
terms of the contract. It does not
require—

(i) A contractor to waive its attorney-
client privilege or the protections
afforded by the attorney work product
doctrine; or

(ii) Any officer, director, owner, or
employee of the contractor, including a
sole proprietor, to waive his or her
attorney client privilege or Fifth
Amendment rights; and

(3) Does not restrict a contractor
from—

(i) Conducting an internal
investigation; or

(ii) Defending a proceeding or dispute
arising under the contract or related to
a potential or disclosed violation.

5. Suspension/Debarment

a. New Cause for Suspension or
Debarment

Various respondents expressed
concern that the proposed rule
establishes failure to timely disclose a
violation as a new cause for suspension
or debarment, rather than suspension or
debarment just for the underlying
violation.

Response: The requirement for timely
disclosure could in some circumstances
be considered a new cause for
suspension or debarment. However, the
question of timely disclosure will not
come up unless the Government
independently discovers that there has
been a significant overpayment, a
violation of the civil FCA, or a violation
of Federal criminal law to be disclosed,
that the Contractor knew about and
elected to ignore. It is unlikely that any
contractor would be suspended or
debarred absent the determination that
a violation had actually occurred.
Present responsibility is the ultimate
basis of suspension or debarment.

b. Unnecessary and Not Good Policy

Many respondents criticized the
additional suspension and debarment
coverage in the proposed rule as
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unnecessary and redundant to existing
regulations that—

¢ Provide strong incentives for
contractors to voluntarily disclose
criminal behavior;

e Require a prospective contractor to
demonstrate a satisfactory record of
integrity and business ethics; and

e Provide a “panoply of methods for
prosecuting and eliminating those
companies that fail to abide by the
highest ethical and legal standards.”

One respondent stated that the
proposed suspension and debarment for
“violation of Federal criminal law”
simply repeats much of what is
contained in FAR 9.406-2 and 9.407-2.
Another respondent considered the
suspension and debarment regulations
punitive.

Response: As addressed in the
preceding paragraph, the added causes
for suspension/debarment add the
requirement to timely disclose the
violation and are not duplicative of the
violation itself as a cause for
suspension/debarment.

The suspension and debarment
policies and standards are not punitive.
The purpose of suspension and
debarment is to ensure that the
Government does business only with
responsible contractors, not to punish.
This final rule continues to embrace the
responsibility standard.

c. Mitigating Factors

Several respondents were concerned
whether the proposed rule maintains
the current scheme of ten mitigating
factors at FAR 9.406—1(a) or renders it
meaningless by establishing failure to
disclose itself as a cause for debarment
(thus preventing “voluntary”
disclosure).

Response: The mitigating factors
currently at FAR 9.406—1(a) will
continue to be used, and a contractor’s
timely disclosure to the Government
will continue to be a mitigating factor.
As stated in the response in paragraph
B.3.a.vi. “Incentives”, above, the
incentives in the FAR and the USSG are
not limited to “voluntary” disclosures
but to “disclosures.”

Even if disclosure is “mandatory,”
incentives will still be offered to
promote compliance. The Councils do
not recommend any revision as a result
of these comments.

d. Undefined Terms

Many respondents expressed concern
that terms such as “knowing,” “‘timely”’
“reasonable grounds to believe,” and
“overpayment”’ are undefined and will
thus put contractors at risk. One
Government respondent suggested

adding “knew, should have known or”
to “had reasonable grounds to believe.”

Response: See responses under
paragraph B.3.b.”Vagueness of rule.”
discussions of “timely,” and
“reasonable grounds to believe.”

With regard to the term “knowing
failure to disclose” the “knowing” refers
to the failure to disclose. “Knowing
failure to disclose” was added in the
proposed rule to the causes for
debarment at FAR 9.406-2(b)(1)(vi) and
the causes for suspension at FAR 9.407—
2(a)(8). Requiring a “knowledge”
element to the cause for action actually
provides more protection for
contractors. The Councils do not agree
with adding “or should have known.”
The principals are only required to
disclose what they know. Further, using
the standard of “credible evidence”
rather than “‘reasonable grounds to
believe” will help clarify “knowing”
(See response at ‘““Vagueness of rule” at
paragraph B.3.b.i., “Reasonable grounds
to believe”).

The term “overpayment” is described
in a number of FAR clauses and
provisions and does not require a
definition with respect to suspension
and debarment. For further discussion
of overpayments, see response at
“Suspension and Debarment”,
paragraph B.5.f. “Limit or abandon
suspension/debarment for failure to
disclose overpayment”.

e. Who has knowledge?

One respondent stated that a
contractor should be suspended or
debarred for failing to disclose
violations of Federal criminal law only
if a “principal” of the company (as
defined in the proposed contract clause)
has knowledge of the crime. Failure to
disclose crime should not be a basis for
suspension or debarment if lower-level
employees, who are not managers or
supervisors, commit a crime and
conceal the crime from the contractor’s
supervisory-level personnel.

Response: Paragraph (a)(2) of the
clause at FAR 52.209-5 defines
“principals” to mean “officers;
directors; owners; partners; and, persons
having primary management or
supervisory responsibilities within a
business entity (e.g. , general manager;
plant manager; head of a subsidiary,
division, or business segment, and
similar positions)”’. The Councils agree
with the respondent and have revised
3.1003(a)(2), 9.406—2(b)(1)(vi), and
9.407-2(a)(8) to make disclosure
mandatory when a principal of the
company has knowledge. The Councils
have also added the definition of a
principal at FAR 2.101 because it now
applies to more than a single FAR part,

for

and rev1sed both definitions to be
singular rather than plural.

The Councils note that this definition
should be interpreted broadly, and
could include compliance officers or
directors of internal audit, as well as
other positions of responsibility.

f. Limit or Abandon Suspension/
Debarment for Failure To Disclose
Overpayment

One respondent stated that the
proposed ability to suspend or debar for
failure to disclose an “overpayment” on
a Government contract may create
operational difficulties because
contracts are subject to reconciliation
processes with payments audited and
adjusted over time. Likewise, another
respondent stated that singling out
routine contract payment issues, which
are daily events, with errors on both
sides, is simply unworkable. The
respondent cites a situation where a
defense contractor did disclose an
overpayment to the payment office, only
to be told that it was wrong, yet was
later made the subject of a qui tam
action. Another respondent likewise
objected to making reporting of
overpayments grounds for suspension or
debarment rather than a matter of
contract administration. The respondent
stated that the proposed rule does not
connect overpayments to the criminal
law violations upon which the rest of
the proposed rule is focused.

One respondent recommended that
the FAR Council should abandon the
proposed changes that would make
failure to disclose an “overpayment” a
new cause for suspension or debarment
because a number of current FAR
clauses already require the contractor to
disclose specific types of overpayments,
e.g.,52.232-25, 52.232-26, 52.232-27,
and 52.212—4(i)(5). These clauses treat
such overpayments as a matter of
contract administration and do not treat
them as a matter of possible fraud and
a basis for suspension or debarment. In
addition, the Part 9 provisions should
state explicitly that the cause for
suspension or debarment is for violation
of the requirements in FAR 52.232-25,
52.232-26, 52.232-27, and 52.212—
4(i)(5). The respondent noted that the
proposed rule did not demonstrate that
the present FAR provisions requiring
the disclosure of overpayments are
ineffective.

On the other hand, another
respondent stated that contractors
currently have no obligation to report
overpayment.

One respondent was more specifically
concerned that overpayments can result
from indirect rate variances or similar
credits that can occur years after



contract performance and that can put
the contractor in an over-billed
situation. The severe sanctions that
could inure to contractors so situated
seem patently unfair. The respondent
suggested either excluding rate
variances or applying the section only to
payments made during or immediately
following contract performance.

Another respondent was concerned
that this ethics rule creates potential
inconsistency in the treatment of
overpayments with the existing
regulatory provisions of the FAR, and
recommends deletion of the issue of
“overpayment’’ as a basis for suspension
and debarment.

DoJ suggested some answers to these
concerns. DoJ considers that a duty to
disclose an overpayment is just as
important as the disclosure of criminal
violations, and the requirement to
disclose both will save the contractor
from having to decide whether a
criminal violation has in fact occurred
in the case of an overpayment. However,
DoJ concedes that a materiality
requirement is appropriate to limit the
scope of the requirement to disclose
overpayments.

Response: The Councils dispute the
allegation that “contractors currently
have no obligation to report
overpayments’’ and refers the
respondent to the payment clauses at
FAR 52.232-25, 52.232-26, 52.232-27,
and 52.212—-4(i)(5). Although other
clauses already require reporting of
overpayment, this inclusion of the
requirement in Subpart 9.4 to disclose
significant overpayments is necessary to
make it clear that, if a contractor does
not meet this condition of the contract,
it can be subject to suspension or
debarment.

The Councils agree with the
suggestion by the DoJ that it is
appropriate to limit the application of
suspension or debarment to cases in
which the unreported overpayment is
significant. This will resolve some of the
respondents’ concerns over routine
contract payment issues. The Councils
have revised the final rule to address
only significant overpayments, which
implies more than just dollar value and
depends on the circumstances of the
overpayment as well as the amount.
Since contractors are required by the
Payment clauses to report and return
overpayments of any amount, it is
within the discretion of the suspension
and debarment official to determine
whether an overpayment is significant
and whether suspension or debarment
would be the appropriate outcome for
failure to report such overpayment.

Rate variances do not need to be
specifically excluded by the case

o wwwjdsup 0] POSt/do

because this issue is already taken care
of in Part 32 and the Payment clauses.
Rate variances are not considered
overpayments until the rates are
determined. The suggestion to apply the
section only to payments made during
or immediately following contract
performance would not necessarily
exempt rate variances, depending on
when the rates are determined.

Further, the Councils decided to
exclude knowing failure to report
overpayments that result from contract
financing payments, as defined in FAR
32.001, as grounds for suspension or
debarment. Even though such
overpayments must be reported and
returned under the Payment clauses,
these ongoing payments that are not the
final payment on a contract are often
based on estimates, and are subject to
correction as the contract progresses.
This rule is aimed at the type of
overpayment that the contractor knows
will result in unjust enrichment, and yet
fails to disclose it.

The Councils have ensured that there
is no overlap or inconsistency between
this final rule and the current FAR
requirements relating to overpayment,
as well as the Contract Debt case
published as part of Federal Acquisition
Circular 2005-27 on September 17, 2008
(73 FR 53997).

g. Blacklisting

One respondent had a different
concern, that the proposed changes in
Part 42 with regard to past performance
would allow “blacklisting” of
contractors through consideration of
“integrity and business ethics” in the
past performance evaluation without
due process protections. The respondent
stated that the suspension and
debarment procedures are the proper
means to address responsibility issues.

Response: A contractor’s satisfactory
record of integrity and business ethics
has long been one of the required
elements for determining that a
prospective contractor is responsible
(see FAR 9.104-1(d)). The rules for
assessing responsibility at FAR Subpart
9.1 provide for sufficient standards to
ensure that offerors are treated fairly.
FAR 15.306(b)(1) and (d)(3), and
42.1503(b) give the contractor the
opportunity to comment on adverse past
performance. The Councils do not
recommend any change as a result of
this comment.

h. Amendment of the Civil FCA

One respondent believed that the
proposed cause for suspension/
debarment language effectively amends
the civil FCA. The respondent objected
to changing contractors’ obligations
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regarding overpayments without using
the legislative procedure.

Response: The Councils disagree that
the rule intended to, or did, amend the
civil FCA outside the legislative
process. The civil FCA provides a legal
tool to counteract fraudulent billings
turned in to the Federal Government by
encouraging ‘“whistleblowers” who are
not affiliated with the Government to
file actions against Federal contractors,
claiming fraud against the Government.
It also provides incentives to contractors
to self-disclose. This does not preclude
the Government from imposing an
obligation on Federal contractors to
themselves disclose to the Government
if instances of overpayment are known
to the company principals, and to hold
them liable for knowing failure to
disclose such an overpayment. This rule
provides another tool to determine
present responsibility of Government
contractors.

FAR Subpart 9.4 provides debarment/
suspension as a possible consequence
for conviction of or civil judgment for
commission of fraud or a variety of
criminal offenses, although those
statutes may already provide criminal or
civil penalties for violation thereof. For
example, the Sherman Act (15 U.S.C.
1-7) provides statutory penalties,
including fines and imprisonment, for
violation of the antitrust provisions of
the statute. It is not inconsistent with
the statute, nor does it require
legislative amendment to include in the
FAR that violation of the Federal
statutes in submission of an offer is
cause for debarment or suspension.

i. Technical Corrections

The Councils moved FAR 3.1002(c) to
3.1003(a)(2), because it presents a
requirement rather than just policy
guidance. In addition, the term
“Mandatory”” was removed from the
phrase “Mandatory requirements” at
3.1003, because it is redundant. The
title of paragraph (a)(1) of FAR 3.1003
has been amplified to indicate that this
paragraph is describing contractor
requirements.

6. Extend to Violation of Civil False
Claims Act

a. Support Application to Disclosure of
Violations of the Civil FCA

The Department of Justice, Civil
Division, which is responsible for the
enforcement of the civil FCA, fully
supports the extension of the proposed
rule to require that contractors report
violations of the civil FCA, 31 U.S.C.
3729 et seq., and to provide that the
knowing failure to timely disclose such
violations may be grounds for



suspension or debarment. Various

respondents, including agency OIGs,

express support for these provisions.
Response: Concur.

b. Same Issues as Raised With Regard to
Other Mandatory Disclosures

Numerous respondents suggested that
certain of their objections to the original
proposal to require disclosure of
criminal violations and to make a
knowing failure to timely disclose such
violations grounds for suspension or
debarment, also apply to an expanded
requirement that contractors disclose
civil FCA violations. For example, some
commented that disclosure should not
be required because the conduct
constituting violation of federal criminal
law or the civil FCA is potentially broad
and subject to varying interpretations by
the Government, contractors and courts
(and by relators in civil qui tam suits);
that the requirement that violations be
“timely” disclosed upon ‘“‘reasonable
grounds to believe” a violation has
occurred are subject to varying
interpretations as to when and under
what circumstances a violation must be
disclosed; that there is no rational basis
for the proposed rule; that the rule
would impose an unreasonable burden
on contractors; and, that knowing
failure to timely disclose should not be
cause for suspension or debarment.

Response: These areas of concern
common to both criminal and civil
violations are addressed in other
sections of this report. As discussed
more fully elsewhere, the Councils have
replaced the “reasonable grounds to
believe” standard of the proposed rule
with a “credible evidence” standard in
the final rule, and to specify that the
violation must have a nexus to contract
award, performance or close-out, and to
clarify that it is the knowledge of the
principal that triggers the suspension
and debarment cause. See responses
under ‘“Vagueness of rule” at paragraph
B.3.b.i. (Reasonable grounds to believe);
B.3.b.ii.(Timely disclosure); B.3.b.iii.
(Criminal violation in connection with
contract award or performance); and
B.3.b.iv. (Level of employee with
knowledge).

c. Issues Particular to the Civil FCA

i. Difficult to determine if violation
has occurred. Several respondents urged
that contractors should not be required
to disclose violations of the civil FCA or
be subject to suspension or debarment
for a knowing failure to do so on a
timely basis because, they suggest, the
potential misconduct covered by the Act
is broad, and the application of the
statute raises many difficult factual and
legal issues that the Government,
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contractors, relators and courts interpret
in various ways. For example, one
respondent argues that the contractor
and the Government are not always
aligned on whether a violation of the
civil FCA has occurred, and suggests
that it is impractical to assume that an
average contractor employee will know
definitively when a violation of the civil
FCA has occurred. Several respondents
observe that that there are many
difficult legal and factual issues that
arise in civil FCA matters, such as
whether a submission constitutes a
“claim”, whether a statement is “false,”
and whether the person making the
statement or submitting the claim acted
with the requisite knowledge. Another
respondent argues the courts are in
conflict over what conduct constitutes a
violation of the civil FCA. Another
respondent considers it unfair to require
contractors to make civil FCA liability
determinations given conflicting
judicial interpretations of the civil FCA
and the contractor’s inability to access
relevant facts. This respondent argues
that certain Federal appellate courts and
the United States Supreme Court have
read a materiality requirement into the
civil FCA even though that element is
not stated explicitly in the text. One
respondent cites a split in the circuits
regarding whether an entity that is
subject to complex regulatory
requirements can be held liable under
the civil FCA when the entity bases its
conduct on a reasonable interpretation
of an ambiguous statute or regulation.
Another respondent states that whereas
federal crimes are fairly well-defined,
novel and aggressive interpretations of
the civil FCA have created an
environment in which many claims of
breach of a contract might be construed
as civil FCA violations.

Based on the premise that violations
of the civil FCA are difficult to define,
several respondents concluded that
contractors will be subject to suspension
and debarment if the contractor
misinterprets the circumstances and
does not report a violation, even if there
exists an honest disagreement about
whether a violation of the civil FCA has
occurred.

Response: The Councils do not agree
that the requirements of the civil FCA
cannot be reasonably ascertained and
understood by contractors, and expects
that contractors doing business with the
Government are taking appropriate steps
to ensure their compliance with that
statute and all other applicable laws.
The most recent amendments to the
statute were made in 1986, and a
significant body of case law interpreting
the statute, and the 1986 amendments in
particular, has developed in that time
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period. These cases interpret the various
elements of a civil FCA violation,
including the definition of a claim,
falsity, knowledge, and damages.

Although the Councils recognize that
some issues concerning the proper
application of the civil FCA remain
unsettled and subject to further judicial
interpretation, this is not unique to the
civil FCA.

Moreover, the disclosure requirement
applies only where the contractor has
“credible evidence” that a violation of
the civil FCA has occurred. The
contractor is subject to suspension and
debarment for failure to timely disclose
the violation only where the contractor
does so knowingly. Genuine disputes
over the proper application of the civil
FCA may be considered in evaluating
whether the contractor knowingly failed
to disclose a violation of the civil FCA.

In this regard, the Councils note that
the mere filing of a qui tam action under
the civil FCA is not sufficient to
establish a violation under the statute,
nor does it represent, standing alone,
credible evidence of a violation.
Similarly, the decision by the
Government to decline intervention in a
qui tam action is not dispositive of
whether the civil FCA has been
violated, nor conclusive of whether the
contractor has credible evidence of a
violation of the civil FCA.

ii. Broad scope of civil FCA. Several
respondents suggested that requiring
contractors to disclose violations of the
civil FCA significantly expands the
situations in which disclosure must be
considered, and notes that the civil FCA
can be violated even in situations where
the Government suffers no financial
loss. One respondent states that the civil
FCA encompasses an “almost limitless
universe of activities.”

Response: The Councils do not agree
that requiring disclosure of civil FCA
violations will significantly broaden the
situations where disclosure must be
considered. Concerning the suggested
breadth of the civil FCA, please see
response to “Issues particular to the
civil FCA”, at paragraph B.6.c.i.
“Difficult to determine if violation has
occurred”. The first proposed rule
required contractors to disclose
significant overpayments and violations
of criminal law in connection with a
Government contract or subcontract
awarded thereunder, and the addition of
the civil FCA is a natural extension of
the rule. When a claim or payment
comes under review, it often is not
known at the outset of the investigation
whether the matter is an overpayment,
or a civil or criminal violation. In many
cases, the same investigation must be
done to determine the nature of the
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conduct at issue. The same fraud may be
actionable under the civil FCA or its
criminal analogs, and require proof of
the same general elements. See, e.g., 18
U.S.C. 287 (criminal False Claims Act);
18 U.S.C. 1001 (false statements).

Moreover, the fact that a course of
conduct can violate the civil FCA even
if the Government does not suffer a
financial loss does not mean that
disclosure is not relevant to the
contractor’s present responsibility. For
example, the Government may avoid a
financial loss because a contracting
officer alertly catches and declines to
pay a false or fraudulent claim, or
perhaps because the false claim is
disclosed by the contractor.

iii. Mitigation in civil FCA for
voluntary disclosure. One respondent
argues that there is no need to make
failure to timely disclose a civil
violation of the civil FCA a basis for
suspension and debarment because the
civil FCA already provides that damages
may be reduced from trebles to doubles
where the contractor discloses a
violation to the United States. Another
respondent suggests that the proposed
FAR rule would convert these otherwise
voluntary disclosures into mandatory
disclosures, thereby preventing
contractors from benefiting from the
damages reduction provision of the civil
FCA. One respondent requests that the
final rule clarify that any mandatory
reporting obligation is not intended to
and does not prevent a contractor from
seeking, and the Government from
providing, reduced damages as a result
of a disclosure made in compliance with
the new contract provision.

Response: The Councils do not agree
that the reduced damages available to
contractors who disclose violations of
the civil FCA in accordance with that
Act obviates the need for the proposed
amendment to make a failure to timely
disclose a violation the basis for
suspension or debarment. These
provisions address two separate
Governmental interests. The damages
provisions of the civil FCA address the
Government’s ability to recoup its loss
as a result of a violation, and recognize
that timely disclosure is an important
means for mitigating that loss.
Suspension and debarment is concerned
with the contractor’s present
responsibility. Timely disclosure of
violations of the civil FCA is an
important indicator of the contractor’s
present responsibility.

The mitigating provisions of the civil
FCA apply to any disclosure that meets
the requirements set forth in 31 U.S.C.
3729(a)(A). There is nothing in the FAR
rule that would preclude a contractor
from meeting the actual requirements of
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the reduced damages provision of the
civil FCA. (See response at paragraphs
B.3.a.vi. and B.5.c. discussing the
mitigating factors in the USSG and in
the FAR.) In its comments to the
proposed rule, the Civil Division of DOJ,
which enforces the civil FCA for the
United States, noted that a contractor
that meets both the disclosure
requirements of the FAR and the civil
FCA “would receive the dual benefit of
qualifying to seek reduced damages
under the civil FCA and avoiding the
potential for suspension and debarment
under the FAR.”

iv. Proposed amendments to the civil
FCA. Several respondents suggest that a
contractor making a mandatory
disclosure of a violation of the federal
civil FCA risks prompting a potential
relator to file a qui tam suit based on the
disclosure, and note that the public
disclosure bar under existing law likely
would not bar such a suit. These
respondents further suggest that this
risk is increased if proposed
amendments to the civil FCA (S.2041
and H.4854) are enacted because they
would eliminate the public disclosure
bar as a jurisdictional defense to a qui
tam suit.

Response: The Councils recognize
that mandatory disclosure of a violation
of the civil FCA presents a risk that a
qui tam action will follow. This risk is
not unique for disclosures of civil FCA
violations; the same risk arises from
disclosures of overpayments and
violations of criminal law. Furthermore,
the underlying violation itself presents
a risk of a qui tam action. Timely
disclosure of a knowing violation offers
the contractor an opportunity to
demonstrate its present responsibility to
avoid suspension or debarment, and to
obtain a reduction in damages under the
civil FCA.

v. Healthcare and banking. Several
respondents disagreed with the view
expressed by DOJ that the civil FCA
reporting requirement imposes on
Government contractors the same
disclosure standards as those required
of the healthcare and banking
industries, and that no law requires
disclosure of a civil FCA violation.

Response: See response, in paragraph
B.3.a.iii.a. under “Mandatory disclosure
to the OIG”, “More far-reaching”.

vi. Inherently governmental. One
respondent objects that requiring
contractors to disclose violations of the
civil FCA to the Government would
force contractors to interpret and
enforce Federal law, which epitomizes
an inherently governmental function.

Response: The Councils disagree that
the mandatory disclosure provisions
result in a transfer of an inherently
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governmental function to contractors.
As noted in response B.6.c.i. above,
individuals and entities contracting
with the Government are subject to the
civil FCA, and the Government expects
that its contractors will take appropriate
steps to ensure their compliance with
all applicable laws. Compliance
necessarily requires that contractors
interpret the law as it may apply to their
own circumstances and conduct, and
this obligation is no different whether
the law is civil or criminal. The
Government will continue to exercise its
independent judgment as to the proper
interpretation of the civil FCA, to
enforce the civil FCA consistent with
applicable law, and to pursue violations
of that law where appropriate,
irrespective of whether those violations
are brought to its attention by a
contractor’s disclosure or otherwise.

vii. Technical correction. One
respondent is concerned that with
addition of disclosure of violations of
the False Claims Act, it is not entirely
clear whether the limiting clause “in
connection with the award or
performance of this contract or any
subcontract thereunder”” applies to
reporting both violations of Federal
criminal law and violations of the civil
FCA.

Response: Concur. The Councils have
modified the rule accordingly.

7. Application to Acquisition of
Commercial Items

a. Support Application to Acquisition of
Commercial Items

An agency OIG, in commenting on the
first proposed rule, believed that the
responsibility of the contractor to report
potential violations of criminal law or
safety issues related to Government
contracts or subcontracts should not be
based on contract type and should not
exclude commercial contracts from the
reporting requirement.

In response to the question on the
expansion of the second proposed rule
to apply to commercial items, various
respondents, including many agency
OIGs, support application to contracts
for the acquisition of commercial items.

Response: Concur.

b. Do Not Support Application to
Acquisition of Commercial Items

Several respondents state that the
proposed rule is inconsistent with
Public Law 103-355 and FAR Part 12.

Another respondent is concerned that
application of the proposed rule to
commercial acquisitions will be difficult
for educational institutions to
implement.

Another respondent states that DoJ
fails to show any deference to OFPP
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with respect to commercial item policy,
asserting without any rationale or
elaboration that there would be no
reason to exclude so-called commercial
item contracts. This respondent states
that the rule cannot be applied to
commercial items without specific
authorization by Executive Order or
statute.

One respondent believes that
applying Government-unique clauses to
commercial suppliers will drive them
away from the Government marketplace.
Since this respondent recognizes that
this is now required by statute, they will
continue to seek a repeal of the statute.

Another respondent recommends
against requiring commercial item
contractors to develop new,
Government-only ethics standards that
result in a company having two
standards of conduct, one for
Government business and one for
everything else.

Response: The disclosure
requirements of the new statute
specifically apply to commercial items.
Furthermore, the statute includes the
words “pursuant to FAR Case 2007-006
or any follow-on FAR case” which the
Councils interpret as covering the
inclusion of the civil FCA as addressed
in the second proposed rule.

c. Application to Commercial
Subcontracts

One respondent questions whether
application of the proposed rule to the
business practices of a commercial
vendor that has no direct contractual
relationship with the Federal
Government has any relevance to
assuring proper stewardship of Federal
funds.

One respondent is concerned that
without a more distinct definition of
“subcontractor,” the flowdown
obligation may be applied more broadly
than necessary. The respondent requests
additional guidance in order to
distinguish actual subcontractors from
entities that may be contracted to
provide collateral services to the
commercial contractor (e.g., service
vendors, licensors, corporate
subsidiaries).

Further, another respondent states
that revision to FAR Subpart 44.4 or
FAR clauses 52.212—4 or 52.212-5 and
clause 52.244—6 would be necessary
before this requirement can be flowed
down to commercial item
subcontractors, but because the
proposed rule has neglected to specify
changes, there is no proposed
authorization to revise those clauses in
the final rule.

Response: “Subcontract” and
“subcontractor” are defined at FAR

44.101. To clarify the meaning in this
context, the Councils have borrowed
from those definitions for use in the text
at 3.1001 and in the clause at FAR
52.203-13.

The Councils are authorized to make
any revisions to Subpart 44.4, Part 12
and Part 44, necessary to conform
changes in the final rule, as long as
changes in the final rule are reasonably
foreseeable from either the proposed
rule text or the discussions in the
preamble. This constitutes adequate
notice to the public. Both the text and
preamble of the May 16, 2008, proposed
rule were specific that the rule would
apply to subcontracts. The Councils
have made appropriate conforming
changes to 52.212-5 and 52.244-6.

d. Other Concerns

One respondent questions whether
the phrase “if 52.212—4 appears in this
contract” (52.203-13(c)) is another way
of saying it is a commercial item
contract.

Response: Yes, inclusion of clause
52.212—4 in the prime contract would
indicate that it is a contract for the
acquisition of commercial items.
However, now that the final rule
requires flow down to commercial
subcontracts, this phrase is inadequate
for indicating a subcontract for
commercial items, and has been revised
accordingly.

e. Comments on the First Proposed Rule
That Are No Longer Applicable

One respondent was concerned that
the opportunity for substantial
confusion exists with the rule and
recommends additional guidance on
how the rule impacts companies selling
commercial items under FAR Part 8
acquisitions.

Another respondent was concerned
that the proposed language at 3.1004
“awarded under FAR Part 12” is likely
to be misunderstood as applying only
when the policies of FAR Part 12 are
used exclusively and the procedures in
Parts 13, 14, and 15 are not used.

Another respondent was concerned
that the proposed rule does not properly
address the exemption for commercial
item vendors.

One respondent was concerned that
the proposed rule does not justify
imposing the new cause for suspension
or debarment based on failure to
disclose a ““violation”’, and that will also
place restrictions on commercial
contractors that are not required by law
and not consistent with the commercial
market place.

Response: These comments are no
longer applicable because the statute

now requires application of most of this
rule to commercial item contracts.

8. Application to Contracts To Be
Performed Outside the United States

a. Support Application Outside the
United States

Four respondents to the first proposed
rule questioned the exceptions for
overseas contacts.

¢ DoJ disagreed with excluding
contracts performed entirely outside the
United States from the requirements of
the rule. The respondent indicates that
the United States is still party to such
contracts and potentially a victim when
overpayments are made or when fraud
occurs in connection with the contacts.

¢ One respondent was concerned that
the rule exempts contracts performed
overseas without providing an
explanation as to why a basic policy of
a code of ethics and business conduct
should not apply overseas.

e An agency OIG believed that the
responsibility of the contractor to report
potential violations of criminal law or
safety issues related to Government
contracts or subcontracts should not be
based on contract type and should not
exclude contracts performed outside the
United States from the reporting
requirements.

¢ Another agency OIG believed that it
is counterproductive to exclude
contracts performed entirely outside the
United States because the United States
is still party to such contracts and may
be victimized when overpayments are
made or fraud occurs in connection
with those contracts. The respondent
also argues the contracts require greater
vigilance because they are performed
overseas where U.S. resources and
remedies are more limited; and that the
inclusion would reduce the
vulnerabilities that often plague
overseas programs and increase the
effectiveness of those programs.

In response to the proposed
expansion overseas in the second
proposed rule, various respondents,
including several agency OIGs, support
making the requirements of this rule
applicable to contracts and subcontracts
performed outside the United States.

Response: Concur.

b. Do Not Support Application Outside
the United States

One respondent raised the concern
that if any part of the work is performed
outside the United States, labor and
privacy laws in Europe would prohibit
mandatory reporting by employees.

Another respondent is concerned that
extension of the requirements to
contracts and subcontracts performed
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outside the U.S. will likely have a
significant and negative effect on
academic institutions’ ability to engage
international partners. It is
inappropriate and impractical to expect
our international partners to do business
in the same way as U.S. organizations.
Many foreign academic institutions are
instrumentalities of foreign governments
and are subject to their own laws and
regulations. Without flexibility, it will
be impossible to pursue the
international research and education
One respondent also believes that it is
unreasonable and impractical to expect
foreign firms to understand and be able
to comply with the unique procedural
requirements the U.S. imposes on its
contractors. This respondent recognizes
that this is now required by statute and
it will seek a repeal of the statute.
Response: The disclosure
requirements of the new statute
specifically apply to acquisitions to be
performed outside the United States.
Furthermore, the statute includes the
words “pursuant to FAR Case 2007-006
* * * or any follow-on FAR case”
which the Councils interpret as covering
the inclusion of the civil FCA as
addressed in the second proposed rule.

9. Other Applicability Issues
a. Educational Institutions

i. Exempt educational and research
institutions. One respondent requested
that educational and research
institutions be granted the same
exemption afforded small business by
making the requirement for a formal
training and/or awareness program and
internal control systems inapplicable to
such institutions.

Response: By passing the “Close the
Contractor Fraud Loophole Act,”
Congress made clear its preference for
fewer, rather than more exemptions.
The requirements at 3.1002(b) are that
the ethics and compliance training
program be suitable to the size of the
entity and extent of its involvement in
Government contracting. Further, this
regulation applies only to contracts
using appropriated funds, not to grants.

ii. Imposition of procurement
requirements on grant recipients. One
respondent stated that OMB regulation
2 CFR 215.40 forbids agencies to impose
procurement requirements on grant
recipients unless required by statute or
Executive order or approved by OMB.

Response: This rule is not imposing
any requirements on grant recipients.
The FAR does not apply to contracts
awarded using grant money. Federal
Government grant recipients who are
also Federal Government contractors

must comply with both the grant
regulations and the FAR, as applicable.

b. Subcontractors

Various responses were received on
the obligations imposed by this rule
between contractors and subcontractors
and the flow down of this rule to
subcontractors.

Response: The Councils note that the
same rationale that supports the
application of the rule to prime
contractors supports the application to
subcontractors. The same reasonable
efforts the contractor may take to
exclude from its organizational structure
principals whom due diligence would
have exposed as engaging in illegal acts
are the same reasonable efforts the
contractor should take in selecting its
subcontractors. Subcontractors should
also use those same reasonable efforts in
employment and subcontracting efforts.

i. Obligation to report violations by
subcontractors. According to several
respondents, prime contractors should
not be responsible for oversight of their
subcontractors and should not be
subject to debarment for failure of a
subcontractor to meet the requirement
of the rule. The respondents were
concerned that the rule renders prime
contractors police for their
subcontractors which respondents
consider unreasonable and burdensome.
One respondent was also concerned that
rule creates a contractual obligation on
the part of the contractor to ensure that
its subcontractors perform as required
by the rule. Another respondent stated
that the rule fails to define the
obligation of the contractor to police its
subcontractors with regard to the
required compliance program and
integrity reporting. It is unclear what
degree of due diligence the Government
expects of the contractor.

Response: There is no requirement for
the contractor to review or approve its
subcontractors’ ethics codes or internal
control systems. Verification of the
existence of such code and program can
be part of the standard oversight that a
contractor exercises over its
subcontractors. The prime contractor is
subject to debarment only if it fails to
disclose known violations by the
subcontractor. Therefore, a change to
the rule is not necessary.

ii. Disclosure through the prime
contractor. One respondent was
concerned that the rule mandates that
the disclosures go directly to the
Government and not through the prime
contractor. DoJ was concerned that some
subcontractors may not be comfortable
making disclosure through the prime
contractor and suggested that a
mechanism through which a

subcontractor makes a dlsclosure be
addressed in the final rule.

Response: The clause flow down in
paragraph (d)(2) states that in altering
the clause to identify the appropriate
parties, all disclosures of violations of
the civil FCA or of Federal criminal law
shall be directed to the agency OIG,
with a copy to the contracting officer.
The clause does not require disclosure
through the prime contractor.

iii. Liability for erroneous disclosure.
One respondent was concerned that the
rule creates a potential significant
liability for the contractor if disclosures
concerning subcontractors turn out to be
in error. The respondent requested the
Councils to consider whether damages
assessed against contractors for
erroneous reports would be allowable
costs. Also, the respondent was
concerned that the rule is unclear about
the disclosure of criminal violations by
subcontractors, and suggests that the
Councils revise the rule to make the
disclosure requirements for the
contractor and the subcontractor
parallel.

Response: The Councils revised the
rule to require the contractor to disclose
credible evidence of a violation of
Federal criminal law in connection with
the contract or any subcontract under
the contract. This revision provides to
the contractor sufficient opportunity to
take reasonable steps to determine the
credibility of any possible disclosure
prior to disclosing it to the agency
Inspector General and contracting
officer. The potential for erroneous
disclosure is minimized by requiring the
contractor to disclose only credible
evidence of violations, thereby reducing
the contractor’s potential liability for
damages associated with erroneously
disclosing alleged violations which are
not substantiated.

c. Small Businesses (See Also Paragraph
11. “Regulatory Flexibility Act
Concerns”, for Comments on Initial
Regulatory Flexibility Analysis)

i. Support level of applicability to
small businesses. An agency OIG
supported the application of the basic
requirements of the rule to small
business because the rule avoids
imposing unnecessary burdens on small
businesses by creating expensive
paperwork requirements. Likewise,
another agency OIG considered the
exemption for small business
contractors (from the requirements for a
formal internal control system)
reasonable. Another agency OIG also
indicated that undesirable results for
small business which could have
resulted from initial drafts of the rule
have been mediated by this rule.



Federal Register/Vol. 73, No. 219/Wednesday, November 12, 2008/Rules and R%&m%stengDgUPRA

Response: Concur.

ii. Overly burdensome on small
business: One respondent believed that
the rule is an overly burdensome and
unrealistic policing requirement that
imposes significant new cost
requirements and is particularly
burdensome for small businesses;
effectively precluding such businesses
from competing for prime contract work
or as a high-tier subcontractor.

¢ Response: Although the rule may
have a significant economic impact on
a substantial number of small entities
with respect to the disclosure
requirement, the rule is structured to
minimize its impact on small business
concerns by making the requirement for
formal training programs and internal
control systems inapplicable to small
businesses, and limiting the disclosure
requirement of violations of Federal
criminal law to those violations
involving fraud, conflict of interest,
bribery, or gratuity violations found in
Title 18 of the United States Code,
although the rule did add the reporting
of violations of the False Claims Act.
The Councils do not believe that a
change to the rule is necessary.

d. Dollar Threshold or Minimum 120
Day Performance Period

i. Recommend no threshold and no
minimum performance period. One
agency OIG commented on the rule’s
threshold of $5 million and 120-day
performance period. The agency OIG
believed that the application of the rule
should not be determined on the basis
of the dollar value or the period of
performance of the contract. The
respondent was concerned that, at
times, contracting officers have awarded
smaller dollar value contracts or
modifications instead of one large dollar
contract to circumvent various
thresholds that trigger requirements.
The respondent believed that the public
and members of Congress have similar
expectations of all contractors no matter
the contract value or type.

Response: The Close the Contractor
Fraud Loophole Act (Pub. L. 110-252,
Section 6103) now defines a covered
contract for application of this
regulation as any contract in an amount
greater than $5 million and more than
120 days in duration. The Councils also
note that, regardless of whether the
clause is included in the contract, the
suspension and debarment provisions in
Subpart 9.4 apply to all contractors,
regardless of contract value or duration.

ii. Applicability of thresholds to
Federal Supply Schedule (FSS)
contracts and Blanket Purchase
Agreements (BPA). One respondent
requests explanation of the applicability

of the thresholds to FSS contracts. The
respondent does not believe that FAR
1.108(c) adequately clarifies the issue.
Are the thresholds based on each
individual order?

Response: According to FAR 1.108(c),
unless otherwise specified, if the action
establishes a maximum quantity of
supplies or services to be acquired, the
final anticipated dollar value must be
the highest final priced alternative to
the Government, including the dollar
value of all options. That is, if it is
anticipated that the dollar value of
orders on an FSS contract will exceed
$5 million, then this clause is included
in the basic contract against which
orders are placed.

e. Single Government Standard Also
Applicable to Grants

One respondent was concerned that
multiple Federal agencies already have
compliance guidelines and regulations
in place, or in development, and
believes the rule may be inconsistent
with other Federal agency requirements.
The respondent requested that a single
Federal Government-wide standard be
created to foster integrity and honesty
that applies to both Government
contracts and Federal grants.

Response: The Councils acknowledge
the respondent’s concern. However, this
rule establishes a Government-wide
standard for contractor compliance
programs and integrity reporting with
respect to Government contract awards.
Under the rule, all Federal agencies will
be required to implement the same
requirements in the same manner
consistent with the award of Federal
contracts. However, the rule does not
and is not intended to address
contractor compliance programs and
integrity reporting with respect to
agency grant-making procedures. Given
the legal differences between a grant
and a contract that concern performance
and termination for default, the creation
of a single Government standard
addressing contractor compliance
programs and integrity reporting is not
practical and is outside the scope of the
rule.

10. Additional Recommendations
a. Defer Final Rule Until

i. More experience with 2006—007.
One respondent suggested that the FAR
Council evaluate experience with the
final rule, before proposing changes.
The FAR Council should withdraw the
proposed rule in favor of allowing
covered contractors to implement the
November 23, 2007, final rule.

ii. Completion of the National Science
and Technology Council initiative.

Several respondents urged the FAR
Council to defer further action on
proposed FAR Case 2007—006 pending
completion of the National Science and
Technology Council (NSTC) initiative to
develop compliance guidance for
recipients of Federal research funding
from all agencies across the Federal
Government.

iii. Further action on related
legislation that would expand the scope
of the civil FCA. One respondent
requests postponement until after
enactment of pending legislation on the
civil FCA.

iv. Public hearings. One respondent
alternatively suggests additional public
comment in light of the pertinent
intervening legislation and public
hearings.

Response: The intervening legislation
requires implementation of this rule in
the FAR within 180 days of enactment
of Pub. L. 110-252 (by December 26,
2008). Therefore, the Councils will
proceed with this rule without delay.

At the time of publishing the fina
rule (2006-007), the proposed rule
(2007-006) under this case had already
been published. The preamble of the
final rule under 2006-007 stated the
intent to address mandatory disclosure
and full cooperation under the follow-
on rule.

It is unknown when the NSTC
initiative to develop compliance
guidance for recipients of Federal
research funding from all agencies
across the Federal Government will be
completed. The Councils do not agree to
delay the FAR rule pending the outcome
of this particular initiative. Often the
regulations for grants use the FAR as a
model.

b. Expand Policy and Clause to Cover
Overpayments

DoJ and an agency IG commented that
the drafters of the proposed rule
neglected to incorporate ‘knowing
failure to timely disclose an
overpayment” in the first reference at
3.1002(c).

Several respondents proposed that the
language in the proposed FAR clause be
expanded to also include instances of
overpayment. More inclusive language
removes any ambiguity (and loopholes)
about what should be revealed to the
Government. By expanding the scope to
include overpayments, contractors are
no longer asked to label (or mislabel)
their activity as “criminal”. In the
opinion of the respondents, the
proposed rule does not match the stated
objective of encouraging Government
notification of fraud and overpayments.

Response: The mandatory reporting of
overpayments is addressed in the
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Payments clauses. However, to aid in
clarity, we have added a cross reference
at FAR 3.1003 to the Payment clauses
and the knowing failure to timely
disclose significant overpayments as a
cause for suspension/debarment in FAR
Subpart 9.4.

c. Create a Contractor Integrity and
Business Ethics Information Section in
FAR Part 42

One respondent urged the FAR
Councils to create a contractor integrity
and business ethics section in FAR Part
42 that would require Government
officials to record and maintain integrity
and business ethics information that can
be shared with Government officials.
Although contractor performance and
responsibility are part of FAR Subpart
9.1, the respondent requests that
distinctive data and information be
collected on each.

Another respondent, on the other
hand, is very satisfied that the rule only
proposed one change to the contractor
past performance information in FAR
42.1501, and properly reinforces the
existing emphasis on contractor
cooperation across a broad range of
contract administration matters,
including cooperation with
investigations.

Response: The proposed rule has
added a cross reference in Part 42 to
promote the inclusion of business
integrity in past performance. The
request to collect distinctive data and
information on contractor responsibility
is outside the scope of this rule. The
past performance databases are
controlled by the agencies. (See also
response to “Suspension/Debarment”’,
paragraph B.5.g. “Blacklisting”)

d. Add Safety Issues

An agency IG suggested that safety
issues should be included in the
mandatory disclosure requirement.

Response: Adding explicit coverage of
safety issues is outside the scope of this
case.

e. Protection of Contractor Disclosures

The proposed rule states at 3.1002
(Policy) that contractors should have an
internal control system that facilitates
timely discovery of improper conduct in
connection with Government contracts.
A contractor may be suspended or
debarred for knowing failure to timely
disclose a violation of Federal criminal
law in connection with the award or
performance of any Government
contract performed by the contractor.

Do]J suggested that, in order to
encourage contractors to submit
information, the Councils may wish to
recommend to agencies that the

submitted mformatlon be maintained
confidentially to the extent permitted by
law and that any disclosure of the
information under FOIA should only be
made after full consideration of
institutional, commercial, and personal
privacy interests that could be
implicated by such a disclosure. In
particular, agencies should be mindful
that the Trade Secrets Act operates as a
prohibition on the discretionary
disclosure of any information covered
by Exemption 4 of the FOIA, unless
disclosure is otherwise authorized by
law.

Response: The Councils have added
the following provision to the final rule,
similar to the provision employed by
the DoD Voluntary Disclosure Program
(DoD Directive 5106.01, April 23, 2006)
in “XYZ” agreements with contractors
pursuant to DoD Voluntary Disclosure
Program Guidance (IGD 5505.50, CIPO,
April 1990) (see http://www.dodig.mil/
Inspections/vdprogram.htm): “The
Government, to the extent permitted by
law and regulation, will safeguard and
treat information obtained pursuant to
the contractor’s disclosure as
confidential where the information has
been marked ‘““‘confidential” or
“proprietary”’ by the company. To the
extent permitted by law and regulation,
such information will not be released by
the Government to the public pursuant
to a Freedom of Information Act request,
5 U.S.C. section 552, et. seq., without
prior notification to the contractor. The
Government may transfer documents
provided by the contractor to any
department or agency within the
Executive Branch if the information
relates to matters within the
organization’s jurisdiction.”

The addition of the above provision
will provide appropriate assurance to
contractors about the Government’s
protection afforded to disclosures.

11. Regulatory Flexibility Act concerns

a. IRFA Does Not Identify a Rational
Basis for the Rule

Several respondents criticized the
Initial Regulatory Flexibility Analysis
(IRFA) as deficient because they believe
that it does not identify a rational basis
for the rule. They claim that there is no
empirical or anecdotal evidence to
explain why the mandatory disclosure
requirement is required for the proper
functioning of the procurement system.

Response: See response to
“Mandatory disclosure to the OIG”,
“Empirical support that mandatory
disclosure will achieve the Councils’
objective”, at paragraph B.3.a.iii.d.
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b. The IRFA Underestlmates the
Number of Small Businesses Affected
and the Associated Costs

Several respondents also considered
that the IRFA underestimates the
number of small businesses affected, as
it only describes the estimated 28 small
businesses which conclude that
disclosure is required, rather than the
larger number which will have to
conduct internal investigations before
concluding that disclosure is not
required. One respondent pointed out
the costs to run a compliance program.
Another respondent pointed out that the
IRFA does not ascertain the costs when
a company chooses to retain outside
counsel to investigate, which could
range from $1 million to $20 million.
The rule will cost small businesses over
$1 billion a year (calculation—for each
report there would be 5 internal
investigations at a cost of $5 million per
contractor and $2.5 million per
subcontractor.)

Response: First, the IRFA estimated
an impact on 45 small businesses, not
just the 28 covered by the clause.

Second, an ethical company that
learns that an employee may have
committed a violation of Federal
criminal law would not ignore this
information. A company would
normally investigate allegations of
wrongdoing within the company as a
sound business practice. If there was
clearly no violation, the investigation
would be short. Although the rule
allows contractors time to take
reasonable steps to determine that
evidence of wrongdoing is credible, it
does not direct contractors to carry out
any particular level of internal
investigation. The IRFA focused on the
effort which results from this rule—
disclosure to the Government—although
there are other incentives outside this
rule which could cause a contractor to
voluntarily disclose violations to the
Government, such as the U.S.
Sentencing Guidelines. Although the
IRFA does not include the cost of the
investigation in its calculations, the
FAR does not require or envision a
small business paying millions of
dollars for an investigation. The
respondent’s calculated cost estimates
are not supported or credible.

The FAR did give relief for the costs
of running a compliance program by
leaving it to the discretion of the small
business and paragraph (c) of the clause
is not mandatory for small businesses.



c. Imposition of Suspension and
Debarment Will Disproportionately
Damage Small Businesses

One respondent stated that small
businesses do not have the resources
that large businesses do. They do not
have the resources to institute
compliance programs. They are more
likely to be caught in the suspension
and debarment process. They lack the
leverage to negotiate agreements in lieu
of debarment. Therefore, the rule’s
reliance on suspension and debarment
as an enforcement mechanism will
disproportionately damage small
businesses.

Response: The Councils agree that
small businesses often have fewer
resources than other than small
business. Nonetheless, the Councils
cannot give further flexibility here. The
Councils have already eliminated the
requirement for the internal control
system for small businesses. The
Councils cannot establish a different
suspension or debarment standard for
small businesses.

d. Estimate of Small Businesses That
Would Disclose if No Mandatory
Requirement

One respondent quoted the IRFA as
estimating that, in the absence of the
proposed disclosure requirement, 1
percent of small business contractors
that are aware of a violation would
voluntarily report it. This suggests,
according to the respondent, that the
FAR Council believes that mandatory
disclosure would lead to a 100-fold
increase in the number of reported
violations. The respondent states that
there is no support for this estimate and
no rational basis to support a claim that
this disclosure requirement is needed
for the effective functioning of the
procurement system.

Response: The respondent has drawn
an unwarranted conclusion about the
estimated impact of mandatory
disclosure. The estimated 1% disclosure
rate in the IRFA is for small businesses
that do not have the clause in their
contract (i.e., small dollar value or short
performance period). There was no
estimate in the IRFA about what
percentage of this population would
disclose if the clause were included.
Further, any estimates about this
segment of the population cannot be
extrapolated to a conclusion about the
effect of mandatory disclosure
requirements on higher dollar value,
noncommercial contracts or contracts
with large businesses.

e. Recordkeeping Requirements

One respondent objected that the
IRFA did not provide a full discussion
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of the projected recordkeeping and
compliance requirements. Good
business sense will require a contractor
to develop and keep more records for
the purpose of documenting its
investigation.

Response: The Councils agree that
recordkeeping would be wise, but the
rule does not require recordkeeping
beyond the recordkeeping that would be
part of the contractor’s normal business
practices. Under 5 U.S.C. 601, the term
“recordkeeping requirement” is defined
as a requirement imposed by an agency
on persons to maintain specified
records.

f. Duplication, Overlap, or Conflict

Several respondents criticized the
statement in the IRFA that the rule does
not duplicate, overlap, or conflict with
any other Federal rules. The
respondents state that the IRFA—

o Ignored the obvious
interrelationship with the civil Federal
civil FCA and its qui tam provisions;

e Did not address the inconsistency
between the proposed rule and the
Federal Sentencing Guidelines; and

¢ Did not address that the rule is
inconsistent with a voluntary disclosure
being a mitigation consideration in the
FAR debarment and suspension
proceedings and under the civil FCA
because disclosure would be mandatory
rather than voluntary.

Response: Under 5 U.S.C. 601, “rule”
is defined as meaning ‘““any rule for
which the agency publishes a general
notice of proposed rulemaking pursuant
to section 553(b) of this title or any
other law * * *”. Codified laws are not
arule. The Sentencing Guidelines are,
strictly speaking, also not a rule.
However, the Councils disagree that this
rule is duplicative of the civil FCA. Any
inadvertent inconsistency with the
Guidelines has been considered in
formulating this final rule.

Regarding mitigation and voluntary
disclosure, see “Mandatory disclosure
to the OIG”, “Incentives” at paragraph
B.3.a.vi.

12. Paperwork Reduction Act (PRA)
a. Burden Underestimated

One respondent stated that the
Councils’ Paperwork Reduction Act
analysis is inadequate. The estimates are
so conservative as to be unrealistic. If it
only takes 20 hours to conduct pre-
disclosure review and draft a
corresponding report, why does it take
the Government a year to decide
whether to intervene in a traditional qui
tam case? The respondent points out
that “burden” includes all aspects of the
reporting process, including the
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separation of reportable events from
non-reportable events.

Another respondent also considers
the estimated burden of 3 hours per
report woefully inadequate, considering
the time needed by respondents to
investigate and determine whether a
civil FCA violation or criminal violation
occurred.

Response: Burden includes estimated
hours only for those actions which a
company would not undertake in the
normal course of business. The
Government does not direct companies
to investigate. In the normal course of
business, a company that is concerned
about ethical behavior will take
reasonable steps to determine the
credibility of allegations of misconduct
within the firm. It is left to the
discretion of the company what these
reasonable steps may entail. The
Government has added the requirement
to disclose to the Government when
credible evidence of misconduct is
obtained, which would not necessarily
otherwise occur. The estimated hours in
the regulatory flexibility analysis and
the paperwork burden act analysis are to
cover the hours required for preparing
and reviewing the disclosure to the
Government when credible evidence
has been obtained. The estimated hours
must also be viewed as an average
between the hours that a simple
disclosure by a very small business
might require and the much higher
numbers that might be required for a
very complex disclosure by a major
corporation. However, upon further
discussion with subject matter experts,
the Councils have revised the estimated
hours to 60 hours per response,
considering particularly the hours that
would be required for review within the
company, prior to release to the
Government.

b. Recordkeeping and Other Compliance
Requirements

One respondent stated that the
projected recordkeeping and
compliance requirements are far more
burdensome than reflected in the IRFA.
The contractor must keep and maintain
extensive records any time it
investigates allegations or suspicions of
violations. Even if a company
determines that disclosure is not
required, the contractor must keep
records of its decision-making process
in order to defend against possible
future accusations of failure to disclose.

Another respondent states that time is
required for 1400 covered contractors to
establish systems for complying with
this regulation.

SUPRA

63dacalb3



Response: See the response in
previous section on Regulatory
Flexibility Analysis (B.11.).

¢. Data and Methodology Should Be
Made Part of the Rulemaking Record

Response: The public can request
copies of the supporting statements.

13. Executive Order 12866
a. Significant Rule

A number of respondents are
concerned that this rule is a significant
rule in accordance with E.O. 12866
section 3.(f). One respondent is
concerned that, by extending the rule to
cover commercial acquisitions and
overseas contracts, a review requirement
as a “‘major rule” or a significant rule
under section 3.(f)(1) may have been
unintentionally triggered. Another
respondent believes that the rule should
have a cost-benefit analysis.

One respondent states that the
addition of violations of the civil FCA
as a ground for mandatory disclosure is
sufficient standing alone to trigger
review under Section 6(b) of E.O. 12866.

Another respondent submits that this
is a significant regulatory action because
it will, among other things, adversely
affect in a material way a sector of the
economy (Government contractors).

Several respondents also state that the
second proposed rule raises important
legal and policy issues, another grounds
for the Office of Information and
Regulatory Affairs (OIRA) to declare a
rule significant under E.O. 12866, under
section 3.(f)(4).

One respondent suggests that it was a
Freudian slip when the FR notice for the
first proposed rule stated that the first
proposed rule was a significant
regulatory action and therefore was not
subject to review.

Response: The first proposed rule was
declared to be a significant rule by
OIRA. The typographical error was in
the second half of the sentence, not the
first. The rule was subject to review
under the Executive order and was so
reviewed. OIRA did not declare the
second proposed rule to be a significant
rule.

All rules are sent through the Office
of Information and Regulatory Affairs
for determination as to whether the rule
is significant. OMB’s Office of
Information and Regulatory Affairs has
determined this is a significant rule, and
not a major rule.

b. Violates E.O. 12866

One respondent states that the
proposed rule violates the E.O. 12866
requirement that rules be “consistent,
sensible, and understandable” and that

agencies promulgate only such
regulations as are required by law, are
necessary to interpret the law, or are
made necessary by compelling public
need. This respondent submits that just
because DoJ wants to make its job easier
is not sufficient grounds for rulemaking.

Response: This rule is required by law
and by compelling public need. The
Councils have made every effort to make
the draft final rule consistent, sensible,
and understandable.

This is a significant regulatory action
and, therefore, was subject to review
under Section 6(b) of Executive Order
12866, Regulatory Planning and Review,
dated September 30, 1993. This rule is
not a major rule under 5 U.S.C. 804.

C. Regulatory Flexibility Act

The Regulatory Flexibility Act, 5
U.S.C. 601, et seq., applies to this final
rule. The Councils prepared a Final
Regulatory Flexibility Analysis (FRFA),
and it is summarized as follows:

1. Statement of the need for, and objectives
of, the rule.

This rule amends the Federal Acquisition
Regulation to require Government contractors
to—

e Establish and maintain specific internal
controls to detect and prevent improper
conduct in connection with the award or
performance of any Government contract or
subcontract; and

¢ Notify without delay the agency Office of
the Inspector General, with a copy to the
contracting officer, whenever, in connection
with the award, performance, or closeout of
a Government contract awarded to the
contractor or a subcontract awarded
thereunder, the contractor has credible
evidence of a violation of Federal criminal
law involving fraud, conflict of interest,
bribery, or gratuity violations found in 18
U.S.C. or a violation of the civil False Claims
Act.

This case is in response to a request to the
Office of Federal Procurement Policy from
the Department of Justice and Public Law
110-252. Based on the requirements of Pub.
L. 110-252, the rule was expanded to include
the clause 52.203-13 in contracts performed
overseas and contracts for the acquisition of
commercial items.

The objective of the rule is to emphasize
the critical importance of integrity in
contracting and reduce the occurrence of
improper or criminal conduct in connection
with the award and performance of Federal
contracts and subcontracts.

2. Summary of the significant issues raised
by the public comments in response to the
initial regulatory flexibility analysis, a
summary of the assessment of the agency of
such issues, and a statement of any changes
made in the proposed rule as a result of such
comments.

a. IRFA does not identify a rational basis
for the rule. Several respondents criticized
the Initial Regulatory Flexibility Analysis
(IRFA) as deficient because they believe that
it does not identify a rational basis for the

67088 Federal Register/Vol. 73, No. 219/ Wednesday, November 12, 2008/Rules and Regulationsed at JD

entVieweraspx a=ocuoe4e0-8

rule. They claim that there is no empirical or
anecdotal evidence to explain why the
mandatory disclosure requirement is
required for the proper functioning of the
procurement system.

Response: DoJ and various OIGs provided
testimony that the experience with the
National Reconnaissance Organization
mandatory disclosure clause has been
positive. Further, enactment of the Close the
Contractor Fraud Loophole Act (Pub. L. 110-
252, Sec VI, Chapter 1) now mandates many
of these revisions to the FAR.

b. The IRFA underestimates the number of
small businesses affected and the associated
costs. Some respondents considered that the
IRFA underestimates the number of small
businesses affected, as it only describes the
estimated 28 small businesses which
conclude that disclosure is required, rather
than the larger number which will have to
conduct internal investigations before
concluding that disclosure is not required.
Respondents pointed out the costs to run a
compliance program and that the IRFA does
not ascertain the costs when a company
chooses to retain outside counsel to
investigate, which could range from $1
million to $20 million. The rule will cost
small businesses over $1 billion a year
(calculation—for each report there would be
5 internal investigations at a cost of $5
million per contractor and $2.5 million per
subcontractor).

Response: First, the IRFA estimated an
impact on 45 small businesses, not just the
28 covered by the clause. Further, an ethical
company that finds out an employee may
have committed a violation of Federal
criminal law would not ignore this. A
company would normally follow up
allegations of wrongdoing within the
company as a sound business practice. If
there was clearly no violation, the
investigation would be short. Although the
rule allows contractors time to take
reasonable steps to determine that evidence
of wrongdoing is credible, it does not direct
contractors to carry out any particular level
of internal investigation. The IRFA focused
on the effort which results from this rule—
reporting to the Government. Although there
are other incentives outside this rule which
could cause a contractor to voluntarily
disclose violations to the Government, such
as the U.S. Sentencing Guidelines. Although
the IRFA does not include the cost of the
investigation in its calculations, the FAR
does not require or envision a small business
paying millions of dollars for an
investigation. The respondent’s calculated
cost estimates are not supported or credible.

The FAR did give relief for the costs of
running a compliance program by leaving it
to the discretion of the small business;
paragraph (c) of the clause is not mandatory
for small businesses.

c. Imposition of suspension and debarment
will disproportionately damage small
businesses. A respondent stated that small
businesses don’t have the resources that large
businesses do. They do not have the
resources to institute compliance programs.
They are more likely to be caught in the
suspension and debarment process. They
lack the leverage to negotiate agreements in
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lieu of debarment. Therefore, the rule’s
reliance on suspension and debarment as an
enforcement mechanism will
disproportionately damage small businesses.

Response: The Councils agree that small
businesses have fewer resources than other
than small businesses. Nonetheless, the
Councils cannot give further flexibility here.
The Councils have already eliminated the
requirement for the internal control system
for small businesses. The Councils cannot
establish a different suspension or debarment
standard for small businesses.

d. Estimate of small businesses that would
report if no mandatory requirement. One
respondent quoted the IRFA as estimating
that, in the absence of the proposed
disclosure requirement, 1% of small business
contractors that are aware of a violation
would voluntarily report it. This suggests,
according to the respondent, that the FAR
Council believes that mandatory disclosure
would lead to a 100 fold increase in the
number of reported violations. The
respondent states that there is no support for
this estimate.

Response: The respondent has drawn an
unwarranted conclusion about the estimated
impact of mandatory disclosure. The
estimated 1% disclosure rate in the IRFA is
for small businesses that do not have the
clause in their contract (i.e., small dollar
value or short performance period). There
was no estimate in the IRFA about what
percentage of this population would report if
the clause were included. Further, any
estimates about this segment of the
population cannot be extrapolated to a
conclusion about the effect of mandatory
disclosure requirements on higher dollar
value contracts of duration more that 120
days or contracts with large businesses. The
number of small businesses affected cannot
be known exactly because there is no data at
this time on disclosures that will result from
this rule, but the numbers represent the best
estimate of subject matter experts in the
Government.

e. Recordkeeping requirements. One
respondent objected that the IRFA did not
provide a full discussion of the projected
recordkeeping and compliance requirements.
Good business sense will require a contractor
to develop and keep more records for the
purpose of documenting its investigation.

Response: Although recordkeeping would
be wise, the rule does not require it. Under
5 U.S.C. 601, the term “recordkeeping
requirement” is defined as a requirement
imposed by an agency on persons to maintain
specified records.

f. Duplication, overlap, or conflict. Several
respondents criticized the statement in the
IRFA that the rule does not duplicate,
overlap, or conflict with any other Federal
rules. The respondents state that the IRFA
ignores the obvious interrelationship with
the Federal False Claims Act and its qui tam
provisions and it did not address the
inconsistency between the proposed rule and
the Federal Sentencing Guidelines. The rule
is inconsistent with a voluntary disclosure
being a mitigation consideration in the FAR
debarment and suspension proceedings and
under the False Claims Act because
disclosure would be mandatory rather than
voluntary.
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Response: Under 5 U.S.C. 601, “rule” is
defined as meaning any rule for which the
agency publishes a general notice of
proposed rulemaking pursuant to section
553(b) of this title. Codified laws are not a
rule. The Sentencing Guidelines are, strictly
speaking, also not a rule. However, the
Councils disagree that this rule is duplicative
of the False Claims Act and any inadvertent
inconsistency with the Guidelines has been
considered in formulating this final rule. The
FAR, the U.S. Sentencing Guidelines, and the
civil False Claims Act consider any self-
disclosure to constitute a mitigating
circumstance, whether voluntary or
mandatory.

3. Description and estimate of the number
of small entities to which the rule will apply.

The rule imposes a clause in contracts that
exceed $5 million and a performance period
greater than 120 days. Based on FY 2006 data
collected from the Federal Procurement Data
System, the Councils estimate that this clause
will apply to 2700 prime contractors per
year, of which 1050 companies are small
business concerns.

The clause also flows down to subcontracts
that exceed $5 million, and we estimate that
approximately 1050 additional small
business concerns will meet these
conditions. We calculate the number of small
business concerns that will be required by
the clause to report violations of Federal
criminal law with regard to a Government
contract or subcontracts as follows:

1050 prime contractors + 1050
subcontractors = 2100 X 4% = 84.

In addition, although there is no clause
required, all contractors will be on notice
that they may be suspended or debarred for
failure to report known violations of Federal
criminal law with regard to a Government
contract or subcontract. In FY 2006 there
were 144,854 small business concerns listed
in FPDS-NG with unique DUNS numbers.
We estimate that of the listed small business
concerns, approximately 116,000 (80%) will
receive contracts in a given fiscal year.
Government small business experts guess
that at least twice that number of small
businesses (232,000) will receive
subcontracts. However, the only small
business concerns impacted by this cause for
suspension or debarment are those that are
aware of violation of Federal criminal law
with regard to their Government contracts or
subcontracts. Subtracting out those contracts
and subcontracts covered by the clause (1050
each), we estimate this number as follows:
(114,950 + 230,950 = 345,900 x 1% = 3,459).
We estimate a lower percentage than used for
contracts and subcontracts that contain the
clause, because these are lower dollar
contracts and subcontracts, including
commercial contracts, and there may be less
visibility into violations of Federal criminal
law. Because there is no contract clause, we
estimate that only 1% of those contractors/
subcontractors that are aware of a violation
of Federal criminal law in regard to the
contract or subcontract will voluntarily
report such violation to the contracting
officer (3459 x 1% = 34). The estimated
number of small businesses in the FRFA
(119) has increased from the IRFA (45)
because of the applicability of the clause to
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commercial contracts and contracts to be
performed outside the United States and
because the disclosure requirement now
applies to violations of the civil False Claims
Act as well as violations of Federal criminal
law.

4. Description of projected reporting,
recordkeeping, and other compliance
requirements of the rule, including an
estimate of the classes of small entities which
will be subject to the requirement and the
type of professional skills necessary for
preparation of the report or record.

The rule requires contractors to report to
the agency office of the inspector general,
with a copy to the contracting officer,
violations of Federal criminal law in
connection with the award or performance of
any Government contract or subcontract for
contracts that exceed $5 million with a
contract performance period greater than 120
days, and the same criteria for flow down to
subcontracts. Such a report would probably
be prepared by company management, and
would probably involve legal assistance to
prepare and careful review at several levels.
There are no recordkeeping requirements in
the rule.

5. Description of the steps the agency has
taken to minimize the significant economic
impact on small entities consistent with the
state objectives of applicable statute,
including a statement of the factual, policy,
and legal reasons for selecting the alternative
adopted in the final rule and why each one
of the other significant alternatives to the rule
considered by the agency which affect the
impact on small entities was rejected.

The Councils adopted the following
alternatives in order to minimize the impact
on small business concerns:

o The final rule requires small businesses
to “make a copy of the code available” to
each employee (rather than “provide a
copy”’). The Councils rejected the addition of
a requirement that small businesses must
specifically make each employee aware of the
duties and obligations under the code.

e The requirement for formal training
programs and internal control systems is
inapplicable to small business concerns.
Large businesses are still required to have an
ongoing business ethics and conduct
awareness and compliance program

o Disclosure of violations of criminal law
is limited to violations of Federal criminal
law involving fraud, conflict of interest,
bribery, or gratuity violations found in 18
U.S.C., rather than any violation of criminal
law.

o The violations that must be disclosed do
not include violations under the contracts of
other contractors.

o The period of occurrence of violations
that must be disclosed is limited to 3 years
after contract closeout, rather than extending
indefinitely.

The Councils could not exclude small
businesses that provide commercial items,
because Pub. L. 110-252 requires application
to contracts for the acquisition of commercial
items.

The Councils decided to require disclosure
of violations of civil False Claims Act (from
both large and small businesses), as
requested by the Department of Justice,

Federal Register/Vol. 73, No. 219/ Wednesday, November 12, 2008/Rules and Regplationssied Q'JDSUPRA

aca1b3



67090 Federal Register/Vol. 73, No. 219/Wednesday, November 12, 2008/Rules and Re&%mq%sted at JDSUPRA

because to achieve the objectives of this rule,
it is crucial to deal with responsible
contractors, whether large or small. It is not
necessarily evident at the beginning of an
investigation whether an incident is simply
an overpayment, a civil false claim, or a
criminal violation. There is no rational
reason to exclude civil false claims from the
mandatory disclosure requirement.

Interested parties may obtain a copy
of the FRFA from the FAR Secretariat.
The FAR Secretariat has submitted a
copy of the FRFA to the Chief Counsel
for Advocacy of the Small Business
Administration.

D. Paperwork Reduction Act

The Paperwork Reduction Act (44
U.S.C. Chapter 35) applies because the
final rule contains an information
collection requirement (ICR). The clause
at 52.203-13 requires the Contractor to
disclose “credible evidence of a
violation” of Federal criminal law or a
violation of the False Claims Act,
involving fraud, conflict of interest,
bribery, or gratuity violations found in
Title 18 of the United States Code. We
received one comment from the public
on this disclosure requirement. Based
on the comment that the Government’s
estimated burden of 3 hours per
response was inadequate, the Councils
have revised the estimated burden hours
to 60 hours per response. This change
particularly considers the hours that
would be required for review of the
collection within a company, prior to
release to the Government. Based on the
revised estimated burden of 60 hours
per response, the annual reporting
burden is revised as follows:

Respondents: .......ccocevenuennene 284
Responses per respondent: X 1
Total annual responses: ...... 284
Preparation hours per re-

SPONSE: .evvvvvrrririiririeineennennns X 60
Total response burden

hours: ..ueeeveeeee 17,040
Averages wages ($75 +

32.85% OH): .covvvveveirenene X $100
Estimated cost to the Pub-

BHC: e, $1,704,000

Accordingly, the FAR Secretariat has
forwarded a request for approval of a
new information collection requirement
concerning 9000—00XX to the Office of
Management and Budget under 44
U.S.C. 3501, et seq.

List of Subjects in 48 CFR Parts 2,3,9,
42 and 52

Government procurement.

Al Matera,

Director, Office of Acquisition Policy.

m Therefore, DoD, GSA, and NASA
amend 48 CFR parts 2, 3, 9, 42 and 52

as set forth below:

m 1. The authority citation for 48 CFR
parts 2, 3, 9, 42 and 52 continues to read
as follows:

Authority: 40 U.S.C. 121(c); 10 U.S.C.
chapter 137; and 42 U.S.C. 2473(c).

PART 2—DEFINITIONS OF WORDS
AND TERMS

m 2. Amend section 2.101 in paragraph
(b)(2) by adding, in alphabetical order,
the definition “Principal” to read as
follows:

2.101 Definitions.

* * * * *

(b] E

(2) * % %

Principal means an officer, director,
owner, partner, or a person having
primary management or supervisory
responsibilities within a business entity
(e.g., general manager; plant manager;
head of a subsidiary, division, or
business segment; and similar
positions).

* * * * *

PART 3—IMPROPER BUSINESS
PRACTICES AND PERSONAL
CONFLICTS OF INTEREST

m 3. Revise section 3.1001 to read as
follows:

3.1001 Definitions.

As used in this subpart—

Subcontract means any contract
entered into by a subcontractor to
furnish supplies or services for
performance of a prime contract or a
subcontract.

Subcontractor means any supplier,
distributor, vendor, or firm that
furnished supplies or services to or for
a prime contractor or another
subcontractor.

United States means the 50 States, the
District of Columbia, and outlying areas.
m 4. Amend section 3.1003 by revising
the section heading and paragraph (a);
redesignating paragraph (b) as paragraph
(c), and adding a new paragraph (b) to
read as follows:

3.1003 Requirements.

(a) Contractor requirements. (1)
Although the policy at 3.1002 applies as
guidance to all Government contractors,
the contractual requirements set forth in

the clauses at 52.203-13, Contractor
Code of Business Ethics and Conduct,
and 52.203-14, Display of Hotline
Poster(s), are mandatory if the contracts
meet the conditions specified in the
clause prescriptions at 3.1004.

(2) Whether or not the clause at
52.203-13 is applicable, a contractor
may be suspended and/or debarred for
knowing failure by a principal to timely
disclose to the Government, in
connection with the award,
performance, or closeout of a
Government contract performed by the
contractor or a subcontract awarded
thereunder, credible evidence of a
violation of Federal criminal law
involving fraud, conflict of interest,
bribery, or gratuity violations found in
Title 18 of the United States Code or a
violation of the civil False Claims Act.
Knowing failure to timely disclose
credible evidence of any of the above
violations remains a cause for
suspension and/or debarment until 3
years after final payment on a contract
(see 9.406—2(b)(1)(vi) and 9.407-2(a)(8)).

(3) The Payment clauses at FAR
52.212-4(i)(5), 52.232-25(d), 52.232—
26(c), and 52.232-27(1) require that, if
the contractor becomes aware that the
Government has overpaid on a contract
financing or invoice payment, the
contractor shall remit the overpayment
amount to the Government. A contractor
may be suspended and/or debarred for
knowing failure by a principal to timely
disclose credible evidence of a
significant overpayment, other than
overpayments resulting from contract
financing payments as defined in 32.001
(see 9.406—-2(b)(1)(vi) and 9.407-2(a)(8)).

(b) Notification of possible contractor
violation. If the contracting officer is
notified of possible contractor violation
of Federal criminal law involving fraud,
conflict of interest, bribery, or gratuity
violations found in Title 18 U.S.C.; or a
violation of the civil False Claims Act,
the contracting officer shall—

(1) Coordinate the matter with the
agency Office of the Inspector General;
or

(2) Take action in accordance with

agency procedures.
* * * * *

m 5. Amend section 3.1004 by removing
the introductory text and revising the
introductory text of paragraph (b)(1) to
read as follows:

3.1004 Contract clauses.

* * * * *

(b)(1) Unless the contract is for the
acquisition of a commercial item or will
be performed entirely outside the
United States, insert the clause at FAR
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52.203-14, Display of Hotline Poster(s),
if—

* * * * *

PART 9—CONTRACTOR
QUALIFICATIONS

m 6. Amend section 9.104—1 by revising
paragraph (d) to read as follows:

9.104-1 General standards.

* * * * *

(d) Have a satisfactory record of
integrity and business ethics (for
example, see Subpart 42.15).

* * * * *

m 7. Amend section 9.406—2 by revising

the introductory text of paragraph (b)(1)
and adding paragraph (b)(1)(vi) to read

as follows:

9.406—2 Causes for debarment.

(b)(1) A contractor, based upon a
preponderance of the evidence, for any
of the following—

* * * * *

(vi) Knowing failure by a principal,
until 3 years after final payment on any
Government contract awarded to the
contractor, to timely disclose to the
Government, in connection with the
award, performance, or closeout of the
contract or a subcontract thereunder,
credible evidence of—

(A) Violation of Federal criminal law
involving fraud, conflict of interest,
bribery, or gratuity violations found in
Title 18 of the United States Code;

(B) Violation of the civil False Claims
Act (31 U.S.C. 3729-3733); or

(C) Significant overpayment(s) on the
contract, other than overpayments
resulting from contract financing
payments as defined in 32.001.

* * * * *

m 8. Revise section 9.407-2 by
redesignating paragraph (a)(8) as
paragraph (a)(9) and adding a new
paragraph (a)(8); to read as follows:

9.407-2 Causes for suspension.

(a) * *x %

(8) Knowing failure by a principal,
until 3 years after final payment on any
Government contract awarded to the
contractor, to timely disclose to the
Government, in connection with the
award, performance, or closeout of the
contract or a subcontract thereunder,
credible evidence of—

(i) Violation of Federal criminal law
involving fraud, conflict of interest,
bribery, or gratuity violations found in
Title 18 of the United States Code;

(ii) Violation of the civil False Claims
Act (31 U.S.C. 3729-3733); or

(iii) Significant overpayment(s) on the
contract, other than overpayments

p-/fwww jdsupra.com/post/do

resulting from contract financing
payments as defined in 32.001; or

* * * * *

PART 42—CONTRACT
ADMINISTRATION AND AUDIT
SERVICES

m 9. Amend section 42.1501 by revising
the last sentence to read as follows:

42.1501 General.

* * * It includes, for example, the
contractor’s record of conforming to
contract requirements and to standards
of good workmanship; the contractor’s
record of forecasting and controlling
costs; the contractor’s adherence to
contract schedules, including the
administrative aspects of performance;
the contractor’s history of reasonable
and cooperative behavior and
commitment to customer satisfaction;
the contractor’s record of integrity and
business ethics, and generally, the
contractor’s business-like concern for
the interest of the customer.

PART 52—SOLICITATION PROVISIONS
AND CONTRACT CLAUSES

m 10. Amend section 52.203—-13 by—

m a. Revising the date of clause;

m b. Revising paragraph (a);

m c. Revising paragraphs (b)(1)(i),

(b)(1)(ii), (b)(2) and adding paragraph

(b)(3); and

m d. Revising paragraphs (c) and (d).
The revised text reads as follows:

52.203-13 Contractor Code of Business
Ethics and Conduct.

* * * * *

Contractor Code of Business Ethics and
Conduct

(Dec 2008)

(a) Definitions. As used in this clause—

Agent means any individual, including a
director, an officer, an employee, or an
independent Contractor, authorized to act on
behalf of the organization.

Full cooperation—(1) Means disclosure to
the Government of the information sufficient
for law enforcement to identify the nature
and extent of the offense and the individuals
responsible for the conduct. It includes
providing timely and complete response to
Government auditors’ and investigators’
request for documents and access to
employees with information;

(2) Does not foreclose any Contractor rights
arising in law, the FAR, or the terms of the
contract. It does not require—

(i) A Contractor to waive its attorney-client
privilege or the protections afforded by the
attorney work product doctrine; or

(ii) Any officer, director, owner, or
employee of the Contractor, including a sole
proprietor, to waive his or her attorney client
privilege or Fifth Amendment rights; and

(3) Does not restrict a Contractor from—
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(i) Conducting an internal investigation; or

(ii) Defending a proceeding or dispute
arising under the contract or related to a
potential or disclosed violation.

Principal means an officer, director, owner,
partner, or a person having primary
management or supervisory responsibilities
within a business entity (e.g., general
manager; plant manager; head of a
subsidiary, division, or business segment;
and similar positions).

Subcontract means any contract entered
into by a subcontractor to furnish supplies or
services for performance of a prime contract
or a subcontract.

Subcontractor means any supplier,
distributor, vendor, or firm that furnished
supplies or services to or for a prime
contractor or another subcontractor.

United States means the 50 States, the
District of Columbia, and outlying areas.

(b) * * *

(1] * ok %

(i) Have a written code of business ethics
and conduct;

(ii) Make a copy of the code available to
each employee engaged in performance of the
contract.

(2) The Contractor shall—

(i) Exercise due diligence to prevent and
detect criminal conduct; and

(ii) Otherwise promote an organizational
culture that encourages ethical conduct and
a commitment to compliance with the law.

(3)(i) The Contractor shall timely disclose,
in writing, to the agency Office of the
Inspector General (OIG), with a copy to the
Contracting Officer, whenever, in connection
with the award, performance, or closeout of
this contract or any subcontract thereunder,
the Contractor has credible evidence that a
principal, employee, agent, or subcontractor
of the Contractor has committed—

(A) A violation of Federal criminal law
involving fraud, conflict of interest, bribery,
or gratuity violations found in Title 18 of the
United States Code; or

(B) A violation of the civil False Claims Act
(31 U.S.C. 3729-3733).

(ii) The Government, to the extent
permitted by law and regulation, will
safeguard and treat information obtained
pursuant to the Contractor’s disclosure as
confidential where the information has been
marked “confidential” or “‘proprietary” by
the company. To the extent permitted by law
and regulation, such information will not be
released by the Government to the public
pursuant to a Freedom of Information Act
request, 5 U.S.C. Section 552, without prior
notification to the Contractor. The
Government may transfer documents
provided by the Contractor to any
department or agency within the Executive
Branch if the information relates to matters
within the organization’s jurisdiction.

(iii) If the violation relates to an order
against a Governmentwide acquisition
contract, a multi-agency contract, a multiple-
award schedule contract such as the Federal
Supply Schedule, or any other procurement
instrument intended for use by multiple
agencies, the Contractor shall notify the OIG
of the ordering agency and the IG of the
agency responsible for the basic contract.

(c) Business ethics awareness and
compliance program and internal control

SUPRA
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system. This paragraph (c) does not apply if
the Contractor has represented itself as a
small business concern pursuant to the
award of this contract or if this contract is for
the acquisition of a commercial item as
defined at FAR 2.101. The Contractor shall
establish the following within 90 days after
contract award, unless the Contracting
Officer establishes a longer time period:

(1) An ongoing business ethics awareness
and compliance program.

(i) This program shall include reasonable
steps to communicate periodically and in a
practical manner the Contractor’s standards
and procedures and other aspects of the
Contractor’s business ethics awareness and
compliance program and internal control
system, by conducting effective training
programs and otherwise disseminating
information appropriate to an individual’s
respective roles and responsibilities.

(ii) The training conducted under this
program shall be provided to the Contractor’s
principals and employees, and as
appropriate, the Contractor’s agents and
subcontractors.

(2) An internal control system.

(i) The Contractor’s internal control system
shall—

(A) Establish standards and procedures to
facilitate timely discovery of improper
conduct in connection with Government

(E) Disciplinary action for improper
conduct or for failing to take reasonable steps
to prevent or detect improper conduct.

(F) Timely disclosure, in writing, to the
agency OIG, with a copy to the Contracting
Officer, whenever, in connection with the
award, performance, or closeout of any
Government contract performed by the
Contractor or a subcontractor thereunder, the
Contractor has credible evidence that a
principal, employee, agent, or subcontractor
of the Contractor has committed a violation
of Federal criminal law involving fraud,
conflict of interest, bribery, or gratuity
violations found in Title 18 U.S.C. or a
violation of the civil False Claims Act (31
U.S.C. 3729-3733).

(1) If a violation relates to more than one
Government contract, the Contractor may
make the disclosure to the agency OIG and
Contracting Officer responsible for the largest
dollar value contract impacted by the
violation.

(2) If the violation relates to an order
against a Governmentwide acquisition
contract, a multi-agency contract, a multiple-
award schedule contract such as the Federal
Supply Schedule, or any other procurement
instrument intended for use by multiple
agencies, the contractor shall notify the OIG
of the ordering agency and the IG of the
agency responsible for the basic contract, and

subsidiary, division, or business segment;
and similar positions).
* * * * *

m 12. Amend section 52.212-5 by—
m a. Revising the date of the clause;
m b. Redesignating paragraphs (b)(2)
through (b)(40) as (b)(3) through (b)(41),
respectively, and adding a new
paragraph (b)(2);
m c. Removing from paragraph (e)(1)
““paragraphs (i) through (vii)”” and
adding “paragraphs (e)(1)(i) through
(xi)” in its place; and.
m d. Redesignating paragraphs (e)(1)(i)
through (e)(1)(x) as paragraphs (e)(1)(ii)
through (e)(1)(xi), respectively, and
adding a new paragraph (e)(1)(i).

The added and revised text reads as
follows:

52.212-5 Contract Terms and Conditions
Required To Implement Statutes or
Executive Orders—Commercial ltems.

* * * * *

Contract Terms and Conditions
Required To Implement Statutes or
Executive Orders—Commercial Items

contracts: and the respective agencies’ contracting officers. (Dec 2008)
(B) Ensure corrective measures are ) (‘?) The disclosure requirement .for an * * * * *
promptly instituted and carried out individual contract continues until at least 3 ) * * *

(ii) At a minimum, the Contractor’s
internal control system shall provide for the
following:

(A) Assignment of responsibility at a

years after final payment on the contract.

(4) The Government will safeguard such
disclosures in accordance with paragraph
(b)(3)(ii) of this clause.

(2) 52.203-13, Contractor Code of Business
Ethics and Conduct (DEC 2008)(Pub. L. 110—
252, Title VI, Chapter 1 (41 U.S.C. 251 note)).

sufficiently high level and adequate (G) Full cooperation with any Government ~ * * * * *
. . . * % %
resources to ensure effectiveness of the agencies r.espons1ble for i.mdlts’. (e) % %
investigations, or corrective actions. (1)

business ethics awareness and compliance
program and internal control system.

(B) Reasonable efforts not to include an
individual as a principal, whom due
diligence would have exposed as having
engaged in conduct that is in conflict with
the Contractor’s code of business ethics and
conduct.

(C) Periodic reviews of company business
practices, procedures, policies, and internal
controls for compliance with the Contractor’s
code of business ethics and conduct and the
special requirements of Government
contracting, including—

(1) Monitoring and auditing to detect
criminal conduct;

(2) Periodic evaluation of the effectiveness
of the business ethics awareness and
compliance program and internal control
system, especially if criminal conduct has
been detected; and

(3) Periodic assessment of the risk of
criminal conduct, with appropriate steps to
design, implement, or modify the business
ethics awareness and compliance program

(d) Subcontracts. (1) The Contractor shall
include the substance of this clause,
including this paragraph (d), in subcontracts
that have a value in excess of $5,000,000 and
a performance period of more than 120 days.

(2) In altering this clause to identify the
appropriate parties, all disclosures of
violation of the civil False Claims Act or of
Federal criminal law shall be directed to the
agency Office of the Inspector General, with
a copy to the Contracting Officer.

(End of clause)

m 11. Amend section 52.209-5 by
revising the date of clause; and
paragraph (a)(2) to read as follows:

52.209-5 Certification Regarding
Responsibility Matters.

* * * * *

Certification Regarding Responsibility
Matters

(i) 52.203—13, Contractor Code of Business
Ethics and Conduct (DEC 2008) (Pub. L. 110—
252, Title VI, Chapter 1 (41 U.S.C. 251 note)).

* * * * *

52.213-4 [Amended]

m 13. Amend section 52.213—4 by—

m a. Revising the date of the clause to
read (DEC 2008); and

m b. Removing from paragraph (a)(2)(vi)
“(MAR 2007)” and adding ““(DEC 2008)”
in its place.

m 14. Amend section 52.244—6 by—
m a. Revising the date of the clause;
m b. Redesignating paragraphs (c)(1)(i)
through (c)(1)(vi) as paragraphs (c)(1)(ii)
through (c)(1)(vii), respectively, and
adding a new paragraph (c)(1)(i).

The added and revised text reads as
follows:

and the internal control system as necessary (Dec 2008) 52.244-6 Subcontracts for Commercial
to reduce the risk of criminal conduct * * * * * Items.
identified through this process. (a) * * * * * * * *

(D) An internal reporting mechanism, such
as a hotline, which allows for anonymity or
confidentiality, by which employees may

(2) Principal, for the purposes of this
certification, means an officer, director,

Subcontracts for Commercial Items

owner, partner, or a person having primary (Dec 2008)
report suspected instances of improper management or supervisory responsibilities
conduct, and instructions that encourage within a business entity (e.g., general * * * * *
employees to make such reports. manager; plant manager; head of a (c)(a) * * *
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(i) 52.203—13, Contractor Code of Business
Ethics and Conduct (DEC 2008) (Pub. L. 110—
252, Title VI, Chapter 1 (41 U.S.C. 251 note).

* * * * *

[FR Doc. E8-26953 Filed 11-10-08; 8:45 am]
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AGENCIES: Department of Defense (DoD),
General Services Administration (GSA),
and National Aeronautics and Space
Administration (NASA).

ACTION: Small Entity Compliance Guide.

SUMMARY: This document is issued
under the joint authority of the
Secretary of Defense, the Administrator
of General Services and the

RULE LISTED IN FAC 2005-28

Adm1n1strator of the National
Aeronautics and Space Administration.
This Small Entity Compliance Guide
has been prepared in accordance with
Section 212 of the Small Business
Regulatory Enforcement Fairness Act of
1996. It consists of a summary of the
rule appearing in Federal Acquisition
Circular (FAC) 2005—28 which amends
the FAR. An asterisk (*) next to a rule
indicates that a regulatory flexibility
analysis has been prepared. Interested
parties may obtain further information
regarding this rule by referring to FAC
2005-28 which precedes this document.
These documents are also available via
the Internet at http://
www.regulations.gov.

FOR FURTHER INFORMATION CONTACT:
Laurieann Duarte, Regulatory
Secretariat, (202) 501—4225. For
clarification of content, contact the
analyst whose name appears in the table
below.

Subject

FAR case Analyst

Contractor Business Ethics Compliance Program and Disclosure Requirements

2007-006 | Woodson.

SUPPLEMENTARY INFORMATION: A
summary of the FAR rule follows. For
the actual revisions and/or amendments
to this FAR case, refer to FAR Case
2007-006.

FAC 2005-28 amends the FAR as
specified below: Item [—Contractor
Business Ethics Compliance Program
and Disclosure Requirements (FAR Case
2007-006)

This final rule amends the Federal
Acquisition Regulation to amplify the
requirements for a contractor code of
business ethics and conduct, an internal
control system, and disclosure to the
Government of certain violations of

criminal law, violations of the civil
False Claims Act, or significant
overpayments. The rule provides for the
suspension or debarment of a contractor
for knowing failure by a principal to
timely disclose, in writing, to the agency
Office of the Inspector General, with a
copy to the contracting officer, certain
violations of criminal law, violations of
the civil False Claims Act, or significant
overpayments. The final rule
implements ‘“The Close the Contractor
Fraud Loophole Act,” Public Law 110-
252, Title VI, Chapter 1. The statute
defines a covered contract to mean “any
contract in an amount greater than

$5,000,000 and more than 120 days in
duration.” The final rule also provides
that the contractor’s Internal Control
System shall be established within 90
days after contract award, unless the
Contracting Officer establishes a longer
time period (See FAR 52.203-13(c)).
The internal control system is not
required for small businesses or
commercial item contracts.

Dated: November 5, 2008.
Al Matera,
Director, Office of Acquisition Policy.
[FR Doc. E8—26809 Filed 11-10-08; 8:45 am]|
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Introduction

On November 3, 2010, the Securities and Exchange Commission (SEC)
published its Proposed Rules for Implementing the Whistleblower
Provisions of Section 21F of the Securities and Exchange Act of 1934. On
December 17, 2010, the National Whistleblowers Center (NWC) filed its
Formal Submission in accordance with Administrative Procedures Act.
This report is a supplemental submission, pursuant to the rulemaking.

The public interest is served by creating policies and procedures that
encourage the reporting of suspected
violations to the appropriate authorities,
regardless of whether those authorities are
simply a first-line supervisor, a hot-line, the
SEC, a state attorney general, Congress or
the Attorney General of the United States.

This supplemental report carefully analyzes
the reporting behaviors of employees, with a
focus on whether or not laws, such as the A
Dodd-Frank reward provisions, impact on L

the willingness of employees to report their concerns internally to
managers or compliance officials. This report also utilizes empirical data to
evaluate the impact, if any, of qui tam reward provisions on employee
reporting behaviors In this regard, it also seeks to identify whether qui tam
laws encourage employees who themselves work in compliance
departments to bypass their chains of command and file qui tam claims in
order to obtain a reward.

Based on the NWC’s nearly 25-year track record of supporting legal
protections for internal whistleblowers, and the empirical study presented
in this report, the NWC makes specific recommendations for the Final
Rule.




Summary of Findings

The existence of a qui tam or whistleblower rewards program has no
negative impact whatsoever on the willingness of employees to utilize
internal corporate compliance programs or report potential violations to
their managers.

Based on a review of qui tam cases filed between 2007-2010 under the False
Claims Act (FCA) and the statistical data compiled by the Ethics Resource
Center, the overwhelming majority of employees voluntarily utilize
internal reporting processes, despite the fact that they were potentially
eligible for a large reward under the FCA. The statistics are as follows:

Employees are 150% more likely not to tell anyone of any
misconduct than they are to report a direct concern to the
government;

41% of employees misconduct do not disclose information to
anyone;

Only 2% of employees will eventually file a misconduct or fraud
claim with the government;

89.68% of employees who filed a qui tam case initially reported their
concerns internally, either to supervisors or compliance
departments;

Only 3.97% of employees who filed a qui tam case worked in
compliance departments;




e In a review of all cases between 2007-2010, only 1 employee who
served in a compliance function at work, directly reported the
fraudulent activity to the government without first disclosing
through an internal procedures;

e 0.27% of employees who filed a qui tam case went directly to the
government without first contacting someone inside the company.

The methodology of our study is explained at the conclusion of this report.
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Summary Response to Major
Questions Raised in the SEC
Rulemaking

Response # 1: The “potential for monetary incentives provided to
whistleblowers by Section 21F of the Exchange Act” has no impact on a
company’s existing compliance, legal, audit or similar internal processes
for investigating and responding to potential violations of the federal
securities laws.

Response # 2: In order to achieve the SEC’s goal of encouraging “robust
compliance programs”, it is essential that the SEC ruling fully protect
employees who choose to report potential “suspicious activity” or
information related to fraud or any violation of law. These employees
must be fully protected from retaliation or punishment when their
disclosures are made internally to management or compliance. Our data
illustrates that since the creation of the False Claims Act, employees will
indeed go to their compliance program if given the chance. The
Commission’s rules should equally protect employees who go to
compliance or who go to the SEC and should create procedures for
insuring that employees who only report to compliance may obtain a
reward.

Response # 3: The existence of a strong qui tam reward program shows
there is no impact on the “potential for the monetary incentives provided
by Section 21F to invite submissions from attorneys, auditors and
compliance personnel”.

Response # 4: In order to “maximize the submission of high-quality tips
and to enhance the utility of information reported to the Commission”.
rules must be enacted that will further encourage employees to provide
information to the SEC. Currently, there are only 0.27% of employees who
actually report going to the government first. That fact that it is a 150%
times more likely that an employee will not tell anybody of identified




misconduct than they would go directly to law enforcement constitutes a
direct and ongoing threat to investors and corporations that play by the
rules.

Response # 5: Direct-participants in wrongdoing should not be excluded
from becoming relators. Any such exclusion would be radically
inconsistent with the core purpose of qui tam laws.

A Report by the National Whistleblowers Center




“While tips have consistently been the most common
way to detect fraud, the impact of tips is, if anything,
understated by the fact that so many organizations fail

to implement fraud reporting systems.”
Association of Certified Fraud

Examiners, Global Fraud Study
2010

A Report by the National Whistleblowers Center




ACFE FINDINGS: WHO
DETECTS FRAUD?

Initial Dataction Mathod by Organization Typa

0% 10% % 0% ane B0%
Percent of Cases

1 Source: Association of Certified Fraud Examiners, 2010 Global Fraud
Study (page 19)
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Percent of Tips by Source’
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Employee Reporting Behaviors

The Ethics Resource Center (“ERC”) studied employee reporting behavior
trends between 2000 and 2009. See ERC, “Blowing the Whistle on
Workplace Misconduct,” Exhibit 15. 2

As set forth in the following chart, approximately 40% of employees who
witness fraud or misconduct do not report this misconduct to anyone. The
percentage of employees who report has somewhat fluctuated over the ten
year period surveyed by ERC and averages 41% of employees not
reporting misconduct to anyone. The numbers reported have remained
relatively constant, even after the enactment section 301 of Sarbanes-Oxley
Act. Moreover, there is no decline in numbers based on the existence of the
False Claims Act and the enactment of the IRS whistleblower law for tax
fraud in 2006.

Percentage Who Reported Misconduct They Observed: 2000-2009

100

BO

64% 639%,

60 V 58%
53%

40

20

2000 2003 2005 2007 20089

"Based directly on the 2010 ERC Whistleblowing Report, See Exhibit 15

2 The ERC was founded in 1922 and describes itself as “ America’s oldest nonprofit organization devoted to the
advancement of highly ethical standards and practices in public and private institutions”. According to its website, ERC is
predominantly sponsored by the regulated community including corporations such as BP, Raytheon, Dow, Lockheed,
Martain, and Lilly. It also receives support from the Ethics and Compliance Officer Association.




Of the 63% of employees who witnessed and reported misconduct, the following
chart explains who they reported to.

2008 Employee Reporting Behavior

. Youer Supansor

. Cther

. Someone Oulside
Comgany

B ciher Ressansible
Person

*Based directly on the 2010 ERC Whistleblowing Report, See Exhibit 15

A Report by the National Whistleblowers Center



Disclosing Misconduct

Below are the actual reporting characteristics of all employee reporting
behavior.

Reporting Behavior of Employees Who Observed Misconduct 2009
50

41%

40 +

30

20+

10+
2% 2% 1%
0- _—_
Did not disclose Higher Other In Company Hotline
Management
Only to Supervisor Other Responsible Someone Outside
Person Company

"Based directly on the 2010 ERC Whistleblowing Report, See Exhibit 15




Impact of Qui Tam Laws on
Internal Reporting

The existence of a qui tam whistleblower reward program has no impact on
the willingness of employees to internally report potential violations of
law, or to work with their employer to resolve compliance issues. Our
statistical study of qui tam cases decided in the past four years
demonstrates that approximately 90% of all employees who would
eventually file a qui tam lawsuit initially attempted to resolve their
disputes internally.

Qui Tam Plaintiffs Reporting to Managers/ Compliance vs
Government 2007-2010

B Government
(10.32%)

B Mangagers/
Compliance
(89.68%)

These statistical findings are consistent with other reviews. For example,
in its May 13, 2010 issue, the New England Journal of Medicine published
a “Special Report” examining the behaviors of qui tam whistleblowers who
won large False Claims Act judgments against the pharmaceutical
industry. See Exhibit 2, Special Report. This report also found that “nearly
all” of the whistleblowers “first tried to fix matters internally by talking to
their superiors, filing an internal complaint or both.” In fact, 18 of the 22
individuals in the control group initially attempted to report their concerns
internally. The four individuals who reported their concerns to the




government were not employees of the defendant companies (i.e. they
were “outsiders” who “came across” the frauds in the course of their
business), and therefore had no “internal” avenues through which to voice
their concerns. It would thus be fair to say that every qui tam
whistleblower who had the opportunity to report internally in fact did so.

Moreover, many of the cases in the NWC’s study where employees
reported directly to the government involved very special circumstances.
For example, in one case, the initial report to the government was
testimony before a Grand Jury. It clearly would have been inappropriate
for that employee to discuss confidential Grand Jury testimony with his or
her employer.

The Journal’s conclusion that “nearly all” of the whistleblowers try to
report their concerns internally is entirely consistent with the larger study
conducted by the NWC and stands squarely contrary to the baseless
concerns raised by industry that “greedy” employees will avoid internal
compliance programs in pursuit of “pie in the sky” rewards. The truth is
that the overwhelming majority of employees who eventually file qui tam
cases first raise their concerns within the internal corporate process.

The qui tam reward provision of the False Claims Act has existed for more
than 20 years and has resulted in numerous large and well-publicized
rewards to whistleblowers. However, contrary to the assertions by
corporate commenters, the existence of this strong and well-known qui tam
rewards law has had no effect whatsoever on whether a whistleblower first
brings his concerns to a supervisor or internal compliance program. There
is no basis to believe that the substantively identical qui tam provisions in
the Dodd-Frank law will in any way discourage internal reporting.




Impact of Qui Tam Laws on
Compliance Reporting

- 3.97% of Plaintiff Employees worked in compliance

- Only 1 Plaintiff Employee contacted a Government Agency
without first raising the concern within the corporation

The existence of large qui tam rewards did not cause compliance
employees to abandon their obligations and secretly file FCA cases and
seek large rewards.

Participation of Compliance Employees in Qui
Tam Reward Cases

B Workedin
Compliance
(3.97%)

M Did not work in
Compliance
(96.03%)




The fact that compliance officials could learn of frauds, and file qui tam
lawsuits to obtain significant monetary rewards had no impact on the
reporting processes of employees working in compliance departments.
Only 3.97% of qui tam relators worked in compliance programs. There was
no spike in the number of compliance-associated employees filing qui tam
cases and there is no reasonable basis to believe that permitting employees
who work on compliance to file qui tam suits will in any way undermine
internal compliance reporting.

Of those compliance-relators, only one case concerned an employee who
reported his concerns directly to the government, without first trying to
resolve the issues internally.

This one case is clearly an exception. In that case, Kuhn v. Laporte County
Comprehensive Mental Health Council, the Department of Health and
Human Services Inspector General was conducting an audit of the
company's Medicaid billing. During the audit, the whistleblower learned
that the company's internal "audit team" was altering documents to cover-
up "numerous discrepancies," including a "forged" signatures and so-
called "corrections" to "billing codes." The employee reported this
misconduct directly to the United States Attorney’s Office. The disclosures
to the government were not provided as part of a qui tam lawsuit. Instead,
the employee believed that these disclosures would help "protect" the
employer from "federal prosecution" based on the voluntary disclosures.

Indeed, this case highlights exactly why it is important to permit
compliance employees to report directly to the government. When the
compliance department itself is engaged in misconduct, where else could
this whistleblower have gone?




“One of the critical challenges facing both
[Enforcement and Compliance] officers and
government enforcement officials is convincing

employees to step forward when misconduct occurs.”

Ethics Resource Center Report “Blowing
the Whistle on Workplace Misconduct,”
December 2010

A Report by the National Whistleblowers Center




Failure of Employees to Disclose
Misconduct Directly to the
Government Is A Significant
Regulatory Concern

As reported by the ERC, only 2% of all employees who are willing to
report misconduct, disclose that misconduct to state or federal law
enforcement authorities. However, this number is inflated, as
approxtimately 40% of all employees who witness misconduct never
report the issues to anyone - even a supervisor.

Furthermore, of the 2% who eventually disclose allegations to federal or
state law enforcment, the overwhelming majority of these empoyees
initially reported the misconduct to supervisors or internal compliance
programs. Specficially, the NWC'’s statistical review of qui tam cases filed
under the False Claims Act demonstrated that 90% of qui tam relators
reported their allegations internally, before contacting federal officials.

Based on these three statistical pictures of employee reporting behaivor
(i.e. employees who fail to disclose misconduct to anyone; employees who
report misconduct only within the company and employees who first
report misconduct wihtin the company and thereafter contact state or
federal law enforcement), it is evident that the overwhelming numer of
employees who uncover misconduct or fraud either never report the
concerns to the government. Only a tiny fraction of employees will
disclose misconduct to the government first.




Percentage of Employees Who Witness
Misconduct and Report Allegation Directly
to the Government

B Went directly to
government
(.27%)

B Went directly to
management
(99.73%)

As set forth in the below chart only 0.27% of all employees who witness
misconduct or fraud are willing to make a disclosure directly to federal or
state law enforcement without alerting the potential wrong doing.

This raises a grave concern for federal law enforcement. Although in many
cases it would be appropriate for an employee to work for an through a
concern internally but in many other cases there would be a strong need
for the federal state law enforcement to learn of these violations,
confidentially and in a way to effectuate law enforcement purposes. The
fact that so few employees are willing to go directly to the government is
demonstrative of the existence of anti-whistleblower culture that is
negatively impacting law enforcement on a daily basis.




Employee Reporting Behavior Comparison Chart

100
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40 %
40
20 +
0.27 %
0-
Tell nobody Witness and notify law enforcement first

*Based directly on the 2010 ERC Whistleblowing Report, See Exhibit 15

The NWC agrees that "one of the critical challenges facing both E&C
officers and government enforcement officials is convincing employees to
step forward when misconduct occurs"? because 41% of all employees still
do not report misconduct to anyone at all. See Exhibit 15.

Consequently, it is approximately 150 times more likely that an employee
who witnesses misconduct and tell nobody than see misconduct will tell
nobody about his or her concerns, rather than tell the appropriate law
enforcement authorities first.

* Quote: Exhibit 15, page 3




“I have based [the False Claims Act] on the old fashion

idea of holding out on temptation and setting a rogue

to catch a rogue’, which 1s the safest and most

expeditious way of bringing rogues to justice.”
Senator Howard,

Congressional Globe, March 1863

A Report by the National Whistleblowers Center




The False Claims Act Data
Demonstrates the Importance of
Modeling the SEC Program on

the DOJ’s FCA Program

The False Claims Act was originally enacted in 1863. In 1943, it was
amended and the ability for employee whistleblowers to utilize the law
was effectively eliminated. In 1986, the FCA was amended again to
resurrecting the qui tam provisions in the original 1863 act. The Act was
further strengthened in 2009 and 2010 by the same Congress that enacted
the Dodd-Frank Act.

The Dodd-Frank Act was modeled on this law and the SEC Inspector
General even recommended following the FCA's procedures with regards
to rewards programs. Objective statistics published every year by the US
Department of Justice Civil Fraud Division* unquestionably demonstrate
that whistleblowers have actually recovered billions of dollars for
taxpayers and that whistleblowers are the single most important source of
information permitting the United States to recover funds from corrupt
contractors.

4 Justice Department Statistics, See Exhibit 19




Fraud Statistics

1987

B Non Qui Tam

2010 Qui Tam

80% Whistleblowers &

As can be seen from the above charts, since the enactment of the FCA, the
amount of overall civil recoveries obtained by the United States has
dramatically increased from 89 million in 1986 (prior to whistleblower
rewards program) to the $3.08 billion dollars in 2010. Furthermore, it is
now well documented that whistleblower disclosures are responsible for




the majority of all federal fraud recoveries from dishonest contractors.
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The Act's statistics actually undervalue the contribution of whistleblowers
because they do not quantify the deterrent effect achieved when the law is
enforced. When a company is able to pay the penalties mandated under
law, the United States usually requires these companies to enter into
extensive compliance agreements that help prevent future frauds. Thus,
the deterrent value of the law is not currently subject to objective
quantification.

When the DOJ statistics are viewed in relationship with the findings of the
ERC and the ACFE, the reason for the success of the False Claims Act is
evident. The Act combines the fact that employee whistleblowers are the
single most effective force in detecting real-world fraud, with a direct
financial incentive to uncover and disclose fraudulent conduct.

The importance of using financial incentives to promote corporate fraud
disclosures was underscored in a published scholarly study by Boston




University's Law Journal. This study analyzed several possible methods of
incentivizing whistleblowing and concluded that a qui tam model provides
the greatest incentive for the whistleblower while exposing information
that the government would not be able to detect on its own. "Qui ta cases
bring out important inside information. Potential qui tam plaintiffs can
offer information about inchoate or ongoing malfeasance of which law
enforcement is unaware." After examining the potential disincentives that
qui tam whistleblowers may confront, the article notes that "the bounty a
relator stands to gain does, in many cases, outweigh the disincentives to
being a whistleblower”> Similar findings were made at University of
Chicago's Booth School of Economics, affirming that a qui tam rewards
program is indeed the best way to pursue workplace misconduct.

5 Geoffrey Christopher Rapp, See Exhibit 17




“Do employees trust that they can report suspicious
activity anonymously and/or confidentially and
without fear of reprisal?”

ACFE,

2010 Global Fraud Study

¢ Exhibit 16, page 80

A Report by the National Whistleblowers Center




Reports to Internal Compliance
Must Be Fully Protected

In a December 15, 2010, letter the Association of Corporate Counsel
(“Association”) stated that corporate attorneys “value” “effective
corporate internal compliance and repotting systems.” See Exhibit 5,
Association Letter, p. 1. They go further and argue “in-house counsel are
the pioneers in establishing and facilitating corporate whistle blowing
systems and safeguards.”
Association p. 3.  The evidence
does not support this claim. First,
there is no support in the record
that current “corporate culture”

encourages and rewards employees EVERYBQDY
who blow the whistle. That is why 4 LOVES *
Congress enacted § 21F of the )
Securitas and Exchange Act -- to a COMPL-IaNCE
help create such a new culture. PERSON

Moreover, in the area of
whistleblowing, in-house counsels
have actively and aggressively
undermined internal compliance
programs for over 25 years. As ¢
early as 1984, corporations and &

their attorneys have consistently argued that employees who report to
internal compliance programs are not whistleblowers and are not protected
under whistleblower laws. One of the first such cases was Brown & Root v.
Donovan, in which a quality assurance inspector was fired after making an
internal complaint about a violation of law. See Exhibit 6, Brown & Root v.
Donovan.

In that case, Ronald Reagan’s appointed Secretary of Labor ruled that such
internal disclosures were protected and ordered the whistleblower to be
reinstated. Brown & Root disagreed, and appealed the case to the U.S.
Court of Appeals for the Fifth Circuit. That court agreed with Brown &
Root and upheld the termination. The employee’s career was ruined




because he failed to raise his concerns to government officials. The Fifth
Circuit explicitly held that to be a whistleblower an employee must contact
a “competent organ of government.”

Since that date, in court after court, under law after law, corporate
attorneys have aggressively argued that contacts with internal compliance
programs are not protected activities. This is why organizations such as
the National Whistleblowers Center have consistently urged Congress to
amend existing whistleblower laws to ensure that internal reporting is
protected, and to include language in new legislation that explicitly
protects internal reporting.

The statements filed by the Association are disingenuous and misleading.
Their clients and attorneys have for years and years argued against
protecting internal whistleblowers. In contrast, the NWC and its attorneys
have championed these protections for over 25 years, and have succeed in
fixing many whistleblower laws to prevent corporate counsel from
undermining their own programs. In fact, shortly after the Brown & Root
decision was issued, the current Executive Director was the co-author of a
1985 amicus brief filed in the U.S. Court of Appeals for the Tenth Circuit
urging that Court not to follow Brown & Root.

Since the Brown & Root ruling, courts have been divided over whether
contacts with managers or compliance programs are protected activities.
All courts have ruled that contacts with government agents are protected.

To demonstrate this point, we examined two categories of cases. First are
cases under the banking whistleblower protections laws. Second are
retaliation cases filed under the False Claims Act.

Under the banking law, numerous cases have examined whether
employees who report to managers or compliance departments are
protected. All of the surveyed decisions demonstrate that internal
disclosures are not protected. Banks have successfully urged court after
court to undermine internal reporting structures and they have obtained
rulings that reports to compliance officials about violations of law are not
protected. The only protected disclosures were those made to the
government. These findings are set forth in Exhibit 7, Chart of Cases
Under Federal Banking Whistleblower Laws.




Employee Protection For Internal Compliance
Disclosure Under Federal Banking Laws

W Not Protected -
100%

M Protected - 0%

Our review of the False Claims Act revealed a similar result. In every case
employers argued that internal reporting of concerns, standing alone, was
not protected activity. There is not one reported case in which a company
agued that employees who disclosed allegations to compliance
departments should be protected as a matter of law.

Unfortunately, employers” narrow views on protected activity prevailed in
the vast majority of court cases filed under the FCA. In fact, every court of
appeals in the United States took a narrow view of protected activity, and
none fully protected internal complaints to management or compliance
programs. Below is a circuit-by circuit review of the controlling rule on
internal protected disclosures under the FCA in all twelve applicable
federal judicial circuits:




UNDER THE FCA, ALL EMPLOYERS ARGUED SUCCESSFULLY
THAT EMPLOYEE COULD BE FIRED FOR RAISING INTERNAL
COMPLIANCE CONCERNS: CIRCUIT BY CIRCUIT ANALYSIS

CIRCUIT COURT HOLDING

PRECEDENT

15t Circuit “Conduct protected by the FCA is limited to activities that

US ex rel. ‘reasonably could lead” to an FCA action...Karvela’s statement
Karvelas v. that he reported his supervisors” destruction of incident
Melrose- reports of medical errors suggests a cover-up of regulatory
Wakefield failures but does not allege investigation or reporting of false
Hospital or fraudulent claims knowingly submitted to the government”
360 F.3d 220

(2004)

2nd Circuit
Rost v. Pfizer
2010 U.S. App.
LEXIS 23787

The Court refused to protect employee under the False Claims
Act despite disclosures made to supervisors within Pfizer.

3rd Circuit

“Simply reporting [a] concern of mischarging...does not

Hutchins v. establish that [plaintifflwas acting in furtherance of a qui tam
Wilentz action...He did not communicate that he was going to report
253 F.3d 176 the activity to government officials”

(2001)

4th Circuit “Simply reporting his concern of a mischarging...to his

US ex rel. Owens
v First Kuwaiti

supervisor does not suffice to establish that [an employee] was
acting in furtherance of a qui tam action...Any large enterprise

612 F.3d 724 depends on communication, so it is hardly surprising that

(2010) Owens at times reported problems he thought he saw on the
site”

5th Circuit “Robertson admitted that he never used the terms “illegal,’

Robertson v. Bell | “‘unlawful,” or ‘qui tam action” in characterizing his concerns

Helicopter about Bell’s charges...we conclude that Robertson’s reporting

32 F.3d 948 did not constitute protected activity under the False Claims

(1994) Act”

5t Circuit “In his complaint, Appellant alleges he conducted the audit in

Sealed v. Sealed
156 Fed. Appx.

his capacity as Director of Compliance. He also alleges that, in
that capacity, he informed Appellee’s chief
compliance officer, as well as corporate managers, of his




630 (2005) signature requirements and the results of his audit, and that he
gave a presentation about the problem at the compliance
retreat...plaintiff could not show retaliatory discharge where
his investigations were part of his job and he never
characterized his concerns as involving illegal, unlawful, or
false-claims investigations”

6t Circuit “Reporting concerns of mischarging a government project or

McKenzie v. investigating an employer’s non-compliance with federal or

BellSouth state regulations was insufficient to constitute ‘protected

Telecommunicati | activity’...her numerous complaints on the matter were

ons directed at the stress from and pressure to falsify records, not

219 F.3d 508 toward an investigation into fraud on the federal government”

(2000)

7th Circuit “It is true that Brandon used terms like “illegal,” “improper,’

Brandon v. and ‘fraudulent’ when he confronted the shareholders about

Anesthesia &
Pain

the billing practices...Brandon was simply trying to convince
the shareholders to comply with Medicare billing regulations.

Management Such conduct is usually not protected”

227 F.3d 936

(2002)

8t Circuit “Viable FCA action...we conclude that there is sufficient

Schuhardt v. US | evidence that Schuhardt’s activity was in furtherance of a qui

390 F.3d 563 tam action. Specifically, Schuhardt perceived a mass effort to

(2004) modify patient records months after a procedure had
occurred. She explained that doctors signed reports without
reviewing files. She advised her supervisor that the activity
may be fraudulent and illegal. She also mentioned to the
supervisor that a government agency would forbid the
practice if it was aware of it. Schuardt complained to the
University over its confidential hotline. Then, when the billing
practice remained unchanged, she copied files that she
believed to be evidence of fraud”

9t Circuit The record quite clearly shows Hopper was merely attempting

US ex rel. to get the School District to comply with Federal and State

Hopper v. Anton | regulations. Her numerous written complaints, seventy letters

91 F.3d 1261 and over fifty telephone calls were all directed toward this

(1996) end...she was not whistleblowing”




10t Circuit

“The amended complaint states that plaintiff...regularly

US ex rel. communicated to her superiors ‘information regarding non-
Ramseyer v. compliance with the required minimum program

Century components...we do not believe plaintiff has satisfied her
Healthcare burden of pleading facts which would put defendants on

90 F.3d 1514 notice that she was taking any action in furtherance of an FCA
(1996) action”

11t Circuit

“If an employee’s actions, as alleged in the complaint, are

US ex rel. sufficient to support a reasonable conclusion that the employer
Sanchez v. could have feared being reported to the government for fraud
Lymphatx or sued in a qui tam action by the employee, then the

596 F.3d 1300 complaint states a claim for retaliatory discharge under

(2010) §3730(h)”

DC Circuit “ An employee’s investigation of nothing more than his

Hoyte v. employer’s non-compliance with federal or state regulations’ is
American Nat'l | not enough to support a whistleblower claim”

Red Cross

518 F.3d 61

(2008)

Given the Commission’s stated commitment to fostering effective internal
compliance programs, and the new-found faith that corporate
commenters, like the Association, have expressed in the protection that
employees will receive in when making reports to such programs, the
Commission should establish a rule that contacts with internal compliance
departments and employee supervisors have the same protection as
contacts with the SEC. Given the corporate track record on these issues,
this mandate must be established by a formal rule.




If the regulated communities and the SEC are truly interested in
promoting internal compliance programs, we hereby recommend that the
SEC adopt and make the following rules final:

* All contacts with an Audit Committee or any other compliance

program shall be considered, as a matter of law, an initial contact with the
SEC;

* All regulated companies shall be strictly prohibited from retaliating
against any employee who makes a disclosure to an Audit Committee or a
compliance program concerning any potential violation of law or any
“suspicious activities”.  This is consistent with the recommended
standards of the Association of Certified Fraud Examiners. See Exhibit 9,
Excerpts from the ACFE’s 2010 “Report to the Nations on Occupational
Fraud and Abuse”;

* All regulated companies shall be required to track all internal
complaints, and demonstrate how such complaints have been resolved;

* Consistent with 48 C.F.R. Chapter 1, all audit committees and
compliance programs shall be required to “timely disclose” to the SEC
“credible evidence of a violation” of law or SEC rules. See 73 Federal
Register 67064, 67065 (November 12, 2008). @ When making these
disclosures, if the information originated with a whistleblower, the
identify of that whistleblower shall be provided to the SEC, and that
submission shall be deemed to qualify as an application for a reward
under § 21F;

* Should an internal complaint result in a finding of a violation, and
lead to the Commission issuing a fine, penalty or disgorgement, the
employee whose application was submitted through the internal
complaint process shall be fully eligible for a reward.

With these rules in place, corporations would be free to develop and
utilize their internal compliance programs to encourage employees to
report problems within the company without undermining an employee’s
unequivocal statutory right to file a claim directly with the Commission.
See NLRB v. Scrivener, 405 U.S. 117 (1972) (“Which employees receive
statutory protection should not turn on the vagaries of the selection
process”).




The SEC Should Adopt the
Federal Acquisition Regulation
Rules for Corporate Compliance

Both the Commission and the regulated community have strongly asserted
that effective internal compliance programs are important in guarding
against fraud. However, it is well-documented that existing standards
for corporate compliance
programs are ineffective.

For example, the Rand
Center for Corporate Ethics
and Governance published
“Perspectives of Chief Ethics
and Compliance Officers on
the Detection and Prevention
of Corporate  Misdeeds:
What the Policy Community
Should Know,” Rand Institute
for Civil Justice Center (2009) (Michael D. Greenberg). As part of this
program Rand published a paper by Donna Boehme, highly respected
compliance executive and the former Chief of Compliance for BP. Ms.
Boehme explained many of the problems experienced by compliance
programs, and why these programs fail. She understood that the lack of
commitment and the failure to create strong policies often resulted in these
programs serving as “window dressing.” See Exhibit 10, Boehme Paper.

Ms. Boehme recommends a set of specific features that the Commission
should consider when determining whether or not a company has in place
an effective compliance program. These features should include:

Feature #1: Executive and management compensation linked to
compliance and ethics leadership




Feature #2: Consistent enforcement of the company’s code of conduct and
policies, especially at senior levels

Feature #3: Confidential, professional management of the help line,
including investigations

Feature #4: Vigorous enforcement of non-retaliation policies
Feature #5: Effective and ongoing compliance and ethics risk-assessment

Feature #6: Integration of clear, measurable compliance and ethics goals
into the annual plan

Feature #7: Direct access and periodic unfiltered reporting by the “chief
ethics and compliance officer” (CECO) to a compliance- savvy board

Feature #8: Strong compliance and ethics infrastructure throughout all
parts of the business

Feature #9: Real compliance audits designed to uncover lawbreaking

Feature #10: Practical and powerful action (not merely words) by the CEO
and management team to promote compliance and ethics

Feature #11: Shared learning within the company based on actual
disciplinary cases.

In the context of the False Claims Act, the United States took steps to
ensure that compliance programs moved from simply being “window
dressing” to becoming more substantive tools in the anti-fraud program.
The United States determined that existing compliance programs were not
effective, and instituted rulemaking proceedings within the Civilian
Agency Acquisition Council and the Defense Acquisition Regulations
Council to mandate stronger and more ethical compliance programs.
While these rulemaking applications were pending, Congress enacted
Public Law 110-252, Title VI, Chapter 1, that required the Councils to
implement new compliance rules consistent with the applications that had
been filed by various federal agencies.




On November 12, 2008, the United States published these final rules,
entitled, “Federal Acquisition Regulation; FAR Case 2007-006, Contractor
Business Ethics Compliance Program and Disclosure Requirements,” See
Exhibit 18. These rules establish reasonable ethical standards for
compliance programs that have responsibility for reviewing compliance
with federal contracts. As part of the present rulemaking process, the SEC
should adopt these standards and issue a Final Rule requiring the
regulated community to implement compliance programs that follow
these rules.

Significantly, the FAR Case 2007-006 rules explicitly cover all violations of
the False Claims Act. In enacting these rules, the United States did not
undermine the qui tam provisions of the FCA, and did not place any limits
on employees filing FCA complaints. There is no requirement that
employees report their concerns to the new mandated compliance
programs, and there is no limit on qui tam rewards for employees who
exercise their right to report concerns directly to the Justice Department.

The SEC should adopt rules to ensure that compliance programs are
effective. These rules should in no way limit whistleblower rights under §
21F, and must ensure that employees have the freedom to confidentially
and effectively report misconduct within their own corporations. The
rules should explicitly mandate the application of the FAR Case 2007-006
rules to all companies regulated by the SEC. Moreover, the SEC should
require compliance programs to implement the proposals set forth in the
Boehme-Rand paper.




The Sarbanes-Oxley Act
Prohibits the SEC from Adopting
Rules that Could Interfere with
Whistleblower Disclosures

Neither the regulated community nor the SEC can lawfully create any rule
that would create a financial disincentive or otherwise discourage a person
from filing a complaint with the SEC or
disclosing potential criminal conduct to
law enforcement.

In its December 15, 2010 letter to the SEC,
the Association of Corporate Counsel
raised a concern that the final Dodd-
Frank Act rules could “undermine
corporate compliance regimes.” See
Exhibit 1, Association Letter, p. 4. The
Association pointed to the various
internal corporate reporting requirements
in the Sarbanes Oxley Act, as a
justification for this “principle.” Id., p. 2.

The Association is incorrect. The
Sarbanes-Oxley Act creates near absolute protection for employees who
contact any federal law enforcement agency regarding the violation of any
federal law. This part of the statute is not a mere “principle.” Section 1107
of the Sarbanes-Oxley Act criminalizes any attempt to interfere with the
right of any person to contact the SEC concerning any violation of law.
The section sets forth an overriding public policy, implicit or explicit in
every federal whistleblower law, that employees can always choose to
report concerns directly to law enforcement, regardless of any other
program, private contract, rule or regulation.




If other sections of Sarbanes-Oxley raised an issue as to whether or not any
person could take concerns directly to the government, section 1107
answered those questions. Section 1107 is explicit, clear and unequivocal:

“Whoever knowingly, with the intent to retaliate, takes any action harmful to any
person, including interference with the lawful employment or livelihood of any
person, for providing to a law enforcement officer any truthful information
relating to the commission or possible commission of any Federal offense shall be
fined under this title or imprisoned not more then 10 years, or both.”

18 US.C. § 1513(e).

Significantly, Section 1107 of SOX is a criminal statute that applies to “any
person,” including government employees. Thus, if a public sector
employee (federal or state) took “any action” that was “harmful to any
person” including actions that may harm any person’s “livelihood,” that
public employee would be guilty of a crime. Section 1107 demonstrates
the great importance Congress placed on the right of employees to report
any reasonably suspected violation of federal law to any law enforcement
agency.

The application of Section 1107 of the Sarbanes-Oxley Act to disclosures
under the Dodd-Frank Act was made explicit in the statute, ensuring that
there would be no mistake about the application of this very important
legal policy, rule and principle in the implementation of Dodd-Frank both
by government employees and regulated industries.

Section 21F(h)(1)(A)(iii) explicitly incorporates section 1107 of Sarbanes-
Oxley into the Dodd-Frank Act. The definition of a Dodd-Frank protected
disclosure includes “any lawful act done by the whistleblower . . . in make
disclosures that are required or protected under . . . section 1513(e) of title
18, United States Code . . ..” Section 1513(e) of the Code is where section
1107 of the Sarbanes-Oxley Act was codified.

No Commission rule can interfere, directly or indirectly with the right of
employees to disclose any potential violation of law to the SEC, and no
rule or regulation of the Commission can interfere with the “livelihood” of
any person who makes such a disclosure. Disclosures to law enforcement
are among the most cherished forms of protected activity, and must be
safeguarded not only by the Commission, but the regulated community.




The rulemaking authority of the SEC under Dodd-Frank is limited. Rules
are permitted that simply “implement the provisions” of section 21F. All
such implementing regulations are required to be “consistent with the
purposes” of the Act. Since one of the core purposes of the Act is to permit
the free and unfettered communication of information from employees to
law enforcement agencies, it is incumbent upon the SEC to strongly
reaffirm this right.

It would constitute an illegal contract and a potential obstruction of justice
for any employer to implement a rule that directly or indirectly restricted
an employee’s right to communicate with federal law enforcement. If a
company initiated a program that based eligibility for financial incentives
on whether or not an employee first communicated his or her concerns to a
company, before going to federal law enforcement, any such policy would
be void. If such a program were used against a whistleblower who chose
to make a protected disclosure under Section 1107 of Sarbanes-Oxley
and/or Section 21F(h)(1)(A)@ii), it would constitute an adverse
employment action under both of these laws, and could subject the
company to severe criminal penalties.

Obviously, the SEC cannot implement any rules that would permit
corporations to violate sections 1107 of SOX or 21F(h) of Dodd-Frank. Any
impediment contained in the Proposed Rule published by the SEC must be
struck. The request by various industry groups to authorize such
restrictions on protected disclosures are not only misplaced as a matter of
law, they are troubling as a matter of policy.

Any Final Rule published by the SEC must fully, clearly and unequivocally
reaffirm an employee’s right to contact the SEC (or any other federal law
enforcement agency) and raise concerns about any violation of any federal
law (including, but not limited to, violations of the Securities and
Exchange Act). Furthermore, the Final Rule should require every
regulated company to inform their employees of this right, and ensure that
no employment contract or work rule interferes with this right. Finally,
there can be no financial disincentive on any employee who exercises his
or her right to contact federal law enforcement. The Final Rule must
ensure that an employee’s decision to report his concerns directly to the
government, as opposed to his or her management and/or compliance
program will have no impact whatsoever on eligibility and/or the
calculation of the amount of reward for which an employee may obtain.




The SEC Should Adopt the
Recommendations Made by the
Inspector General

On March 29, 2010, the SEC’s Office of Inspector General (OIG) published
a comprehensive analysis of the SEC’s pre-Dodd-Frank whistleblower
rewards program. This report is hereby incorporated in its entirety into
this rulemaking submission. See Exhibit 11, “Assessment of the SEC's
Bounty Program”.

The OIG carefully studied the SEC’'s past practices in processing
whistleblower reward-based tips in light of its understanding that
proposals were pending in Congress to upgrade the rewards program.
The OIG made nine specific recommendations. The SEC Enforcement
Division approved all of these recommendations. See Exhibit 12, SEC
Enforcement Division Memorandum.

The Proposed Rule did not reference the OIG recommendations, nor did it
reference the fact that the Enforcement Division reviewed these
recommendations and T
concurred.

All  of the recom-
mendations of the OIG |
should be incorporated |
into the Final Rule.

OIG Recommendation #1:
Public  outreach  con-
cerning the existence of
the SEC bounty program.
The Final Rule should
implement this recommendation. @ We propose the following: All
regulated companies shall be required to prominently post notice of the
SEC’s § 21F program, informing employees of their right to file claims
directly with the SEC, and their right to file such claims anonymously.




Regulated companies shall also be required to conduct annual trainings
that inform employees of their rights under §21F, including the anti-
retaliation provisions.

In order to encourage employees to utilize internal compliance programs,
the SEC should, by regulation, mandate that contacting an internal
compliance program or a supervisor is a protected disclosure, and will be
treated the same as if an employee had contacted the SEC.

The requirement to post notice of employee rights is a common feature in
various whistleblower laws, and is mandated by the Nuclear Regulatory
Commission under its safety regulations. See 10 C.F.R. § 50.7.

OIG Recommendation # 2: Post notice and information on the SEC’s
public web site of the SEC’s reward program. This recommendation
should be implemented into the Final Rule, as it is key to ensuring that the
filing procedures are not complicated or discouraging for whistleblowers.
The filing procedures set forth in the Proposed Rule are far to complex,
and have terms and requirements that would both confuse employees, and
may make them fearful of even filing a claim.

The OIG set forth four categories of information that a whistleblower
would have to file with the SEC on a form. These categories are
reasonable, and the initial filing form for the whistleblower should only
require this information. The current proposal is too complex.

Additionally, the OIG recommendation included a standard certification
that the whistleblower assert that his or her information was “true, correct
and complete,” etc. This is standard language. The Proposed Rule’s oath
provision is far to complex, and may intimidate a layperson from signing
the form.

Implicit in the OIG recommendation is the fact that the reward process is
initiated by the filing of an initial claim. There is no requirement to file
follow-up forms. This should be followed in the Final Rule. The multi-
form process contained in the Proposed Rule is costly, complex and will
result in mistakes. A claim should be initiated with a simple form and
request for information.




OIG Recommendations #s 3, 5-7: Establish follow-up policies for
processing claims, tracking claims, facilitating communications between
the SEC and whistleblowers and creating a case (file. These
recommendations are common sense, and should be implemented in a
“user friendly” manner.

Once the application is filed, the Whistleblower Office should follow-up
and carefully track all filings. If additional information is needed, the
Whistleblower Office should facilitate communications between the
responsible SEC officials and the whistleblower, so that the whistleblower
can work directly with the government to ensure that all violations are
detected, and that the final enforcement is complete. The case should have
a file number. The employee should be provided regular updates on the
status of the case. We propose 90-day notice letters.

When the SEC believes that they will obtain a fine, penalty or
disgorgement, discussions should be initiated with the whistleblower to
determine the nature of his or her contribution to the final penalties that
will be imposed, and, if possible, the reward amounts should be part of the
final resolution of a case. The SEC should work with the whistleblower
and attempt to reach a consent agreement as to the proper basis for the
reward, and the percentage of reward. There should be a strong policy
goal that the Whistleblower Office and the whistleblower reach an
agreement and voluntarily establish the amount of a reward. This will
eliminate administrative costs, facilitate cooperation between the SEC and
the whistleblower and expedite the payment of rewards. Only if there is a
disagreement and a settlement is not reached should the issues related to
the reward to forwarded to the Commission for a final determination, and
ultimately potential judicial review.

OIG Recommendation # 4: Criteria for rewards. Congress established the
criteria, and the Commission should strictly follow that criteria. The
Commission does not have the legal authority to substantively change this
criteria. The implementation of the criteria must be consistent with the
“purpose” of § 21F, which is to encourage employees to report violations
and provide generous financial rewards and incentives for these reports. §
21F(j). The Commission cannot use its rulemaking authority to reduce the
scope of the Act, or create criteria that could discourage employees from
fully and aggressively utilizing the programs established in § 21F.




OIG Recommendation # 8: Incorporate the best practices from the
Department of Justice and the Internal Revenue Service. This is perhaps
the single most important recommendation. Under the False Claims Act,
the Department of Justice has significant experience in working with
whistleblowers in a reward-based program. Under the FCA best practices
have been developed, and numerous issues have been resolved either by a
court or by Congress when it amended the law in 1986, 2009 and 2010.
These precedents and policies should form the basis of the SEC program.
The Proposed Rule, in many ways, tries to cover old ground already
carefully reviewed under the FCA. These precedents should, for the most
part, be followed. In regard to the IRS program, the IRS has implemented
a “user friendly” application and follow-up procedure. These can serve as
further models for the SEC rule.




The SEC Should Adopt the
Leahy-Grassley
Recommendations

After the enactment of the Sarbanes-Oxley Act, the two principal sponsors
of the whistleblower provisions in that law wrote a letter to the then-
Chairman of the SEC, Mr. William Donaldson. See Exhibit 13, Leahy-
Grassley Letter. Senators Patrick Leahy and Charles Grassley set forth
specific proposals for SEC action to protect whistleblowers. The Leahy-
Grassley recommendations were fully supported under law and policy.
Unfortunately, the SEC did not properly respond to these
recommendations, and the potential enforcement powers implicit or
explicit in the Sarbanes-Oxley Act were lost. This significantly contributed
to the failure of the SOX whistleblower provisions over the next six years.

Under Dodd-Frank there are even stronger policy and legal justifications
for the Commission to implement the Leahy-Grassley recommendations.
We hereby request the SEC incorporate these recommendations into the
Final Rule.




Conclusions and
Recommendations for Final Rule

Conclusion #1: The existence of a strong qui
tam reward program will have no impact on
internal employee reporting activities.

Conclusion #2: The evidence does not support
employer concerns that Dodd-Frank will
interfere with existing compliance programs.

Conclusion #3: There is no factual basis to
justify any restrictions on an employee’s right
to obtain monetary rewards based on whether
he utilized an internal compliance program.
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Conclusion #4: The systemic problems with
corporate internal compliance programs are not
related to qui tam law rewards and exist
regardless of whether employees file
whistleblower complaints with the
government. The SEC should adopt the FAR
rule governing corporate compliance programs,
and should mandate that these programs
operate in a manner consistent with the Rand
report.

Conclusion #5: The SEC must ensure, through
a formal rule, that reports to internal
compliance programs are fully protected. The
decades-long history of regulated companies
opposing such protections in judicial
proceedings must be ended. The definition of
protected disclosures should conform to the
standards recommended by the Association of
Certified Fraud Examiners.
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Conclusion #6: The recommendations of the
SEC's Inspector General should be fully
implemented in a manner consistent with the
requirement that the Dodd-Frank reward
provisions be “user-friendly”.

Conclusion #7: By formal rule, the SEC must
establish that disclosures submitted to internal
compliance programs be afforded the same
level of protection as direct disclosures to the
SEC. In this regard, the SEC should establish,
by rule, that it will consider a claim or
disclosure filed internally within a company to
constitute a formal request for a reward under
SEC § 21F. The SEC should establish rules to
adjudicate these claims and require that the
regulated companies establish procedures for
timely notification of such employee filings.
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Conclusion #8: The SEC should implement
rules consistent with the recommendations
filed with the Commission by Senators Leahy
and Grassley.

Conclusion #9: The SEC should implement
rules consistent with the recommendations
made by Chief Compliance Officer Donna
Boehme.

Conclusion #10: Any action by an employer
that in any way limits an employee's right or
incentive to contact the SEC, regardless of
whether or not the employee first utilized a
compliance program, is highly illegal and
constitutes an obstruction of justice.
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Conclusion #11: The SEC's rules cannot create
any disincentive for employee to contact the
SEC or file claims directly with the SEC. The
SEC's rules must be neutral in regard to the
reporting mechanism an employee uses to
report a potential violation.  Whether an
employee files an anonymous claim with the
SEC, a non-anonymous claim directly with the
SEC and/or whether an employee utilized an
internal compliance program, must have no
impact whatsoever on the right of an employee
to file a claim and/or the amount of reward
given to the employee.

Conclusion # 12: The SEC cannot create any
disincentive for reporting, or restrict the class
of persons who are eligible for a reward, by
creating any form of exclusion for a recovery
that is not explicitly authorized under the Act.

Conclusion # 13: The SEC must institute a rule
similar to 10 CFR 50.7.
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Research Methodology

The Securities and Exchange Commission, in its Notice of Proposed
Rulemaking, requested empirically based proposals and comments on key
aspects of its rule.

Study Based on Similar Qui Tam Laws. This study focused on cases filed
under the False Claims Act (FCA), 31 U.S.C. § 3730(h). This law was
chosen for three reasons. First, it is the longest standing qui tam law in the
United States and the Dodd-Frank Act’s reward provisions are modeled on
this law. Second, the current version of the law has been in effect since
1986, and consequently provides a sufficiently large sample of cases to
draw statistically-significant conclusions. Third, given the duration of the
law, and the fact that its reward provisions have been the subject of
numerous news articles, the law is well known in the relevant job markets.
Fourth, given the similarities in the reward features, the long-standing
existence of the Act, and the fact that rewards under this law have been
well publicized, cases studies under the FCA represent the most reliable
indicator of the potential impact the Dodd-Frank Act will have on
employees eligible for rewards under its provisions.

Study Based on Cases in which Employee Reporting Behaviors are Discussed. In
order to obtain data on employee behaviors, the study focused on FCA
cases that included a "subsection (h)" claim. Subsection (h) is the anti-
retaliation provision of the FCA. Subsection (h) cases were selected
because these cases offered the best opportunity for an objective discussion
of employee behavior. Under the law, the employee must demonstrate
what he or she did in order to engage in protected activity under the Act.
This is only one element of a case, but generally it must be discussed in
each case, as the court must determine whether or not an employee
established his or her prima facie case.

Because filing an FCA case directly with the United States government is
considered a protected activity, subsection (h) cases offered an opportunity
to study employee-reporting behaviors. Most of the cases contained a
brief factual recitation of how the employee “blew the whistle,” and
ultimately came to be a qui tam relator.




Study Based on Cases Decided After the Existence of Rewards Would be Known
Within the Relevant Employee-Employer Markets. The FCA has been actively
used by whistleblowers since 1986 (when the Act was amended and
modernized). The study limited its review of employee cases to those
decided from January 1, 2007 to January 24, 2011. The modern cases were
selected in order to best duplicate employee behaviors once a qui tam law
has been in existence for a sufficient amount of time for employees to learn
about its potential usage. In other words, by limiting the review to
modern cases the study could focus on employee behaviors based on the
fact that the law had been in active use for over 20 years, and numerous
newspaper and television stories had been published making the public
aware of the large multi-million dollar rewards potentially available under
the FCA.

Using a Standardized and Objective Method to Locate Cases Eliminated Bias in
the Sample. In order to eliminate bias from the case selection process, the
NWC reviewed all cases in which a 31 U.S.C. 3730(h) case was decided at
the district court level from January 1st, 2007 until January 24, 2011. These
cases were found by Shepardizing “31 U.S.C. 3730” in the LexisNexis
online database under the index “31 U.S.C. sec. 3730 (h)”, and restricting
the results to those cases filed after 2007. This search method produced a
list of all cases filed since 2007 that contained a citation to 31 U.S.C.
3730(h). United States District Court and Appeals Court cases in which a
3730(h) claim was filed were then extracted from this list, creating a
population of 157 cases to be examined. All of the included cases are listed
in the Exhibits listed throughout this Report.

The Objectively Identified Cases in the Sample were Reviewed in order to
Determine Employee Reporting Behaviors.  Once located, each case was
separately reviewed. In some cases it was impossible to determine the
reporting history of the employee. Other cases did not concern legitimate
qui tam filings. In the cases where it was unable to determine the method
used by the employee to initially reported the alleged fraud, the full
appellate history of the case was then examined. Despite this further
review, 31 cases proved impossible to determine the status of internal
reporting or were otherwise clearly inapplicable based on the factual
statements set forth in these cases. The cases that were excluded from the
study are set forth in Exhibit 14, Chart of Non-Applicable Cases Excluded

from Survey.




This left a final population of 126 cases that were then analyzed to
determine if the employee-plaintiff reported the alleged fraud internally
before filing a lawsuit, whether or not they worked in a compliance or
quality assurance related position for their former employer, and if the
Plaintiff engaged in a “protected action” under 31 U.S.C. 3730(h).

This report was prepared under the direction of Stephen M. Kohn, Executive Director of the National
Whistleblowers Center. The National Whistleblowers Center would like to recognize the contributions of
Director of Advocacy and Development Lindsey M. Williams and Staff Attorney Erik D. Snyder for his legal
research, analysis, and editorial contributions to this report. In addition, the National Whistleblowers
Center would like to thank Law Clerks Zach Chapman, Greg Dobbels, Katie Mee, Andrew Palmer and
David Simon for their assistance in reviewing the False Claims Act cases.




About the National
Whistleblowers Center

The National Whistleblowers Center (NWC) is an advocacy organization
with a more than 20 year history of protecting the rights of individuals to
speak out about wrongdoing in the workplace without fear of retaliation.
Since 1988, the NWC has supported whistleblowers in the courts and
before Congress, achieving victories for environmental protection, nuclear
safety, government ethics and corporate accountability. The NWC also
sponsors several educational and assistance programs, including an online
resource center on whistleblower rights, a speakers bureau of national
experts and former whistleblowers, and a national attorney referral service
run by the NWC'’s sister group the National Whistleblower Legal Defense
and Education Fund (NWLDEF). The National Whistleblowers Center is a
non-partisan, non-profit organization based in Washington, DC.
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